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Abstract Consumer demand for automotive safety, comfort, and intelligence drives continuous development in the au-
tomotive industry. Currently, most innovations are focused on automotive electronics and software, which is particularly
evident in vehicle network architecture and the increasing number of messages exchanged between the electronic control
units (ECUs) and in-vehicle nodes. On one hand, it propels continuous upgrading of automotive electronic systems; on the
other hand, it inevitably introduces additional security risks, the most prominent of which is the lack of message authenti-
cation. One of the key challenges is how to verify messages within the bus using limited computing and communication
resources, with the main goal of ensuring the reliability and freshness of data transmission. The main problem of current
solutions is the high practical overhead due to the demand of maintaining multiple fields between communication nodes to
verify message freshness, resulting in a high overall communication load. To compensate for this deficiency, this paper
proposes a novel in-vehicle network message authentication scheme. We provided theoretical evidence to demonstrate that
the scheme is effective in resisting replay and deception attacks while enhancing the resistance to desynchronization.
Based on theoretical analysis, we developed a simulation environment using professional simulation software and de-
signed a series of comparative experiments to verify the effectiveness of the proposed scheme. Experimental results indi-
cate that the proposed scheme not only effectively resist common attacks such as replay and deception, but also has good
security, anti-desynchronization, and robustness. This scheme eliminates the counter overhead for synchronization through
a freshness mechanism based on time intervals, thereby reducing the overall time overhead for message authentication.
Compared to existing solutions, this scheme significantly improves the efficiency and security of in-vehicle message au-
thentication by ensuring the reliability and freshness of data transmission. This scheme is of high practical application
value, providing a more secure and reliable message authentication service for in-vehicle networks.
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Figure 4 Simulated network structure diagram
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Figure 5 Experimental output of message authentica-
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