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Abstract With the increasing recognition of the detrimental impact of backdoor attacks on deep neural networks, the
academic community has begun to explore their real-world feasibility in depth. Currently, most backdoor attack methods
involve poisoning the training data to implant backdoors. This typically involves introducing maliciously crafted samples
into the training dataset, which causes the model to learn incorrect associations that can be exploited in the inference stage.
While these methods are effective, they involve long attack chains and are limited to specific attack scenarios, which re-
duces their practical applicability. To enhance the real-world feasibility of backdoor attacks, methods based on model ma-
nipulation have been proposed. These methods implant backdoors by directly manipulating the model parameters, which
shorten the attack chain and diversify applicable scenarios, thus improving the feasibility of backdoor attacks to a certain
extent. However, existing model manipulation-based backdoor attack methods have significant drawbacks. The imple-
mentation process is often cumbersome and time-consuming. Additionally, the limitations on parameter modification
quantity restrict the effectiveness of the attack. To address these issues, we proposed a single-parameter backdoor attack
method based on model manipulation. In this method, the attacker only needs to make a slight adjustment to the bias pa-
rameter of the output neuron corresponding to the target class to effectively implant a backdoor. This process is not only
simple and swift but also requires modification of only a single model parameter, thereby offering high attack stealthiness.
Furthermore, the effectiveness of this method is ensured by maximizing the model’s prediction uncertainty to generate the
trigger. Extensive experimental results demonstrate that, compared to existing model manipulation-based backdoor attack
methods, the single-parameter backdoor attack exhibits superior effectiveness and stealthiness. This method presents a
significant advancement in the practical applicability of backdoor attacks on deep neural networks, offering a more
streamlined and efficient approach to compromising model integrity.
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1 N K
H = —NZZPU log(p;)
i=1 j=1
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Ubuntu 20.04.4, WA-K/NA 64GB, WF AR 54
Intel(R) Core(TM) i7-10700K CPU(3.80GHz, 16 1%),
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Table 1 The detailed information of the dataset

PIGIEES eI SEE NI WA AT A< %
CIFAR-10 10 32x32x3 50000/10000

SVHN 10 32x32x3 73257/26032
TmageNet 1000 224x224x3 1200000/50000
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PITELN S5 F915 WK 2.

#%&2 MT SVHN HJ CNN 2By B{RE5H)
Table 2 Specific structure of the CNN model for

SVHN
)2 St S N PN S B i K
Conv2D 32 5%5 1 ReLU
Conv2D 32 5x5 1 ReLU
MaxPool 32 - 2
Linear 256 - - ReLU
Linear 10 Softmax

T T ) B 20 SC A A i 0 T B 3 sk, AR
TAEPTL A HERU T ResNet-18 F1 VGG-16P4 10 it
ATSRIVPAL, H X AT A B 8 ALl
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Table 3 Bias increment setting

X ) e R
pAG/TES HLRY Ji s O AT o s
” yeo T
ResNet-18 0 —0.0206 3
., 0 0.0018 4.371 7
ResNet-18
CIFAR-10 2 0.0108 2.754 5
. 0 0.0118 3.009 5
VGG-16
2 0.0340 2.392 7
CNN 0 -0.1175 2
SVHN . 0 0.0113 3.944 7
VGG-16
2 0.0400 2.645 7
. 0 -0.00263410 7.39724 10
ImageNet  ResNet-18
2 0.00065581  6.37174 9
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TEMRAE S5 1 A il A A8 i, 5 B P Al R 1
a=0.001, $EEF LK n=0.01 . ERKE TXT
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T CNN #EAU R ImageNet £in e & o0 256, Lt
DLBCE N 128
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A R i G B0 e R, T e o i
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AMHERRZ . BAh, ARG I T AT EPR:
oA W S AL A ek 5 1SR T A 1 S 508 2



Btk 25 TR EAEI RS UG 18

BN, , PSS RN, (AR 635 B U
S IR R Z T DB BE B o 1 T VRl
00 1) 2 S P A 2 1 e B 1k, s 2 T VAL
A0 ) A 2R SO AR A T B B itk o O T 25601
il ok 1A R R B M, 225 SRR (5], A SCAE
Yrihi g $eAw (attack performance, AP)K LB (1)
BA. ASR UK N, 2 N, Z[IIFSCR, e Xk
p = ASR—ABA @
N, orN,

Horp, ABA FoR T BRI G T IR 2 [A) [ BA 2%
flo AP & | Bk 7 Eik 2 s ASR (1 [RINF, oA
TR IE Tk R IR 5 e R R R LR I o BRAR Y Bl
T 22 G AR (1) 11 T A, TR DD A A W 1 1
AREPE, KA AP E AL
4.2 ETERETTAE
4.2.1 T[] /A FE TR G AY

FEZBGT 5N, ARSCEI HBAMUE Iy %t by
o % 4 /R THAE CIFAR-10 A SVHN %44k |, #
ZHUE T 180 T vERT HBA 15 R HERR Z%(BA) Miili
JEIIFH(ASR). ZHE A HU( N, ) AN B PERE(AP)
JTHN LR, B i ik ) BRI B E R 0.

(1) B stk vrAl

M 4 LA, RS HU51T8GE S HBA 75
AN AR B2 R IR AR S 1A R, ASR $241100% ,
BT BA 5T RAH L L% B R
it 1%).

F 4 5 HBA BIBUE%REXT EE

Table 4 Comparison of attack performance with
HBA
BA (%
e S @—(; AR N, ap
g LT ey
(TSIt et
HBA 92 92 100 >382 <0.26
CIFAR-10
Ours 95 95 100 1 100.00
HBA 88 100 >304 <0.33
SVHN 89
Ours 89 99 1 99.00
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HBA ) N, HHSCHR[4]H R IE HE T 1, BIXE
PR R BB 3% LTS HL, M
R EDBHILAPH D PIEEE R, & 4 TR,
HBA T Z BB HAERZ, XN T St ded
(A S AR B LR R, DT T B 1 T8t P Bl o
M2 F, RS HUSE B AT & oA~ S 5By

17

JEIAENJG ], B 5

LA RE, LSRG BOE AR RUE B A A
(R TR IR, 3 LA o FR B e, AR B T AR T
HBA, iX— M E AP 53] T EE.
422 HRERHRIFEN R

BRI RN, ARSCER 3 Pk s I i
(K5 17 8ok 7 i 3E4T A TBTP), ProFlip!® LA &
HPT, %§F CIFAR-10. SVHN # ImageNet 4 4E,
X5 HE 6 g TS 48U5118GE S TBTVHPT
A1 ProFlip MBGHRCR LLE, Jorh Bedi ity B b2 4y
BIBEE R 0 A2,

(1) Bl AL

SEE R B OR, T TBT M LR 8 2 2% (8] 8N,
PRI 1P I Bl A7 Rt AN BR AR, T ProFlip A1 HPT 7 Lk
R R R T A ) T LA R A, X R
SREE T T e AT Bt B, AR IR] I e T AT
11 ASR, SFEICEAHMZR. M2 ~, 154
Jo UV B 78 B A7 B 48 AR L B IR 100% 11
ASR, A e I B A Rk o AT Beal 77 40
RERSAT RO SERE R T TR . 3 5 ik 6 th&n], Tk
I Bt ASR 23 BUHEAS [R) RS A B0 4 | #41
T 100%.

(2) Btibaibtk vEAL

MW I SN [ B 7 ik R AR R T S ORI 5 A
RISHAE IR R RO IEE S, nif3EIR 5 f
* 6 TRIRI LR A H N, « W3 5 P, TBT 18
BT G B0 R #B AT T K 0 LURE S e, Bt 4
Z5. 1M HPT {E LR 2R b R v ek 4516 7 IR i 5 44
G TS HC DA B, Rk N, BA%, BillchE
B o WK 6 Jizw, ProFlip 8 id 76 gk 20 22 il Fe v
BRI S B e, SO0 T 8 I BRI o 1T RS 4
Ja TTBCH A TR ZLREE AN S5, B R4 s s |
FE IR LU S e AL 15, D e SR s ol 15
LT ot e B

UEAh, IEMBRAAERTT 3.1.2 AN, B
T 2 AT R BRACBR (1 P, 49 JnASE 78 A [ BA 1)
By, B ARRE RO, R H AR R AR IS
AT IR AR PR b, BUEAT M3 R AELE
PRI S5 o PRIE, XL B AT A AT T ARSI
Jei T IR

gr BTk, RS HUGE B0 G I N R
el B, BRI ST BGERCR . BRI, 07
ARSI B B B RN, BRAIE T B0 B,
T8 i A 56 L v v R I T e A 1 Bk Pk g
A B AP {H.



18 Journal of Cyber Security 15 JF\V% 42441, 2026 1 H, H 114, 11

%5 5 TBT 71 HPT RYKLTHERERT tE
Table 5 Comparison of attack performance with TBT and HPT

" . N BA (%)
Hothide R Weatigiid: — — ASR (%) N, AP
T S IR
TBT 87.5 90.2 540 0.15
ResNet-18" HPT 94.8 94.7 94.1 12 7.83
Ours 93.9 100.0 7 14.16
CIFAR-10
TBT 80.7 83.2 601 0.12
VGG-16" HPT 93.2 93.1 91.1 6 15.17
Ours 92.9 99.6 5 19.86
TBT 67.9 60.1 576 0.06
SVHN VGG-16 HPT 96.3 94.2 78.0 26 2.92
Ours 96.0 99.5 7 14.17
TBT 68.8 100.0 611 0.16
ImageNet ResNet-18" HPT 69.5 68.6 95.2 10 9.43
Ours 68.6 99.6 10 9.87
% 6 5 ProFlip B9 1EREXT L
Table 6 Comparison of attack performance with ProFlip
, " . BA (%)
pAEITE S F I Yok 71k — — ASR (%) N, AP
TR S TR
. ProFlip 93.1 90.3 97.9 12 7.93
ResNet-18
Ours 94.8 94.5 99.7 5 19.88
CIFAR-10
. ProFlip 89.7 88.1 94.8 16 5.83
VGG-16
Ours 93.2 92.9 99.4 7 14.16
. ProFlip 98.6 95.3 94.5 20 4.56
SVHN VGG-16
Ours 96.3 96.1 99.2 7 14.14
. ProFlip 69.0 67.6 94.3 15 6.19
ImageNet ResNet-18
Ours 69.5 68.9 99.1 9 10.94
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Figure 6 Resistance to Neural Cleanse
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Table 7 Resistance to NAD and ARGD
CIFAR-10 SVHN
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(%) () (0 () o) (0
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TR 9465 99.85 96.16 99.50  68.63  99.62
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ARGD 1133 255 8.34 0.15 0.00 0.00
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