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Abstract  Smart contracts are one of the critical components of blockchain technology, characterized by their
immutability and automatic execution, providing a rich programming foundation for decentralized applications. In recent
years, the frequent occurrence of security vulnerabilities has made the security research of smart contracts a hot topic.
Among these issues, the problem of miscompilation by smart contract compilers can result in the generation of target code
that does not meet the original expectations of developers, leading to security risks in the code deployed on the blockchain.
However, existing works has seldom considered this issue. To tackle this problem, we first designed a
non-Turing-complete domain-specific language for smart contracts, named isCL, based on the principle of avoiding
contract security vulnerabilities. To serve as a trusted source language for compilation, isCL supports composite data types
and built-in functions to facilitate developers in writing smart contracts. Following this, we designed the overall
architecture of a trusted compiler, i2c, which implements a complete translation process into the Clight language, a subset
of the C language, as the target language. Furthermore, focusing on the translation phase of the smart contract intermediate

WIEE : K, Email: yuexin@iscas.ac.cn.
AU 3 [ X SR VR (No. 2022 YFB2702202) % Bl
WA H JT: 2024-02-04; 1505 H 91: 2024-07-24; 528 HIY: 2025-12-05



VR % BT CompCert IR IR B4 40 (015 5 (W AT E gw ik 23

language based on the CompCert memory model, we define the relevant syntax and semantics for three translation stages:
eliminating composite types, merging input and output parameters, and generating Clight, then provided the proof idea for
semantic preservation in these stages. Finally, to demonstrate the practicality of the isCL language and the effectiveness of
trusted compilation for smart contracts, we presented a case study of a clothing supply chain ledger application and
examined compilation vulnerability cases in Solidity and Rust. This work provides a research approach for the trustworthy
compilation of smart contracts, which is beneficial to the security research of smart contract development. It offers strong

support for achieving more secure and trustworthy blockchain applications.
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12: * @param name EhRic A AR TR 44 B
*/

14: func markDelivered(name: String) = {
15:  for (c in cargos){

16: if(name == c.name){

17: ¢ = c.isDelivered.set(true);
18: return;

19: )

B3 isCL RfIiZFF
Figure 3 A isCL sample program
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typedef struct {

int _size;

signed char *_data;
} _string;

typedef struct {
_string name;
int quantity;
_Bool isDelivered;
10: } Cargo;

WRXJINHEDRD

12: typedef struct {
13:  int_capacity;
14:  int_size;

15: _Cargo * data;
16: } _list Cargo;

18: _list Cargo cargos;

20: void _init_string(_string * al) {
21: (*_al)._size=0;
22: }

24: void _init Cargo(_Cargo * al) {
25:  _init_string(&(*_al).name);
26:  (*_al).quantity =0;

27:  (*_al).isDelivered = 0;

28: }

30: void _equals_string(_Bool *_al, string * a2, string * a3) {
31:  (* al)=0;
32:  if (! ((*_a2)._size == (*_a3)._size)) {

33: return;

34:

35: $5=0;

36:  for(;1;85=85+1){

37: if (! ($5 <(*_a2)._size)) {
38: break;

39: }

40: ijf(! ((*_a2). data[$5] == (*_a3). data[$5])) {
41: return;

42: }

43: }

44:  (* al)=1

45: %

46:

47:

48:

49: void markDelivered(_string *name) {
50:  int i

51:  _Bool f tmpl;

52: i=0;

53: for(Gl; i=_i+1){

54: if (! (Ui <cargos._size)) {

55: break;

56: }

57: _equals_string(&_f tmpl, name, &cargos._data[_i].name);
58: if(_f tmpl) {

59: cargos._data[ i].isDelivered = 1;
60: return;

61: }

62: |}

63: }

B4 REIFZFEDIFMRAIARS Clight 1215
Figure 4 Part of Clight program translated from the
sample program

XA ANSHS BT, Wk — AR B T
TR L R Rk U 1 bR B i N S BN i =
£, WIAE AST hbsiceAr], w4 25 57 47 name
Bk N RTINS, W2 a2 s

Journal of Cyber Security {7 B 454K, 2026 45 1 H, % 1145, 14

2 NS EAIER

e AR Bk J S AST R H & 4 dis
KA BN String. Cargo 1 List[Cargo].

A B R B BB R BB Be Rk B T
AR, B emem N Em. K4
G 2% T B4y N B RAAL, 5 init string. _init Cargo
H_equals_string, ‘EA153 7 H T-¥1464¢ String. Cargo
KA A&, DL A 45 Hh s AR A

e B R B BORE T 20 FH N L eR B ) )
BN B — B B AR s N B R O TR B R .
s 57 4775 B H _equals_string PREL, 7 BERY B LA
WU AST b, EE O 75 2 H_equals_string pRi
s A, X IE AR AN R HOH BT, fEiE
AL equals_string B HARPIAT (HILTH LY
_equals_string R ELHAT 015 58 22550, ELLPTEBE
PLUIG, ER B ok 200 B 1), B iR FH I ek 2ol
& E I B AT equals_string PREL, TEE E AR
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B E, VFZ 9 v L2 2% Clight 1 5 A G 8% X
FORDE e X122,
51 BEEX. BXINE
ML 2 SCIA8 LK B, ISCLR 55 ISCLD =
B AL Ry VB R S R RN SCRR I
ISCLR HIREFIB RS T
progg . .= (pmain,ptypesg,pdefsy)
pmain . :=id
ptypesg - = type *
pdefsg ::= (id — globdefy) *
globdefy : .= funcy | type
pmain 58 T main &£ id, ptypes id 3% T FEF
TR T R AR . pdefse 2 NI, W
KT A RAE id AR N R, LA
id 5 R E0E X funce XY IE R,
ISCLD IR Pk gk i
progp - .= (pmain,public,ptypesp,pdefsp,cenv)
public ::=id *
ptypesp - - = composite_definition *
pdefsp 1= (id — globdefD) *
globdefy : .= funcp | type
cenv:: = (id » composite) *

ISCLD ¥ F2 )3 1 ¥ 45 # 5 Clight & &5 — 2,
public i % T AL HON 42 /AL B ) id. ptypesp A&
G5 R MR 28 Y B 28 R R IR i LB 2, cenv a2 AR
ptypesp 14 1& H R A B (AR &30 85%), Tl %
B A B 2K e X composite [P BRI . composite
R Clight 1 5 G5 AR BB G 48, $i7 B 24 i 287
Se G MR AR LTI OO B AR R
dr B K /NEE, LG composite definition =& .
TH R 5 28T B Bl i SR 1 E SR 5 R A
P R AL 3 HEAH DY 5 A

ISCLD 274544 55 ISCLA + 73K, X
TAET BRBOR LS 1

funcp . .= (paramsp,returnp,varsp,tempsp,bodyp)
funcy . .= (params,,vars,,temps,,body,)

Bl B A6 IFBL, AN S4L paramsp FI
i th 244 returnp & I Wi AN 4 paramsa .
FEVE SUIAEE T T, ISCLR [F) 4% JRj IR EE ges AHMER
i e R IS e 430l & XK
ger - .= genvy
genvy . .= (globalenv funcy type)
e:: = id — (block,type)
le:: = id — val

globalenv 1] LA 1 3 #)ith 4= R PR 358 genv (1) —Ff
Titke RRIET ger KBS 4 R AL B id WU R
HNAAALE, TG A B — D 30 5e . Al
IR e K id WG B 1) N AP B RN, i i A 5

24y AT 25 0T 1 0 "

le K id FLHZ WL FIAE
ISCLD. ISCLA Iifi X358 5 Clight & X584
—5, BLISCLD M, 45 L3k ISCLR A2 5 3
AT
gep . .= (genvp,cenv)
genvy . .= (Genv.t funcy type)
42 R TR G N ) S G A cenv it BIATR Y
WIEE R cenvo
IR TEVE DR E AR T AR M e RAE A R 1]
R SCRUU AL, 3T R IS E AT ITIEW]
52 EXRFFIEEE
XL H SR R P R PR I SCOR R B
B 1. PR TR SCORRRIE.
Vprogl,prog2,main,m.
trans_prog(progl) = prog2 /\
exec_prog_before(progl,main,m) —
exec_prog_after(prog2,(trans_fundef(main)),m).

Horr, trans_prog A& FE P BB PR 2L, trans_fundef /& PR
BUBN 1 PR 2L, exec_prog_before. exec prog_after 37l
J& R Je PR AR )T 55 TR SORME . & B R,
RRMFAFNAEPRE m 1R, — A% main £
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B 5
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EH 2. TEAJREIVE SUOREFIE.
Vel,e2lele' ' mm'sl,s2,t.
gel + ISCLR.exec_stmt(el,le,m,s1,tle',;m",outl) A
trans_stmt(s1) = s2 A trans_out(outl) = out2 A

env_match(el,e2) /\ env_none(el,e2) —
ge2 + ISCLD.exec_stmt(e2,le,m,s2,tle',;m',out2).

Horr, trans_ stmt A& 55 AR R 2L, ¢ ARERFE T B A
BHE. env_match Al env_none JL[A] /& T AR IA 3%
MULECOC R, HId R4 ilE id 76 el FBNEARM A
AN 5RA, WHE e2 ReER B AL A AAAL B 5 X)
N JEE RN el TAEAE U, 15 e2 1 [FA:
AFAE o %G BERR, W RAE R R gel FAIACHLER
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AL e 2224 Te', WAPIRASH m 420 m', #3244
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M e2 PRGN, £ ISCLD [R1fs SORAE N T 0475 A)
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B E5 U FH 3B 1 1 1 SR BRI 2 AL o 45 E A
J&, Bt RE T A A 0 O v SCOR 7 P 5 B ) I B
N R, T R ORI R O AR
k3, B AR ZEE B SRk 2R 1 SRR, 1R
XFEZZ Ik, A SEIAE
5.3 EXHN

MNIE SCHII ) #f & >k, ISCLR 5 ISCLD [ 3=
B e B AR RIE XS dif kR R LA
()T SO AN ], ISCLD 55 ISCLA [ 32 2 X 1) A& bRy
H 7 v SCIAS A

ISCLR [ 54 i 28 B 38 211 1 SRR AR )

L5 ISCLD %5 F RS R AR K 1 v SRR IMIATS 1 o

A AN [FAA AR G A vH SR DL (R . LA String
Ry, String A HAT I A H /DAL SRS
5 HR S B A2 () A B BT R Y IR R O, 3 A SIZE
DATA %7, ISCLR ¥ 38E SCREU 4 (1) 7 o
ge,e - (expr,String) = (blk,ofs)
field_offsety (i fields) = Delta
fields = (SIZE,Tint)::(DATA,Tpointer Tchar)::nil )
ge,e - (expr.ity) = (blk,ofs + delta)

FRNZ 7%, ISCLR AHEAT 23 1A 3 expr AT i
(AL B S A &, T B S A4 SR A ge A1
AHIRET e tpoRAE R AL I expr, 153 1WA E
blk S it ofs, HAT RGO 1 IRFR TR A A 8
gEH4) fields 4R 2N W s & delta, T 30 1 52 (1 HEA
frE . HARHLGE, iRl bd i /& SIZE, delta g 0 71,
W B i /& DATA, W delta 4 8 “F5 (& 1k FrEH 28
IR AT R o AHNHE, BRI ty EAEHCR
R BE FAFFREF A . 117 ISCLD b1 SCHEI 4 (2)
7R o

ge,e - (expr,(Struct id att)) = (blk,ofs)
ge F id = composite
field_offsetp (i,composite) = delta @
ge,e - (expritype) = (blk,ofs + delta)

TR ZAEAE T, expr (IZRALAR Ky SE AT,
id JEZERRIAR I, AR id AT LA A R EREE ge 4k
FIXJ B (1) composite, i M4 composite ¥ 4 25715
Hi W% & deltas

ISCLD 55 ISCLA 1] 68 Z0i FH v SR DU AR X6 R

ISCLD {1 56 K FH ¥ S 1 (3) 9 7% . B0 26 7%,
AR S R EREE ge i, HRHR id AR B 10 o6 B
X fundef, FEHUIE SRHE G 8 A, BRI S
Bk I T al (RATLE R vargs, 15 Bk
AT ol SRS B vrets, I UPTAT R AL 55 SBAE
2 SO I I (40T BB, BT BLS . PR
A m AN m'.

ge - id = fundef
ge, e - (m, al) = vargs
gee + (m, rl) = vrets
ge - (m, fundef, vargs ++ vrets) = m

ge,e - (m,eval_scallp(id,al,rl)) = m' ®)
B HCR T SO AE ISCLA HLAN(4) s
ge + id = fundef
ge, e - (m, al) = vargs
ge - (m, fundef, vargs) = m' )
ge,e - (m,eval_Scall,(a, al)) = m'
A LUE B, R S 80a G 01 2l A S 5
o, WANSEIIRE al. KL, FUNAS 2] H0E X
LU, BLal (RISRAELSS RAE A ZH00 MR, AT B
TN APIRAS o TR BRI HLAA 5 HY pR
M RARER, Sifr B4l &I, BRECEE A I
SHRIAL Ky void KA,
54 HRMRE S ZEEM B AYIERR
TEV R AR M B, A R MR 45 1
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S R 53 V5 1) 8 SCREIU AR 8 SCORHF, 3 I Y B4
S 5 | BRI R 57 (i A% 3547 5 | BEOR SE B
REFMEARG B S0, M THAERIRA, W
BHPE LT A7 AE T2 I ptypesg ., Ui Wi A& 52820,
DR LUS A7 L 6 N composite, HEFTC R I
SARHZRAA LY N A4 1R B O S AR TR o
FIE 1. ARG B
vty,defs. composite_type ty /\

In(trans_composite_definition ty) defs —
su,m,a.
In(Composite(trans_type_to_ident ty) sum a) defs /\

su = Struct A a = noattr A m
= (composite_members ty).

UE B RS T SRR R R by AT A0, AR
$&rP i Fftrans_ compositedefinition B £ 1) 52 X o i
RO AT BN G G R X, SRR
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KAEWT . 51335 T ISCLR [ alignof ik 5 F1ISCLD
(] Ctypes.align b ZL 1 550 1, 51345 L T ISCLR
alignof fields pf 2 FISCLD [falign_composite P8 %1 .
EATHECoq N 24 LA LA 2 (1) T Ak Ak 1 -

5|2 2.align_of P4 Ctypes.align_of BR% 155

Vty. alignof(ty)
= (Ctypes.alignof(cenv,(trans_type ty)).

5|3 3.alignof_ fields B %L 5 align_composite bf %X
(A .
vfld. alignof_fields(fld)
= (Ctypes.align_composite(cenv,(trans_member fld)).

R RS oL, L NIE A B S e Ay
A BRI A5 R 2L build composite_env IR
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PRI OL . 2ok BRI AR 7 N ] inversion S EAT
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FEWE, WHEPIFME DL RIS OLAE S AL, By n]
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G2 4. PP G IAETILHL.

Vprogl,prog2.

24y AT 25 0T 1 0 3

trans_prog(progl) = prog2 —
prog_comp_env progl = prog_comp_env prog2.
UM G, ORI R 45 A )

W, [RIREAE H bR L RE TT R 52 5 A R 2 D A
RGP RN R e AERENTE DL T, Riprog2 S s i
trans_prog(progl), fif H#54 Ajprog_comp_env progl
=a, Hagit IR RN E A8, Rzl
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A, M fHiEaf (prog comp env progl)FH%%, fHiE.
TERMGOL T, BT AT & progl L EE A prog2,
T 4AE H discriminate SIS 1IE .

G 5L A PHL R Sk
Vargs,rets,vargs,vrets.
eval_exprlist(args,vargs) /\ eval_exprlist(rets,vrets)

— eval_exprlist(args ++ rets,vargs ++ vrets).
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Figure 5 Diagram of clothing supply chain
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1: /%%

R A=A S

: * @param totalSales &5 £ 47

: * @param remainder f7 i F B B AIIK ) 4 FR

: * @param ratiosMap 5k 43 i [ [ 52 Le A7)

2 * @return %MK S 734 1F 4 B4

*/

func splitFixedRatio(totalSales: Double, remainder: String,
ratiosMap: Map([String, Double]) : Map[String, Double] = {

10: distributions: Map[String, Double];

11: remain : Int = totalSales;

12: account: String;

13: ratio: Double;

14: for (account, ratio in ratiosMap){

15: amount: Double = (totalSales * ratio);

16: distributions = distributions + (account -> amount);

17: remain = remain - amount;

18:  }

19:  distributions = distributions + (remainder -> remain);

20:  return distributions;

6 DMELPR—NERE
Figure 6 A function in revenue sharing contract

6.2 Solidity =2k
Solidity & LA KIS RA T BT BE A4
WS, B 9028 sole ¥ Solidity YA 4 i )i EVM

N
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T, A ek T —AN kT Storage 4%
S b 11 R

WK 7 JioR, 285 a F b [F2RAVERIE 32 AL TCHF
SR, N e AT 5 M A7 % AE Storage (1) [A] — AN
256 Al Bl 3BAT check PRI, 25 a F x H NV

BEEAERE THE, BT 0.1.6 2 0.4.3 JRAT sole
WA X v b B A A HEAT IS A I BR R AR, W
(19 1 LA Bl B 1 5 NAH AR AT B (AR 5 b IR N A7 2%
], SHECLE b EW SN 1.

1: contract StorageOverWrite {

2 / a5 b AABATfif

2 uint32 g = OxFFFFFFFF;

3 uint32 h = 0;

4 function check() returns (uint32) {

5 varx=1;

6: I @ WIE SN 9B H 4% 0 Ruint3226 40, AR
7 a=uint32(a+ x);

8 11 B85 SLEE0 1 b A

9 return b;

1
1

0: }
I}

E 7 S5 Storage TEEE DAY Solidity 529
Figure 7 A Solidity contract leading to storage
variable ovewrite issue
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EAE

storage @ Int =2147483647;
storage & Int = 0;
function test() = |

x: Int=1;

a=atx,

return b
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Figure 8 isCL program emulating contract in

Figure 7
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6.3 Rust Z5|0#r

Rust s& — M &) 2 Mg FEE S, BAamtEne.
WAF 22 A S5 R I, 3 AT L il oAy v 280 n] S b o ' Y g
GAMEFEZ —. SR, Rust T J7 4 PE 2% rustc 7EJF
R IR TP S A AU I

AN H P SR ) 2R W], 1.56 S RRCAS )
ruste 11 release BT g 4 K] 9 Fr s (ARG I & A2
1R o T2 T ) RULE S i T LU A Tk, i K e 1 1R )
AR IF A % . buggy PREHL & — 28 5 B 55 3%
AR IACHS, SR AE s AN [-1, 1AL T, IE
TR 45 SR 2 2, (HSERaf A2 1.

/**
* UL E BUEH R S AR
* @param arr i NAH
* @return £ 5 AL IREL
*/
pub fn countSignChanges(arr: Vec<i32>) ->i32 {
let mut prev = 0;
let mut cnt = 0;
for d in arr {
10: ifd>0 {
11: ifprev<0 {cnt+=1; } else { cnt=1; }
12: } else {
13: ifprev>0 {ent+=1; } else { ent=1; }
14: }
15: prev =d;
16:  }
17:  cnt
18: }

h RSB e

20: fn main() {

21: let v =vec![-1,1];

22:  let ans = countSignChanges(v);

23:  // The right answer is 2, but the output is 1 in release build.
24:  println!("{}", ans);

B9 SHmEFMILEIEAT Rust (K73
Figure 9 Rust code leading to compilation
optimization issue
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Table 2 The current amount of work completed

St (i (CR0))

Tk, RS 454(8.17%)
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i S 667(12.01%)
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B3k isCL i& 5 897874 E X (EBNF)

(Program)::={(StructDef) }{(StorDef) }{(ConstDef) }{(FuncDef)}
(StructDef)::="struct”(IDENT)“{"(VarDecl){""(VarDecl)}“}"
(VarDecl) ::= (IDENT)“:"(Type)
(Type)::=“Bool”|“Int”|“Double”|“String”| “Option”“["(Type)“]”

|“List™["(Type)“]”
|“Map™“["(Type)",’(Type)“]"|(IDENT)
(StorDef)::=“storage”(VarDecl)“ = "(Const)
{ConstDef)::=“const”(VarDecl)*“ = "(Const)
(Const)::="true”|“false”|(INT)|{DOUBLE)|(STRING)|“none”
|“some”“("(Const)“)”
|“("(Const){*’(Const)}*)”
|“("(Const)“->"(Const){")’(Const)“->"(Const)}*)”
|[(IDENT)“{"(Const){“)’(Const)}“}"
(FuncDef)::="func’(IDENT)"("(ParaDecl)*)"[“:"(Type){; (Type)}]
“="{"{(Stmt)}}”
(ParaDecl)::=[(VarDecl){"(VarDecl)}]
(Stmt)::=(ConstDef)
[(VarDecl)[“ = "(Expr)]
[(IDENT)“ = "(Expr)

7 (Bxpr) ) (St} Y
{“else if"“{"{(Stmt)}}"}
[‘else” ("{(Stmo)}}']
|“for”“("(IDENT)[*"(IDENT)]“in”(Expr)“)”
“L((Stmt) Y
|“require”("(Expr)“)”
|{CustomFunc)|“return”[(Expr)]
(Expr)::=(Const)|(Unop){Expr)|(Expr)(Binop){(Expr)|“("(Expr)“)”
["some” (' (Expr))"|"CLEXPH( " (Expr)} )
|“C'(Expr)*>"(Expr) {7 (Expr) > (Expr)}| )"
[(IDENT)“{"(Expr),{ “"(Expr)}“}"|(Expr)”(IDENT)
[(Expr)*’(BuiltInFunc)“("[{Expr){*,"(Expr)}]“)”
|{CustomFunc)
(CustomFunc)::=(IDENT)“("{(Expr){*,’(Expr)}}*)”
(BuiltInFunc)::="“indexOf’| “replace”| “substring”| “length”| “isEmpty”
|“get”|“set”| “add”
(Unop)::="I"|“ ="
(Binop):=* 4" = """ /"|"“%"|"&&"|“||"|"="|"I="|" <" > 7|
[<="|“>="
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