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Abstract With the acceleration of digital transformation, Web servers have become a major disaster area for cyber at-
tacks. WebShell is a malicious program written through Web scripts, which allows attackers to remotely control servers to
perform illegal activities, posing a serious threat to network security. Existing WebShell detection methods cannot achieve
ideal detection results because they are difficult to handle the complexity and diversity of WebShell codes. In order to ad-
dress the shortcomings of existing methods in dealing with the ambiguity of code, context understanding and structural
feature recognition, this paper proposes a WebShell detection method JLBertGCN. This method uses the Bert model to
generate dynamic word vectors, and combines the graph convolutional network (GCN) to treat the code as a graph struc-
ture for feature extraction. Specifically, the Bert model can learn a general language representation from large-scale unla-
beled text, especially in capturing the ambiguity and contextual relationship of vocabulary. GCN further enhances the fea-
ture extraction ability of the model by capturing the irregular structure and semantic information in the text. In addition,
this paper also adopts a dual-channel joint training strategy to effectively combine the outputs of Bert and BertGCN to
improve the model detection performance. Through this dual-channel joint training strategy, the model can fully utilize the
pre-training ability of Bert and the graph structure learning advantages of GCN to form an accurate text representation.
Experimental results show that the accuracy and F; score of the JLBertGCN method on the WebShell detection task
reached 99.26% and 99.05% respectively, which is significantly better than the existing methods. This shows that the me-
thod proposed in this paper is superior in processing complex code semantics and structural features, and can effectively
deal with highly obfuscated and dynamically changing WebShell attack scenarios. While accurately identifying WebShell,
JLBertGCN has strong generalization ability and robustness, providing new ideas and technical means for improving net-
work security.
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| | \ N, g A
o @ mesm o aws
| | X
I Softm
__—0) B z.g
Bert WA N e e e — =
TR g )it L2

B3 JLBertGCN B &G REE
Figure 3 JLBertGCN joint training diagram
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RETH., e, Wdsh &Y o 1M, B
MBI LIPS, A JLBertGCN A5/
AENETE WebShell KT 55 ik B AERRPY, i
FOCAR 7 ik T LUEAS R B4 A ] Bert (K9 RAR T
WIZRAESI AT GON G2 21 e, FLa > SR ot
RIBAE 7RSSR, 998 T JLBertGCN AU f)iZ
RETs, ARERGROE T F R 1 B P ICEE, iR
e 2R (R TR AN R

4 KWHERSHH

4.1 SKIGEURE

h T AT VAL JLBertGCN A7 4 WebShell £l
FES IR e, A SO T N2 TiiAd BE ) 24t
. ZHURAEAL S WebShell FIEH A, &2pEA
oo A MR E, DU S 85 1 o IR
TER T « BRSO TE AN A e 1 PR, R ied e
I T ARSCAS R (R AN [R) S0 AUAS TR R A B R

x1 HURKEHR
Table 1 Dataset description

JHIA S AR PHP ASP JSP
W FEASL 1119 434 403
WebShell A% 1119 434 403

42 LHigE
ARSCSLIG W E S P AN SEIR A B U A
WESHRE . BARPSZIIAEEWIR 2 iR,

F2 KWIME
Table 2 Experimental environment

ks
b PR A Intel(R) Core(TM) i5-9300HF CPU @ 2.40GHz
WA 16GB
BAERS Windows10, 64 17351 R4
Bk Nvidia GeForce GTX1650
HoAth Pytorch 1.9.1. Anaconda 3. Python3.7 %

AR T Bert-base {24 JLBertGCN A58 [ 711
WGIE S, JEE GON MZEECH 2. 4 T il
Al GON JZHCH BRI PERE 2, ARSCHEHT T 1~4
JEISER AR . it Xt Lha#T, AP Z GCN AMY
RSP ALO0 S RS DU i, 10 ELEE 46 T B 2 R R
KA AUA e ORI i RS o URAbh, A T e
SR ) K, AR SCAEK VI 100~400 HHEAT
TR, KA 50, IR T Lew H RN,
1 128 Fl 256, 45 IR AR 1A ) =K JE A 256 I, A
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R A LR I et JLBertGCN 1Y ) LA
MRS HE N 3.

%3 JLBertGCN 2#i& &
Table 3 JLBertGCN parameter settings

e E ZHE X ZHUE
Bert_init T i o Bert-base
batch_size HEALF AN 32
gen_layers GCN [ME% 2
n_hidden GCN [ 2 4 & 200
Bert_Ir Bert )24 2 % le-5
gen_Ir GCN [125: 2] % le-3
step_size o) SRR AR A 10
gamma 25 3] LIRS EL A T 0.1
optimizer Ptk sy Adma
dropout dropout Lt 0.5

4.3 SRIOFRAE
FEATCH, fHH T HERIAR . ORI A ]
Fy Sy BORVH 73 B2 e . MERIR M & T 40 8 dn
MR, RS2 Sk T 3 RS AEREAN I
IEFRAIRE Ty, A ZRAE T - 2888 000 i AH ¢
S SAHOCSEBI I LU, T Fy 3 BOR R o A
] 22 PR R AP35 o FERE B PR AL v, TP 3R7R IEREASHE I
LTI A IEFEAS, TN 37 SORE AR (E ff L F0E0 Ay
FREAR, FP RN FUREAAS BRI 4 IEREAS, FN
FTR IERE AR B D TI0 A RE A
HEHI 2 (Accuracy): KNP IEA 0 T FEA LY &
5 B REASE E)
Accuracy = TP+ TN (13)
TP+TN + FP+ FN
K HEZ (Precision): 27~ # 1E A U0 4 e — 21
FRIARE A B 5 e T Ay 120 ) I AT RE A 22 L
TP
P+ FP 19
A1 (Recall): 7R EAfi 7020 S — 200
FEAK 5 SEBp 8 T I T A AR 2 L.
TP
TP+ FN (13)
Fy 53 8U(F-score): K& fiff 5 F1 A3 [0] (1) 1 F1F- 45
H, F T PRASAE I IR AR R, R il 3 20 A
SRR O o
2 x Precision x Recall

F, —score = — (16)
Precision + Recall

Precision =

Recall =

4.4 HERSCIG
T BAIE Bert A% ) SRR . GON Hitk
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S IBEA U 2RI LE WebShell K AT 25 A 145 %,
ASCAE PHP ¥4 BT T VRIS
TEVE RS g6, A SC LA T A% S i ) 11
15(TF-IDF. HashVect. One-Hot) 12} 25 1] 1] £ 455 1Y
(Word2Vec- Glove 1 Bert)X} WebShell 1AL 1] 1] [i1] 7
MR . WP, ARSCEE GRS ) 5k CNN
G3HT T AR ) A 7 N WebShell A1 BETF)
oo RS, 91N T GON BEFIECA 2T, DR
FUXLENE RE I 25 BLHOOS 5 0 2R BRI AT Rk« X LE
GERINE 4 P, GERERW], TIATERE IS SRR 5
TUZE S T SRk ReFabr _L&R ot 7 9 B 4Tt .

x4 HAXBRER
Table 4 Ablation experimental results

IM M%) R AEE) %)
TF-IDF+CNN 94.79 95.68 93.66 94.66
HashVect+CNN 91.82 91.07 92.45 91.75
One-Hot+CNN 94.64 94.29 94.86 94.58
Word2Vec+CNN 96.54 96.86 96.20 96.53
Glove+CNN 97.21 94.69 95.13 91.73
Bert+CNN 98.06 98.22 98.57 98.39
Bert+GCN 98.97 98.48 99.45 98.96
JLBertGCN 99.25 98.77 99.06 99.38

1% 4 m4:

(1) ha i ) A @R Bert 4 L HoAth 1] 1)
EAEITEN R B ER . Rkcki, 5
Word2Vec Fl1 GloVe #H L, Bert [HERIR AT E T
1.52%F1 0.85%. ULk, {8 Bert #8153 KR A %
AR F 80535 0 98.22%- 98.57%F1 98.38%,
XLSSR AR T A LA RS R 1) ok d iy o X RE
T EZIAR T Bert BEMELEA T R HL iR Ao AT P 1)
R SCE R, AR R A TURURS ff (417 7 - . Bert 75
WK M T #E Y 3E 5 B (Masked  Language Model,
MLM)F1 R~ —H) Tl (Next Sentence Prediction, NSP)
XPRRPRIIZE H AR, A3 %% gl 4 T 1770 10 22 Sk
BSCPE, DL R R) TR IR B A 0 3R, AT VR N B S
ARVERE . XSRS Bert 78] ) B Ay b Ak
1, IR 2R o AT B T B T SE AR

(2) 51\ GCN BLHL 5 B kA R0 Fy 73 BUA 3
98.97%F! 98.96%, ALt CNN #5234 Tt T
0.91%F1 0.57%. PR A iZ BB e fili B2 21 S0 A% 4
AN S5 R v S S, AT 42 WebShell fRAS%L
5 A v AN FI 00 &5 R T B v OO HE, A HR B
TERE NS, PemBi i R0

(3) EJRf BN iL R HE R R Fy 735

153 99.25%F1 99.38%, X3 IR Y 25 A H AN A1
R EAT 45 2 (Al LA BRI A5, FUA Bert 1)
KIBETRINZRfE S A BertGCN I ELHES: S BE 1, M
T rei B 2 F G 12 i
4.5 XFLE3REE

T % E JLBertGCN A # T 24w X it 11
WebShell Hr il 5 iEAETERE AL, A x e T 3
il 379 ) WebShell Ao 55355

(1) SCHR[ISTHE W T — 38 1 1 Lo #r Fi g adt
TextCNN [ WebShell A5 7775, %7515 5648 HE X
SIHTHIARX] WebShell AAIHEAT TRALEE, R 5 H] FH L
(1) TextCNN A8 PEATRFAESE RN 402K

(2) SCHER[16]4&H T — R T8 GRU Al &
JIWLHI) WebShell £:0 77v%, %534 XA GRU
k2% %) WebShell AAGFEAT M, FT45H 2 kiT &)
BLH0S g &8 IR BEAT il G, ol 4 42 2 AT

(3) SCHR[12, 22-231F AN [A] [ A4 iy K & &
CNN B E4T WebShell £1ATSs, HEAE T R A
RV

(4) SCHR[24142 H T Al s 2 R0 2 )2 KA T 12
/2% (Long Short-Term Memory Network, LSTM)X}
WebShell BHIAREAT g 14 51k, B 0 F Axi 32
HEAT WebShell £l

% 5 JEIR T JLBertGCN #E U /E #AN B 4E | 5
AR [Y) WebShell £ REXS L. MR 5 Hm 4
JLBertGCN # BRI fEHERfA . KiK. BIRRA Fy 4y
A4 ADTEEMERRIRS R RI BB SOR, Tk
WL BT 99.26%, FHiIFIER]T 99.21%, HInI%
4 98.89%, 1M Fy 73 EES] T 99.05%. FHAL T4 5
A LR A AR 2, JLBertGCN {7 T B 4
F s FIALBR 1P e R I

x5 EFUEEESHMRRSERERITLL
Table 5 Comparison of classification results with
other models on the entire dataset

D5 MEFHR %) FE%) A% F3E(%)
SCHR[15] 98.89 97.94 98.15 98.04
ICHR[16] 98.77 98.99 97.31 98.14
CHR[22] 96.54 96.48 97.45 96.96
SCHR[24] 96.55 96.61 96.22 96.41
AILTTHE 99.26 99.21 98.89 99.05

JLBertGCN 7F PHP SUASH 4 I 5 HoAth i g) 7
EXTLEI, FCAEHERGR . R AR Fy 3404
ANiERR BRI B, b HERRIE R T
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99.25%, FEfiFIAS] T 98.77%, AIRI%RIEF] T 99.06%,
Fy 8053 T 99.02%. % 6 7~ T JLBertGCN 51
il 4 Tl IR XS LE &5 R

&6 PHP HiFE&K ESHMIER LRI

Table 6 Comparison of classification results with

45

] TextCNN #i%4 HEXOUR] GRU #EAY 5 T 1.55%, L
LSTM A =T 0.86%, o CNN A& T 0.15%.

#*8 ISP HIEE E 5 HMAER S RERIT L
Table 8 Comparison of classification results with
other models on JSP dataset

other models on PHP dataset I WETE %) KR ®%)  HRER%)  F 2 5(%)
WARER HEMA(%)  RRE%)  ARE%)  F28(%) SCHR[15] 98.96 98.04 99.24 99.01
SCHR[15] 99.12 98.19 97.40 97.79 SCHR[16] 98.91 99.25 95.73 97.46
SCHR[16] 98.66 98.79 98.49 98.64 CHR[22] 97.57 98.35 99.17 98.76
SCHk[22] 96.54 96.86 96.20 96.53 SCHR[24] 97.09 99.38 96.76 98.05
SCHR[24] 97.11 96.83 97.41 97.12 ATk 99.23 98.70 99.13 98.91
K 99.25 98.77 99.06 99.38

£ 745 H T JLBertGCN 5 HABAEAI/E ASP Hi¥s
EEaRBmRMTEGR. WK 7 TTLLEH,
JLBertGCN # AR EHERG 28 b g, 1531 17 99.32%,
LU SR 1) TextCNN AR 5y 1 1.11%, Lo HAth 3 Fpos ik
T 0.41%Lh Fo TERGA b, A SO AL T XU n)
GRU #7845 98.59%, {HATIHA LE 24 idf 1) TextCNN A
BT 1.37%, G CNNEIAUFI LSTM AR = T 4.16%
PLE. 7 A A2 1, TLBertGCN #578  98.00%, Lk
BT TextCNN BERUBEAR, FLICABRI ST 2.27%
Pl L. 78 Fy 7380, JLBertGCN %1% 98.29%, Lt
et JE 1 TextCNN B S T 0.16%, LX) GRU 45
BT 0.83%, L LSTM B 5 T 4.82%, LU CNN
HET 1.96%.

F7 ASPHESE 5 HMAER S LA R
Table 7 Comparison of classification results with
other models on ASP dataset

WARER WEMR (%) KR AR Fi 0 8(%)
SCHR[15] 98.21 97.22 99.06 98.13
CHR[16] 98.91 99.25 95.73 97.46
SCHR[22] 95.58 93.75 99.06 96.33
SCHR[24] 94.62 93.48 92.63 93.47
K 99.32 98.59 98.00 98.29

K 8 JEIR T ARSI S HABEIAE ISP Hdi sk
R Es . IR LUE H, ILBertGCN # 7E
R Lo, I55)T 99.23%, Ltk TextCNN
BT 0.27%, EedLft 3 Bhorvkm T 0.32%0L .
TERGI A b, ARCTERK T XM GRU BiRL 4
98.70%, {EAJISR Lb et () TextCNN #5258 5 T 0.64%.
7EA H1Z L, JLBertGCN #5241 4 99.13%, LLikiidt 51
TextCNN BARIBEAG, LEHABAAY = T 2.37%LL . 75
Fi 040 b, JLBertGCN A7 24 98.91%, TR T4t 5

JLBertGCN 1t i3 4 4 rh 25 ST 1 e A Pk e,
S AT T JLBertGCN J5 VE (A 2tk . 78
) A EE T T, Bert AHES TARGE M SCAR LN 515,
et A b AL BE WebShell A 22 SCPERT |
SCORFR, AN AE B 4 T PR3] ) 522, 3 5 7 8520 1Y
I325he 1. AR, TLBertGCN K H FI WU 18 156 25 1)1 25
WA LA T Bert Al BertGCN W & 23 IS 27 )
REJ), A T AR R A A 2 S ORI RE R I

ASCHEH ) JLBertGON A=A 20 454 T 5h &1
A E SRR, BRI T WebShell £I1ERE .
I Bert AR A4 3 1) 20 25 1] 1) 52 1558 T % WebShell
fRAG 22 SR X 2 e J bR SCEEAR, Ptk T 3¢
AR HHE T X AF SRR IE SR . Ak, AR
GCN HACHS | B AL B 254, 15 AU Bert TV 5
() WA A, AR OC R, BE— D
T EERIFFE 2% 2] o RAXGEIE B AU 2R3k s, AR
filifr 7 Bert Fll BertGCN (1%, 7843 FIH T Bert (1)
WZkae 15 GCN [ gt A3, TERCT R
MSCARTRIR o SER 25 R, I SR S 4
(PIHER 2 A Fy 23 2000 5IA 21 99.26%F1 99.05%, HH IR
PFIAT 7. JLBertGCN 7EALHE A3 ZR (AR A5 1 X
FEE R R AE 7 T R, BB NN vmy VR
M5 A1k 1) WebShell 175 .
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