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Storage
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Abstract In order to address the security challenges associated with data loss, corruption and malicious user denial in the
context of streaming data outsourcing storage, this paper presents a black box real-time verification scheme for streaming
data for on chain and off chain hybrid storage (C2BR-VDS). The scheme makes use of the characteristics of blockchain
technology, namely decentralisation and immutability, in conjunction with the conventional structure of streaming data
outsourcing storage and the existing authentication mechanisms, with the aim of providing a robust solution for secure data
management and verification in this domain. The scheme establishes an on-chain and off-chain hybrid storage system that
can be authenticated through the use of the trapdoor hash function. The complete stream data set is stored off-chain in ac-
cordance with the trapdoor hash function. Furthermore, the scheme employs an on-chain lightweight storage authentication
root node as the key for verifying data. The verification is conducted by a smart contract with a distributive structure, the-
reby enhancing the credibility of the validator node in the context of streaming data outsourcing. The scheme’s functions
can be broadly divided into three categories: facilitating the instant verification of the stream data set; improving the effi-
ciency of verifying the data set in real-time; and reducing the gas consumption of the blockchain. Upon triggering the
smart contract, the third impartial auditor verifies the integrity of the outsourced streaming data, effectively supervising the
cloud server and data users. This prevents malicious users from denying verification results to the cloud server and applies
the zk-SNARKSs zero-knowledge proof algorithm on the blockchain smart contract to achieve enhanced privacy protection
on the streaming data chain through the process of verifying the data in a black box. The security of the C2BR-VDS was
evaluated through an analysis of its performance and a comparison with the experimental results. The complexity of the
on-chain verification process was controlled to logarithmic time.
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AAIF] (¢ < capacity), M st $iw)i )2 PR 15 2 (B

J ,st',c)

ZT IR T T A1 50), PUZ U ARAY s 2R 14,
A JE BN S B A
SRR, R VTS R R B 1D e A (BN 0 2 B A
EER A auth AR RS AL 1

H]ik 12 Sourcey,,,,  (m,st)

/N By AR A& st
Vg INEBRE R authy,,, , BAIER R ¢
for h =0 to st.dummySet.length do{

min = MAX

if (st.dummySet.get (h) < min)

min=nh
H
if (¢ = capacity)
if (this.capacity == 0){
this.capacity =1,
}else {

this.capacity™* = 2;
Root.add = new root;
Root leftChild = this.root,

this.root = Root;

}
Depth + +;

H

v, < st.dummySet.get (min)
st.dummySet.delete(min)
for j=min—1 fto 1 do{

xz*m,j _ {0’ 1}2]611

k
Tyxit,j = {0,1}
Vosigl,j = Th(xd—l,l >Ta-1,1 )

st.dummySet.add (xz*,- oo T%inn )

auth.add (Vz*i+1,j)
i=2%
}
forh=1to min do{
, = H(lefthash || righthash)

Veroh ,
else

n = col(tsk,x,-jj,ri’j,vu)

auth.add (r'i’j)
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c=c+l1

return auth

RS AR EAR A IS

Server y, on (auth,c) — SNode,,,,
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HiL 2 Servery,,,,.. (auth,c)

VN WEBARAE B auth,,,, , TAIERF R ¢
/T SEEAAEN SNode
SNode = root
JAR B e AR AT A
for h=D-2t0 0

if ¢/2" is even
SNode = SNode.leftchild

else
SNode = SNode.rightchild

/7S HTAIEARR 1
for h=1tologc
SNode = SNode.parent;
if (SNode is a HashNode){
SNode.updateNodehash;
SNode.brother.Hash = auth. get(h) .hash;
H
else{
SNode.r = auth.get (h).r;
SNode.updateNode _x();
SNode.brother.Hash
= auth.get(h).hash;

X BRBEHHEAR IR
BC _Server,, ., (EK ., Root)
BREGLRAT B E X 2, fETHHEATS T
NZRZH AT C, tHE YN (EK, VK ),
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P 5 A i 22 50 VIR B o 55 A A6 IR UE UE A,
TR AHOCERAE 1B LIS A AT Code 7B, Ja 8k
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Root < <rootl, root,,..., rootn>

& «(Root,T,ID,)
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B F R E RGAIE 72844 Sign:
o, Authsign(PKp,JH(5 r))
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- ((Root,r)) — (R, h)

P 2 VIR B AR R EK -, B BT A 1R A
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VRS BAAETEIX PUEE

BC,ppona (EK¢,6,0,) > 7

432 FHEEWHE
HAfE R R
GenProof,,.,,. (SNode,i) — (m',auth")
1 2 IR 55 S AR B B Uy ) 2 BobifE R i 5, iR
SR A= A1/ ox SN il B D VAT =
auth’ , B LRI 18] T AEEIAE ID . AR
SIHL 3.
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vt ALERBIEER ', NN KA EE R
auth'
for i#0do {

if |_i/2J is even then
SNode = SNode.leftchild
auth.add (SNode.brother.T Hash)
else{
SNode = SNode.rightchild
auth.add ( SNode.random,brother.hash)
break;

}
i=i/2
return auth

433 HBEEAEMTER
Ho se MR A AV
GenProofy,, (auth’) — (R',h")

T IR) B 2 Ak 45 1R A v 2 R RTE
125 B, AT I, Bl ARG RIE
JFAZ K T (TR Root ;RIS N K504t 1R 46 ki
PaE R, FEARIEE X P, il A EA LA T RIE
AARE S RE 4,

Hik 4. GenProofy,,, (auth’)
/AN AUESE B auth’
At XN SR UEEVE S R A
for h=1to logc do
{
if ¢/2" is odd
x = x|| auth.get (h).THash

r= auth.get(h - l).random
x=TH (x,r)
if ¢/2" is even
x= auth.get(h).Hash || x
X= H(x)
}
(R',h")={x,m.T,m.ID,}

G AT RP N
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B 5: Verifycomen (VK 7, R, 1 ,0,)
/N BARIEHETHE B
/g BWAESTR 01
7' = Veriﬁ/(VKC,ﬂ,R',h',Ga)

if r=n'
return 1;

return 0;
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Table1 Comparison of scheme functional characteristics
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Figure 5 Comparison chart of average insertion up-
date path length with depth variation
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Table 3 Gas consumption of various blockchain operations
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