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Abstract Intrusion detection system is called the second strobe after firewall of cyber security, and plays a crucial role in
preventing network intrusions. Deep learning has the outstanding advantages such as powerful automatic learning ability,
good portability, and large model capacity. Using deep learning to build intrusion detection system can monitor network
traffic in real time, identify more complex intrusion behaviors, and automatically detect the new attack patterns, making it
an important research direction in the field of cyber security. This work first introduces the current situation of cyber secu-
rity, the harm and classification of network intrusion, and summarizes the classification, evaluation methods, as well as
commonly used machine learning methods of intrusion detection systems. In addition, deep learning is a data-driven ap-
proach, and the data sets are crucial for deep learning methods. Therefore, we have also provided a detailed introduction to
the important data sets and the data preprocessing methods in the field of intrusion detection. Then, the representative re-
searches on intrusion detection system based on deep learning since 2010 are reviewed, and they are classified and com-
pared with data types as the main classification marks. Furthermore, we summarize the challenges of deep learning in in-
trusion detection applications, and analyze how to better apply deep learning based intrusion detection systems to practice.
Specifically, in addition to considering relevant indicators of deep learning accuracy, this work also focuses on analyzing
the importance of time efficiency and interpretability of the deep learning models. Finally, we summarize the future de-
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velopment of deep learning based intrusion detection systems. With the development and application of network technol-
ogy, intrusion detection still faces a series of challenges. Deep learning is an effective technology for intrusion detection,
optimizing the existing deep learning techniques and researching new deep learning methods are important research direc-
tions for improving intrusion detection performance in the future.
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Figure 1 Classification of intrusion detection systems
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Table 6 Network intrusion detection method based on deep learning

Jiik L WRILEE 2Tk

P s s

FETH AL IR CNN, LSTM, Au-

DU THa : ik
1) "] BLUHFH U2L f1 R2L Bl R R S

o SCHR[63-68] 2) W LIOKE#f e A B U e
R ik to-encoder A GAN 3) R A7 E AT B TR W
CNN, Auto-encoder,
E SR E/ TP SCHR[49.69-82] XGBoost, GAN, D) EE v DL BN 4 46 3105 B HsRIAR 51,
& 25 31 ik ’ DNN, Attention, 2) Tkt B 2 SERIACR 2
BiLSTM #1 GCN
T SREER T . i 1) S PR @ 1P Huhlk 2 o) (9 Bok T B AF K,
ek e8] LSTM Al CNN 2) HEWE s BB LR
1) & TR SQL i AL U2R I R2L Mt BiE 545 Al H HsE K,
RT HEHAR M SCIR[90-97] CNN, DNN, RNN, 41 2845 REFFEAER, T
GRS )ik K-means fil DBSCAN 2) T LUK Bt AT IR AT M P 2
3) FAT—E M n il e U5k

IRIESA 2 AE M 2 22 A B i P IS T HR, H
TR BA TSR] LA E RIS . 58, DL
BORA G AT 2R IRE, 948 DL BoRNAT
B 288 R N ARSI ISt pf S 2 A7 AE 2R D, o b, H
BRI DL (HERA A IR AR AR R 55
fabr, MG EITHY . AT A P AR REdE
bRo A TIBSREHER R, R0 2RI EEM AL
BT, SEUSTRRCRACE, AETSehaiil. BT
DL oK A S RIRYE, SChbrHmm iR 2 perk
Wi RSBk, BEETHRALEARI IR A M
PN, 2% (R BRI . 25 Fhopr R (s F 4K
PR AT A RGEBGBOROR P28 AR
ARG RARFTHBOIOBR 2, XL TSN 2ok

THEZ AR LS, Bady IDS e 2 mE
Ko TR B, A T kST DL [ IDS X
AATTCEAT R ARSI, Uk 25 S A U I PR 6 Bk
e, XA MR R G R IR 1 Y. A
P14, 5T DL (¥ IDS 53R f- 44 LA R Ik

(1) BEEERG . Hr NI FH fe )2 (150
P4 & DARPA/KDD, fHixX ¥ 84 LR 10 HA
TIINAZ AT PR, IS A TR AS e A 250 ) 45
FIRNARAT N, T ZOR Bk . (H4E, H
HBT R H IR £ A2 ik AN 21 DARPA/KDD $#54E 1)
SEM )0 hAb, AT I A B AN A B 1 A
AR, T EL FKIMATARE, N TEAAE R & .

(2) BHRFEARAN AT, W22 5GP IE A



HPse S5 TR I AR T2

MW KT R T REA, TXRE A RO A S I
HY AR A 20 A 22 R D01 2 WD e 1) 0 REAS
NI ™ B S0 IDS A0 25 3R AERR I

(3) Mz Z eI E I HARL K. 5k, WS
i 0 T R BT AT N BB AR SR, TR A A
WER FIBTH S SER2S . SRRk A M 7, eI fit
FEJE 2 (¥ 9 280 i B A AR A IR B AR A A o 48
e DALk, ARG 2 A0 B W B A A A 2 By
Ueo 535k, M HARMEE RGN, RIUER)Z KM
LR AL M AR E AR AE W S 22 5, RIANTH
(K170 SR AL B AL AR ] o

(4) ANRIRRENE . KBRS S ikt — AR
T, IR HY TR A A BT R RS (1
HIMHAE o (HE, FEML Zah RN
TR, B AT AR 1 45 18 AR HE 2 N AR IR I
R R SR IR A o

(5) ZMBETIBAR . WL I B AT Iz
ERE N, (HXS T8 B A i, BRI AR,
K23 IR 5 #R 2 AE T 5 b v 4 K Bl 56 0BT,
W R E I SR ANRE 58 A i A S S R4, RIS AE
AR BRI BOR, WA BEORUETE 52 bR i 458 h 453
2P AR AR

(6) WML, I RV = EAA DA S T THT,
S T ANAR ST I P I A, A A PR D B 2 5
Wi o I 28 e 1K) I ) 20, R PRI AS T AR AT A
AT B AT 5 BB 97 4 0, PR AR AT A
WRINIEH . T35k, LB I AR 5, 1
WA~ TP B Jm T AME) WS, i B TRl 38
NIETH TP, 3Kl 3 EUR 2 2y I EAT AR R
FOHATH A2, AT DR

(7) BFRBAG KEWETN T S THR I el
A WER R SETRAR, HOR SRR 2R (R A FAL By
o N T PRUEB B (R8RS W 7 B8 )2 I 2, 1K EL%
SEOMHEAR WIRE L.

(8) WRPE ) A B 2 axbh il R o VR~ > Y
M1 PR B A 2L, 2da F - AR A &R e
JR R IE I o BEIN, B A o) Sl 2T Lggd
IDS (1B S, SEBGE H AR M 24 16 Bk o

6 SESRE

IDS 2 M4 R E M LR — WY 2]
DU FCEA A3 2 e 00 BB A B RSEES R, AEM
2P RIS T E K. HAE, B BGEAT A
(K3 AN W 150 0 10 2% 4l B F RG34
KA FR P 2 HR S I3 BOASEAT NHEL, A

95

ALK AR I A — R 5P

N T S HCRE R TR LA 2I 1K) IDS R 2152
R, BR T 5 RS IR S S WA R A IR AR A,
I L i R R T A SRR (Y I ) kA AT AigRE
PEy ZALRET) . BB IR eI E N, WX,
FHRWFTURLE 5 08, ASORHHET DL (1 IDS ARK (1)
K SEREIAHAT IR 8

(1) $RTHIERB A B, BRE A
i SRR RRTE A, A2 B SRR S 15 o0 vl A
PFETHIEE IRCR o S, ] DAk — 8o B o >
THREM TR RIbRC, i DL B I 2R A 24
INEAEITE

(2) MRPREALEIEG AP o ff R A FEAS AN
ST LA R Al A 2R O O 1 R R, AT B
IDS K &5 R AHER I o X TR 21T S, AL
P REAAP- iy [T UKl . S BEoh . B PE
fr="Jst k. MBS, WY KEREE.
LGITE ST PIQ £ NN VRS o616 17 7 N 2 S ST I (W 6
PEAS 2 05 1 O AT AL B SRR B R, T
LASE I INEEAS B AR D REARHEAT R RAE, 38
LAY ID AR i WAR RSP I, T LIRS
i A PERETE bR T PP I ZRAT OB R R fE

(3) FFALLEHL. EIE, AFRMANRAT i A
[Fi FRYJEE J2 P A8 R AL o PRI, AT AAR B W SR I
B i B PR G IR S HR, M A FRM S 2
Wi iy, ACHLAE SR T2 R 9 4 3t AR AR A R R 2%
FAEW R 2257 o R, THEANIR] R 20 SR AL B R
T DAY R0 R (R A

(4) WIRBEMERIE ST . FEMER 224, P2t
Oy VERR. FEVRBE A > H 5 R IR, 24 AR R
[T R R AR 4 ), A 45 A N5 I, 4 AATTEAT
YA W DL BEAT AT REAEAIT FEA DCRT A e A 23 1
BEWIRE, AT LS BB (K Al 5 o B0 IDS 18N
i oK, AERE TR LA v A B B R AT AR R
(RIR AR, STy Il AN Y R e (0 ko 2 e it
U RIS IR AT MR DAy LA ) I R SR PR M

(5) W5 Bk kAR I . AR 2 AT 2
Bt ARRr R By, (Bt A D FR o WE TR T4 E
R EATRLI, 15041 DOS Brah! M gy g it 1
JKLE T I R 2 MR RN, R S R U EAT
FIACAE B, I ey g Bk (ROAS I T 25 R B 4

(6) BEREE Rk P 0L o IR BEFHZE I 25 1)
SRS IDS e 2 AN 25 AR KIS . AESEBR
(RN R, DA% AR A 25 PR R IR R, 46 5 BAR Y
KrBAE S5, #E AR S5 4 o 53 ob, TN ZR 5 1k



96 Journal of Cyber Security 15 JF\V% 42441, 2026 1 H, H 114, 11

i OO T LR T U 25 2% R, mini-bateh!!® |
BN g e A SO T oS AL 8K, dro-
pout!" AR EE A

(7) FTHERPERE . oL, TR I
G LR, T BRI AR . N AR
RGH EHAT LI, A G R BT AE T o A5
SERR R R, O A O AN Z R
ARG TR GPU !
AT M EE U ) FRK, SRR AR S
TAN, PRTHASIAE RAERAE o K6 T AN T7 i A A
RUBBRIRAAR AR, Bl R AN REAG T L
il e FETURILE: ST ORI i AR O IR AR, T
DS R ity e m2 SRR . PIEIILSAE
M), IR 2D 7B Tt snort!!TPOAERL T
W75, FTAGAS R ARG | IR IR R
Go i, YORMI S H TR 2 MR 7 v
QP iUSAERREZ e 7E N VP o CtNE /)
E?é IX_XJ [124-128]‘ %‘ﬁé Eﬁ M[HQJ”J% .

(8) #erm R L. DS M ARy 25 22
AP, LA S At R O R . R A
JH IDS I, AT B Al H 5 () 2 4 ) s 2 W 44
BG4, LB SRS T DS 15 I 2
RABHORE . AUFIIANISCE S A3 5
G 2RI R AN TS S, XL —MTy
K IDS [ i H A& IR, 02 IDS R 8RNV 1% 55 7
(K F AR

7T ERE

ANARAL I IE P 2% R B L e fRfE 2z —, J
TURBE S ST I N AR RIS 2T K — T e R
AT NN R G FEAM S« s £ EHE
FRAL BT 30 s VA A WHMPLE: 2 205k, KR
DA SR AAT: Dy 5 (K 73 AR S Bl 1R AR AR
FURE AT 72 IR 4h, fJa W IR A ST IR
AL T 1 P B AT AR 1) A REREAT M T I e I 2,
BEE M B BRI A RE, NIRRT e 25— 2R 51
PRk, RS SR ARSI 1 — AN EHOAR . AL
5 AR BT UR B 2 ST I AR ASE I PR A R e AR 2R AT
Brish g, AR B R = 80T i TAER A B .

225 3Rk

[1] CNCERT/CC[Z].
html.Jun. 2024.

[2] Anderson J P. Computer security threat monitoring and surveil-

https://www.cert.org.cn/publish/main/44/index.

lance[R]. Technical report, James P. Anderson Company, 1980.

[3]

(4]

(3]

(6]

(7]

[8]

9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

Denning D E. An Intrusion-detection model[J]. IEEE Transactions
on Software Engineering, 1987, SE-13(2): 222-232.

Wang F Y, Wang X, Li L X, et al. Steps toward parallel intelli-
gence[J]. [EEE/CAA Journal of Automatica Sinica, 2016, 3(4):
345-348.

Parmar J, Chouhan S, Raychoudhury V, et al. Open-world machine
learning: Applications, challenges, and opportunities[J]. ACM
Computing Surveys, 2023, 55(10): 1-37.

Murdock V. Mixed Methods Machine Learning[C]. Companion of
the 2023 International Conference on Management of Data, 2023:
3-4.

Apruzzese G, Laskov P, Montes de Oca E, et al. The role of ma-
chine learning in cybersecurity[J]. Digital Threats: Research and
Practice, 2023, 4(1): 1-38.

Devendiran R, Turukmane A V. Dugat-LSTM: Deep learning based
network intrusion detection system using chaotic optimization
strategy[J]. Expert Systems with Applications, 2024, 245: 123027.
Buczak A L, Guven E. A survey of data mining and machine
learning methods for cyber security intrusion detection[J]. /EEE
Communications Surveys & Tutorials, 2016, 18(2): 1153-1176.

Xin Y, Kong L S, Liu Z, et al. Machine learning and deep learning
methods for cybersecurity[J]. IEEE Access, 2018, 6: 35365-35381.
Agrawal S, Agrawal J. Survey on anomaly detection using data
mining techniques[J]. Procedia Computer Science, 2015, 60:
708-713.

Thakkar A, Lohiya R. A review of the advancement in intrusion
detection datasets[J]. Procedia Computer Science, 2020, 167:
636-645.

Hindy H, Brosset D, Bayne E, et al. A taxonomy of network threats
and the effect of current datasets on intrusion detection systems[J].
IEEE Access, 2020, 8: 104650-104675.

Wu Z J, Liang C, Li Y Q. Intrusion Detection Method Based on
Deep Learning[C]. 2021 IEEE Intl Conf on Parallel & Distributed
Processing with Applications, Big Data & Cloud Computing, Sus-
tainable Computing & Communications, Social Computing &
Networking, 2021: 445-452.

Ferrag M A, Maglaras L, Moschoyiannis S, et al. Deep learning for
cyber security intrusion detection: Approaches, datasets, and com-
parative study[J]. Journal of Information Security and Applications,
2020, 50: 102419.

Zipperle M, Gottwalt F, Chang E, et al. Provenance-based intrusion
detection systems: A survey[J]. ACM Computing Surveys, 2022,
55(7): 1-36.

Mirlekar S, Kanojia K P. A Comprehensive Study on Machine
Learning Algorithms for Intrusion Detection System[C]. 2022 10th
International Conference on Emerging Trends in Engineering and
Technology - Signal and Information Processing, 2022: 1-6.
Amanoul S V, Abdulazeez A M. Intrusion Detection System Based
on Machine Learning Algorithms: A Review([C]. 2022 IEEE 18th
International Colloquium on Signal Processing & Applications,
2022: 79-84.

Zhang C Y, Jia D H, Wang L Y, et al. Comparative research on
network intrusion detection methods based on machine learning[J].
Computers & Security, 2022, 121: 102861.



S sE S5 BRI S I AR T ERid

[20]

[21]

[22]

(23]

(24]

[25]

[26]

[27]

[28]

[29]

(30]

[31]

[32]

[33]

[34]

[35]

Alomari D, Anis F, Alabdullatif M, et al. A Survey on Botnets At-
tack Detection Utilizing Machine and Deep Learning Models[C].
The 27th International Conference on Evaluation and Assessment
in Software Engineering, 2023: 493-498.

1998 DARPA Intrusion Detection Evaluation Dataset. Lincoln La-
Institute of Technolo-gy (MIT)[Z].
http://www.ll.mit.edu/r-d/datasets/1998-darpa-intrusion-detection-e

boratory, Massachusetts
valuation-dataset. Jun. 2024.

KDD Cup 1999 Data. UCI Machine Learning Repository[Z].
http://www.ics.uci.edu/~kdd/databases/kddcup99/kddcup99.html.
Jun. 2024.

ISCX NSL-KDD Dataset. Canadian Institute for Cybersecurity,
University of New Brunswick (UNB)[Z]. https://www.unb.ca/cic/
datasets/nsl.html. Jun. 2024.

Moustafa N, Slay J. UNSW-NB15: A Comprehensive Data Set for
Network Intrusion Detection Systems (UNSW-NBI15 Network
Data Set)[C]. 2015 Military Communications and Information
Systems Conference, 2015: 1-6.

Shiravi A, Shiravi H, Tavallace M, et al. Toward developing a sys-
tematic approach to generate benchmark datasets for intrusion de-
tection[J]. Computers & Security, 2012, 31(3): 357-374.
Sharafaldin I, Lashkari A H, Hakak S, et al. Developing Realistic
Distributed Denial of Service (DDoS) Attack Dataset and Tax-
onomy([C]. 2019 International Carnahan Conference on Security
Technology, 2019: 1-8.

R, Venckauskas
LITNET-2020: An annotated real-world network flow dataset for
network intrusion detection[J]. Electronics, 2020, 9(5): 800.

Damasevicius A, Grigaliunas S, et al

Iot-23 dataset. A labeled dataset with malicious and benign IoT
network traffic. Avast-AIC laboratory, Stratosphere IPS, Czech
Technical University (CTU)[Z]. https://www.stratosphereips.org/
datasets-iot23. Jun. 2024.

Garcia S, Grill M, Stiborek J, et al. An empirical comparison of
botnet detection methods[J]. Computers & Security, 2014, 45:
100-123.

Komisarek M, Pawlicki M, Mihailescu M E, et al. A Novel, Re-
fined Dataset for Real-Time Network Intrusion Detection[C]. The
17th International Conference on Availability, Reliability and Se-
curity, 2022: 1-8.

Rohmad M S, Azmat F, Manaf M, et al. Enhanced Netflow Version
9 (E-Netflow V9) for Network Mediation: Structure, Experiment
and Analysis[C]. 2008 International Symposium on Information
Technology, 2008: 1-6.

Deri L, SpA N. nProbe: An open source netflow probe for gigabit
networks[C]. TERENA Networking Conference, 2003: 1-4.

Meena G, Dhanwal B, Mahrishi M, et al. Performance Comparison
of Network Intrusion Detection System Based on Different
Pre-Processing Methods and Deep Neural Network[C]. The Inter-
national Conference on Data Science, Machine Learning and Ar-
tificial Intelligence, 2022: 110-115.

Sandhu R, McLean J, Lee W K, et al. A framework for construct-
ing features and models for intrusion detection systems[J]. ACM
Transactions on Information and System Security, 2000, 3(4):
227-261.

Tao Y C, Zhang J T, Wei L, et al. An Intrusion Detection Model

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

[49]

[50]

[51]

97

with Attention and BILSTM-DNNI[C]. The 2023 2nd Asia Confe-
rence on Algorithms, Computing and Machine Learning, 2023:
78-83.

Aladeemy M, Tutun S, Khasawneh M T. A new hybrid approach
for feature selection and support vector machine model selection
based on self-adaptive cohort intelligence[J]. Expert Systems with
Applications, 2017, 88: 118-131.

Leon M, Markovic T, Punnekkat S. Feature Encoding with Au-
toencoder and Differential Evolution for Network Intrusion Detec-
tion Using Machine Learning[C]. The Genetic and Evolutionary
Computation Conference Companion, 2022: 2152-2159.

Thakkar A, Lohiya R. A review on challenges and future research
directions for machine learning-based intrusion detection system[J].
Archives of Computational Methods in Engineering, 2023, 30(7):
4245-4269.

Apruzzese G, Laskov P, Montes de Oca E, et al. The role of ma-
chine learning in cybersecurity[J]. Digital Threats: Research and
Practice, 2023, 4(1): 1-38.

Kuang F J, Xu W H, Zhang S Y. A novel hybrid KPCA and SVM
with GA model for intrusion detection[J]. Applied Soft Computing,
2014, 18: 178-184.

Li Y, Guo L. An active learning based TCM-KNN algorithm for
supervised network intrusion detection[J]. Computers & Security,
2007, 26(7/8): 459-467.

Singh D M, Harbi N, Zahidur Rahman M. Combining naive bayes
and decision tree for adaptive intrusion detection[J]. International
Journal of Network Security & Its Applications, 2010, 2(2): 12-25.
Wang Y. A multinomial logistic regression modeling approach for
anomaly intrusion detection[J]. Computers & Security, 2005, 24(8):
662-674.

Lee J H, Lee ] H, Sohn S G, et al. Effective Value of Decision Tree
with KDD 99 Intrusion Detection Datasets for Intrusion Detection
System[C]. 2008 10th International Conference on Advanced
Communication Technology, 2008: 1170-1175.

Vincent P, Larochelle H, Bengio Y, et al. Extracting and Compos-
ing Robust Features with Denoising Autoencoders[C]. The 25th
International Conference on Machine Learning, 2008: 1096-1103.
Vincent P, Larochelle H, Lajoie I, et al. Stacked denoising autoen-
coders: Learning useful representations in a deep network with a
local denoising criterion[J]. Journal of Machine Learning Research,
2010, 11: 3371-3408.

Deng J, Zhang Z X, Marchi E, et al. Sparse Autoencoder-Based
Feature Transfer Learning for Speech Emotion Recognition[C].
2013 Humaine Association Conference on Affective Computing
and Intelligent Interaction, 2013: 511-516.

Hinton G E, Osindero S, Teh Y W. A fast learning algorithm for
deep belief nets[J]. Neural Computation, 2006, 18(7): 1527-1554.
Ranzato M A, Boureau Y L, LeCun Y. Sparse Feature Learning for
Deep Belief Networks[C]. The 21st International Conference on
Neural Information Processing Systems, 2007: 1185-1192.
Razavian A S, Azizpour H, Sullivan J, et al. CNN Features
Off-the-Shelf: An Astounding Baseline for Recognition[C]. 2074
IEEE Conference on Computer Vision and Pattern Recognition
Workshops, 2014: 512-519.

Krizhevsky A, Sutskever I, Hinton G E. ImageNet classification



98

[52]

[53]

[54]

[55]

[56]

[57]

[58]

[59]

[60]

[61]

[62]

[63]

[64]

[65]

[66]

[67]

[68]

Journal of Cyber Security 15 JF\V% 42441, 2026 1 H, H 114, 11

with deep convolutional neural networks[J]. Communications of
the ACM, 2017, 60(6): 84-90.

Lawrence S, Giles C L, Tsoi A C, et al. Face recognition: A convo-
lutional neural-network approach[J]. I[EEE Transactions on Neural
Networks, 1997, 8(1): 98-113.

Greff K, Srivastava R K, Koutnik J, et al. LSTM: A search space
odyssey[J]. IEEE Transactions on Neural Networks and Learning
Systems, 2017, 28(10): 2222-2232.

Graves A, Mohamed A R, Hinton G. Speech Recognition with
Deep Recurrent Neural Networks[C]. 2013 IEEE International
Conference on Acoustics, Speech and Signal Processing, 2013:
6645-6649.

Mikolov T, Karafiat M, Burget L, et al. Recurrent Neural Network
Based Language Model[C]. Interspeech 2010, 2010: 1045-1048.
Graves A, Jaitly N. Towards End-to-End Speech Recognition with
Recurrent Neural Networks[C]. The 31st International Conference
on International Conference on Machine Learning - Volume 32,
2014: 11-1764-11-1772.

Sutskever I, Vinyals O, Le Q V. Sequence to Sequence Learning
Networks[EB/OL]. 2014: 1409.3215.
https://arxiv.org/abs/1409.3215.

Hochreiter S, Schmidhuber J. Long Short-Term Memory[J]. Neur-
al Computation, 1997, 9(8): 1735-1780.

Gurunarayanan A, Agrawal A, Bhatia A, et al. Improving the Per-

with  Neural arXiv:

formance of Machine Learning Algorithms for TOR Detection[C].
2021 International Conference on Information Networking, 2021:
439-444.

Schuster M, Paliwal K K. Bidirectional recurrent neural net-
works[J]. IEEE Transactions on Signal Processing, 1997, 45(11):
2673-2681.

Goodfellow I J, Pouget-Abadie J, Mirza M, et al. Generative ad-
versarial nets[C]. International Conference on Neural Information
Processing Systems, 2014: 2672-2680.

Liu HY, Lang B, Liu M, et al. CNN and RNN based payload clas-
sification methods for attack detection[J]. Knowledge-Based Sys-
tems, 2019, 163: 332-341.

Min E X, Long J, Liu Q, et al. TR-IDS: Anomaly-based intrusion
detection through text-convolutional neural network and random
forest[J]. Security and Communication Networks, 2018, 2018(1):
4943509.

Zeng Y, Gu H X, Wei W T, et al. -: A deep learning based network
encrypted traffic classification and intrusion detection Frame-
work[J]. IEEE Access, 2019, 7: 45182-45190.

Yu Y, Long J, Cai Z P. Network intrusion detection through stack-
ing dilated convolutional autoencoders[J]. Security and Communi-
cation Networks, 2017,2017(1): 4184196.

Rigaki M, Garcia S. Bringing a GAN to a Knife-Fight: Adapting
Malware Communication to Avoid Detection[C]. 2018 IEEE Secu-
rity and Privacy Workshops, 2018: 70-75.

Liu B C, Huang Z Q, Zhu Z G. Intrusion Detection System Based
on Machine Learning[C]. The 7th International Conference on
Cyber Security and Information Engineering, 2022: 121-125.
Borgioli N, Thi Xuan Phan L, Aromolo F, et al. Real-Time Pack-
et-Based Intrusion Detection on Edge Devices[C]. Proceedings of
Cyber-Physical Systems and Internet of Things Week 2023, 2023:

[69]

[70]

[71]

[72]

[73]

[74]

[75]

[76]

[77]

[78]

[79]

[80]

[81]

[82]

[83]

234-240.

Potluri S, Ahmed S, Diedrich C. Convolutional Neural Networks
for Multi-Class Intrusion Detection System[C]. Mining Intelli-
gence and Knowledge Exploration, 2018: 225-238.

Zhang B A, Yu Y H, Li J. Network Intrusion Detection Based on
Stacked Sparse Autoencoder and Binary Tree Ensemble Method[C].
2018 IEEE International Conference on Communications Work-
shops, 2018: 1-6.

Lo W W, Layeghy S, Sarhan M, et al. E-GraphSAGE: A Graph
Neural Network Based Intrusion Detection System for IoT[C].
NOMS 2022-2022 IEEE/IFIP Network Operations and Manage-
ment Symposium, 2022: 1-9.

Zhang H, Yu X R, Ren P, et al. Deep Adversarial Learning in Intru-
sion Detection: A Data Augmentation Enhanced Frame-
work[EB/OL]. 2019: arXiv: 1901.07949. https://arxiv.org/abs/1901.
07949.

Rahi P, Dandotiya M, Anushya A, et al. An Effect of Stacked CNN
for Network Intrusion Detection System[C]. The 4th International
Conference on Information Management & Machine Intelligence,
2023: 1-9.

Li X F, Li L Q. Research on Multi-Level Classification Models for
Imbalanced Network Intrusion Dataset[C]. The 2022 6th Interna-
tional Conference on Electronic Information Technology and
Computer Engineering, 2023: 967-972.

Teng S H, Wu N Q, Zhu H B, et al. SVM-DT-based adaptive and
collaborative intrusion detection[J]. I[EEE/CAA Journal of Automa-
tica Sinica, 2018, 5(1): 108-118.

Ma T, Wang F, Cheng J J, et al. A hybrid spectral clustering and
deep neural network ensemble algorithm for intrusion detection in
sensor networks([J]. Sensors, 2016, 16(10): 1701.

Sethi K, Madhav Y V, Kumar R, et al. Attention based multi-agent
intrusion detection systems using reinforcement learning[J]. Jour-
nal of Information Security and Applications, 2021, 61: 102923.
Silaa J, Muyingi H, Gamundani A. A Review of Deep Learning
IDS for DDoS Attacks in WLANS[C]. The International Confe-
rence on Data Science, Machine Learning and Artificial Intelli-
gence, 2022: 74-79.

Merzouk M A, Cuppens F, Boulahia-Cuppens N, et al. Investigat-
ing the practicality of adversarial evasion attacks on network intru-
sion detection[J]. Annals of Telecommunications, 2022, 77(11):
763-775.

Alalmaie A, Nanda P, He X J. Zero Trust Network Intrusion Detec-
tion System (NIDS) Using Auto Encoder for Attention-Based
CNN-BILSTMIC]. The 2023 Australasian Computer Science Week,
2023: 1-9.

Merzouk M A, Delas J, Neal C, et al. Evading Deep Reinforcement
Learning-Based Network Intrusion Detection with Adversarial At-
tacks[C]. The 17th International Conference on Availability, Relia-
bility and Security, 2022: 1-6.

Sun W, Li Q M, Wang P C, et al. Evolving Convolutional Neural
Networks for Intrusion Detection System Using Hybrid Mul-
ti-Strategy Aquila Optimizer[C]. The Genetic and Evolutionary
Computation Conference Companion, 2022: 304-307.

Yuan X Y, Li C H, Li X L. DeepDefense: Identifying DDoS Attack
via Deep Learning[C]. 2017 IEEE International Conference on



S sE S5 BRI S I AR T ERid

[84]

[85]

[86]

[87]

[88]

[89]

[90]

[o1]

[92]

[93]

[94]

[95]

[96]

[97]

[98]

[99]

Smart Computing, 2017: 1-8.

Radford B J, Apolonio L M, Trias A J, et al. Network Traffic Ano-
maly Detection Using Recurrent Neural Networks[EB/OL]. 2018:
arXiv: 1803.10769. https://arxiv.org/abs/1803.10769.

Wang W, Sheng Y Q, Wang J L, et al. HAST-IDS: Learning hie-
rarchical spatial-temporal features using deep neural networks to
improve intrusion detection[J]. IEEE Access, 2018, 6: 1792-1806.
Arikkat D, K A R R, Yerima S Y. Multi-Domain Network Traffic
Analysis Using Machine Learning and Deep Learning Tech-
niques[C]. The 2022 Fourteenth International Conference on Con-
temporary Computing, 2022: 305-312.

Chuvakin A A, Schmidt K J, Partricia Moulder C P, et al. Logging
and Log Management: The Authoritative Guide to Understanding
the Concepts Surrounding Logging and Log Management[M].
Amsterdam: Syngress, 2013.

Meng W Z, Li W J, Kwok L F. Design of intelligent knn-based
alarm filter using knowledge-based alert verification in intrusion
Detection[J]. Security and Communication Networks, 2015, 8(18):
3883-3895.

McElwee S, Heaton J, Fraley J, et al. Deep Learning for Prioritiz-
ing and Responding to Intrusion Detection Alerts[C]. MILCOM
2017 - 2017 IEEE Military Communications Conference, 2017:
1-5.

Tran N N, Sarker R, Hu J K. An Approach for Host-Based Intru-
sion Detection System Design Using Convolutional Neural Net-
work[C]. Mobile Networks and Management, 2018: 116-126.

Tuor A, Kaplan S, Hutchinson B, et al. Deep Learning for Unsu-
pervised Insider Threat Detection in Structured Cybersecurity Data
Streams[EB/OL]. 2017: arXiv: 1710.00811. https://arxiv.org/abs/
1710.00811.

Bohara A, Thakore U, Sanders W H. Intrusion Detection in Enter-
prise Systems by Combining and Clustering Diverse Monitor Da-
ta[C]. The Symposium and Bootcamp on the Science of Security,
2016: 7-16.

Uwagbole S O, Buchanan W J, Fan L. Applied Machine Learning
Predictive Analytics to SQL Injection Attack Detection and Pre-
vention[C]. 2017 IFIP/IEEE Symposium on Integrated Network
and Service Management, 2017: 1087-1090.

Vartouni A M, Kashi S S, Teshnehlab M. An Anomaly Detection
Method to Detect Web Attacks Using Stacked Auto-Encoder[C].
2018 6th Iranian Joint Congress on Fuzzy and Intelligent Systems,
2018: 131-134.

Khraisat A, Gondal I, Vamplew P, et al. Survey of intrusion detec-
tion systems: Techniques, datasets and challenges[J]. Cybersecurity,
2019, 2(1): 20.

Chandola V, Banerjee A, Kumar V. Anomaly detection: A survey[J].
ACM Computing Surveys, 2009, 41(3): 1-58.

Landauer M, Wurzenberger M, Skopik F, et al. AMiner: A modular
log data analysis pipeline for anomaly-based intrusion detection[J].
Digital Threats: Research and Practice, 2023, 4(1): 1-16.

Thanka D R, Jaspher G, Kathrine W, et al. Using Machine Learning
for Cyber Security[M]. Al, Machine Learning and Deep Learning.
Boca Raton: CRC Press, 2023: 169-190.

Guo W B, Mu D L, Xu J, et al. LEMNA: Explaining Deep Learn-
ing Based Security Applications[C]. The 2018 ACM SIGSAC Con-

[100]

[101]

[102]

[103]

[104]

[105]

[106]

[107]

[108]

[109]

[110]

[111]

[112]

[113]

[114]

[115]

99

ference on Computer and Communications Security, 2018:
364-379.

Farahnakian F, Heikkonen J. A Deep Auto-Encoder Based Ap-
proach for Intrusion Detection System[C]. 2018 20th International
Conference on Advanced Communication Technology, 2018:
178-183.

Al-Qatf M, Yu L S, Al-Habib M, et al. Deep learning approach
combining sparse autoencoder with SVM for network intrusion
detection[J]. [EEE Access, 2018, 6: 52843-52856.

Van N T, Thinh T N, Sach L T. An Anomaly-Based Network Intru-
sion Detection System Using Deep Learning[C]. 2017 Internation-
al Conference on System Science and Engineering, 2017: 210-214.
Nguyen K K, Hoang D T, Niyato D, et al. Cyberattack Detection in
Mobile Cloud Computing: A Deep Learning Approach[C]. 2018
IEEE Wireless Communications and Networking Conference, 2018:
1-6.

Ding S, Wang G Y. Research on Intrusion Detection Technology
Based on Deep Learning[C]. 2017 3rd IEEE International Confe-
rence on Computer and Communications, 2018: 1474-1478.
Aldwairi T, Perera D, Novotny M A. An evaluation of the perfor-
mance of restricted boltzmann machines as a model for anomaly
network intrusion detection[J]. Computer Networks, 2018, 144:
111-119.

Xiao Y H, Xing C, Zhang T N, et al. An intrusion detection model
based on feature reduction and convolutional neural networks[J].
IEEE Access, 2019, 7: 42210-42219.

Ludwig S A. Intrusion Detection of Multiple Attack Classes Using
a Deep Neural Net Ensemble[C]. 2017 IEEE Symposium Series on
Computational Intelligence, 2018: 1-7.

Paul S, Banerjee C, Ghoshal M. A CFS-DNN-Based Intrusion De-
tection System[C]. Advances in Communication, Devices and
Networking, 2018: 159-168.

Kim J, Shin N, Yeon J, et al. Method of Intrusion Detection Using
Deep Neural Network[C]. 2017 IEEE International Conference on
Big Data and Smart Computing, 2017: 313-316.

Radford B J, Apolonio L M, Trias A J, et al. Network Traffic Ano-
maly Detection Using Recurrent Neural Networks[EB/OL]. 2018:
arXiv: 1803.10769. https://arxiv.org/abs/1803.10769.

Wang Z. Deep learning-based intrusion detection with adversa-
ries[J]. IEEE Access, 2018, 6: 38367-38384.

Lutscher P M, Weidmann N B, Roberts M E, et al. At home and
abroad: The use of denial-of-service attacks during elections in
nondemocratic regimes[J]. Journal of Conflict Resolution, 2020,
64(2/3): 373-401.

Potluri S, Diedrich C. Accelerated Deep Neural Networks for En-
hanced Intrusion Detection System[C]. 2016 IEEE 2Ist Interna-
tional Conference on Emerging Technologies and Factory Automa-
tion, 2016: 1-8.

Pektag A, Acarman T. Deep learning to detect botnet via network
flow summaries[J]. Neural Computing and Applications, 2019,
31(11): 8021-8033.

Kuttranont P, Boonprakob K, Phaudphut C, et al. Parallel KNN and
neighborhood classification implementations on GPU for network
intrusion detection[J]. Journal of Telecommunication, Electronic
and Computer Engineering, 2017, 9(2-2): 29-33.



100

[116]

[117]

[118]

[119]

[120]

[121]

[122]

[123]

[124]

[125]

Journal of Cyber Security {5 E\ 224" F4], 2026 4F 1 A,

Shone N, Ngoc T N, Phai V D, et al. A deep learning approach to
network intrusion detection[J]. /EEE Transactions on Emerging
Topics in Computational Intelligence, 2018, 2(1): 41-50.

Ammar A. A decision tree classifier for intrusion detection priority
tagging[J]. Journal of Computer and Communications, 2015, 3(4):
52-58.

Patel J, Panchal K. Effective intrusion detection system using data
mining technique[J]. Journal of Emerging Technologies and Inno-
vative Research, 2015, 2(6): 1869-1878.

Khamphakdee N, Benjamas N, Saiyod S. Improving intrusion de-
tection system based on snort rules for network probe attacks de-
tection with association rules technique of data mining[J]. Journal
of ICT Research and Applications, 2015, 8(3): 234-250.

Ali Raza Shah S, Issac B. Performance comparison of intrusion
detection systems and application of machine learning to snort
system[J]. 2018, 80:
157-170.

Peng K, Leung V C M, Huang Q J. Clustering approach based on

Future Generation Computer Systems,

mini batch Kmeans for intrusion detection system over big data[J].
IEEE Access, 2018, 6: 11897-11906.

Peng K, Leung V C M, Zheng L X, et al. Intrusion detection sys-
tem based on decision tree over big data in fog environment[J].
Wireless Communications and Mobile Computing, 2018, 2018(1):
4680867.

He Z C, Zhang T W, Lee R B. Machine Learning Based DDoS At-
tack Detection from Source Side in Cloud[C]. 2017 IEEE 4th In-
ternational Conference on Cyber Security and Cloud Computing,
2017: 114-120.

Bansal R, Gaur N, Singh S N. Outlier Detection: Applications and
Techniques in Data Mining[C]. 2016 6th International Conference -
Cloud System and Big Data Engineering, 2016: 373-377.

Doshi R, Apthorpe N, Feamster N. Machine Learning DDoS De-

APBE T 2020 FAEIRMT MR K
EN ARG LA L5407 BT
& =5 SN 2 | Y s 18 B R 0 S B
KRB = M4 %4, Email:

dreamsu@]126.com

FRE T 2020 FIEIERMUT MR KRS
T HNRG G LSRG /12260 DT
PN 245 D LR 2 B W BRI 9 01 o BAFSE
AU T MR G2 a . N LRI g
TV B . Email: iespli@zzu.edu.cn

[126]

[127]

[128]

[129]

[130]

[131]

[132]

[133]

114, 51

tection for Consumer Internet of Things Devices[C]. 2018 IEEE
Security and Privacy Workshops, 2018: 29-35.

Mirsky Y, Doitshman T, Elovici Y, et al. Kitsune: An Ensemble of
Autoencoders for Online Network Intrusion Detection[EB/OL].
2018: arXiv: 1802.09089. https://arxiv.org/abs/1802.09089.
Meidan Y, Bohadana M, Mathov Y, et al. N-BaloT—Network-
based detection of 10T botnet attacks using deep autoencoders[J].
IEEE Pervasive Computing, 2018, 17(3): 12-22.

Diro A, Chilamkurti N. Leveraging LSTM networks for attack de-
tection in fog-to-things communications[J]. IEEE Communications
Magazine, 2018, 56(9): 124-130.

Alkasassbeh M, Al-Naymat G, Hassanat A, et al. Detecting distri-
buted denial of service attacks using data mining techniques[J].
International Journal of Advanced Computer Science and Applica-
tions, 2016, 7(1): 436-445.

Niyaz Q, Sun W Q, Javaid A Y. A Deep Learning Based DDoS
in Software-Defined Networking (SDN)
1611.07400.

Detection System
[EB/OL]. 2016:
1611.07400.
Yadav S, Subramanian S. Detection of Application Layer DDoS
Attack by Feature Learning Using Stacked AutoEncoder[C]. 2016

International Conference on Computational Techniques in Infor-

arXiv: https://arxiv.org/abs/

mation and Communication Technologies, 2016: 361-366.

Nguyen S N, Nguyen V Q, Choi J, et al. Design and Implementa-
tion of Intrusion Detection System Using Convolutional Neural
Network for DoS Detection[C]. The 2nd International Conference
on Machine Learning and Soft Computing, 2018: 34-38.

Bontemps L, Cao V L, McDermott J, et al. Collective Anomaly
Detection Based on Long Short-Term Memory Recurrent Neural
Networks[C]. Future Data and Security Engineering, 2016:
141-152.

HEER T 1998 b AR Bt 5T
PR 1R 7 R 1 e AP o | e

WIR K E#2, CCF Aa . Wik
N ENERG MRS SR
HHARS SRS REEMNS =1
B KEARAAE MU RS M
PLRL 4. Email: xiaolm@buaa.edu.cn

EXE T 2018 GAEPEERER N

T 55 BV RA 2 . AR
%k”ﬁ%MTF” BI%ER . WA
HiFHE . Email: huangxw@jmu.edu.cn

deh



Tfre S5 S TUREES I NI £5id 101

S T 2020 SRR R K2 it
SUHLR G M A L2 R . DT g

WHRE T 2010 FAERT IR
PR B A LB 1 2247 . DRSS
RSN T RE A BRIz . BT B R A A2 BE TR o 508N 1
KRz HLAs 7 ) FERE S 2347 - Email: N S gy, BB YERE 24 . Email:
shutong@jmu.edu.cn ﬁ wubo_buaa@126.com




