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Abstract Vulnerability mining plays a vital role in improving the security and reliability of information systems. With
the continuous advancement of information technology, vulnerability mining technology is evolving towards automation
and intelligence. Although machines played an increasingly pivotal role in this domain, the continuous increase in the scale
of information systems and the increasing complexity of cyberspace have gradually revealed the limitations of relying
solely on machine automation to mine vulnerabilities. Some statistical analysis reveals that human involvement remains
indispensable in the process of discovering high-value vulnerabilities. This paper examines the development history of
vulnerability mining technology over half a century from the perspective of the man-machine relationship. First, based on
the relationship between humans and machines and the degree of collaboration, a conceptual framework for hu-
man-machine collaboration was constructed, and a three-level concept of human-machine collaboration relationship was
proposed, namely tools, assistants, and partners. Secondly, drawing upon the conceptual framework of man-machine col-
laboration, combined with the development trend of vulnerability mining technology, the connotation and essence of vul-
nerability mining, and the problems and challenges faced, from the perspectives of interaction mode, the scale of human
and machine, and human-machine relationship, this paper explores the classification of man-machine collaborative vulne-
rability mining models, including one-directional assisted human-machine collaborative vulnerability mining, bidirectional
assisted man-machine collaborative vulnerability mining, and inclusive and mutually promoting human-machine collabor-
ative vulnerability mining models. Since the current vulnerability mining technology is in the development stage of bidi-
rectional assisted human-machine collaboration and has not yet developed inclusive and mutually promoting hu-
man-machine collaboration, this paper has a particular emphasis on elucidating the essence of bidirectional mutual
man-machine collaborative vulnerability mining models. Under the guidance of this model, focusing on the problems and
challenges faced by vulnerability mining in three typical scenarios, the corresponding man-machine collaborative vulnera-
bility mining mode is proposed and implemented. Experimental validation demonstrates that compared to existing research
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efforts, our proposed method significantly enhances code coverage, efficiency in identifying vulnerabilities, as well as di-
versifying types discovered; more than 30 undisclosed vulnerabilities were successfully identified within real systems.

Key words vulnerability mining; human-machine collaborative vulnerability mining model; pattern
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Figure 5 Vulnerability pattern construction based on human-machine collaboration
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Figure 6 Pattern of human-machine collaborative protocol analysis based on semantic inconsistency
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