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Abstract Researchers have shown a preference for mutation-based fuzzing methods for protocols due to their ability to
discover vulnerabilities effectively without relying on manually defined protocol specifications. In mutation-based proto-
col fuzzing, test cases are derived through the mutation of seeds. The effectiveness of the generated test cases is directly
affected by the quality and diversity of the seeds. Existing methods usually use network traffic samples as seeds. However,
the seeds lack diversity, rendering it difficult to ensure the mutation on the seeds can effectively improve test coverage. In
addition, existing methods are generally tightly coupled to stateful protocols: When the methods are applied to stateless
protocols, the guidance of state machines and the test case delivery method may be inefficient or even impractical. Aiming
at the problems, this paper proposes a network protocol fuzzing method based on Sequence-to-Sequence model. The Se-
quence-to-Sequence model is employed to simulate the server-client interactions, enabling generation of diverse data as
seeds. This approach simplifies the process of seed generation and ensures the quality of the seeds while enhancing their
diversity. Furthermore, in order to address the issue of tight couple with stateful protocols, an adaptive strategy is proposed.
The strategy randomly sends the message sequence to the target program and determines whether the protocol is stateful
based on the replies. For stateful protocols, this paper utilizes state machines and code coverage as guidance, employing
standard sockets to deliver the test cases. For stateless protocols, the state machine learning process can be bypassed and
the test cases are redirected through the local communication pipe, which boosts fuzzing efficiency tremendously. Experi-
ments show that the method is effective for protocol fuzzing. Compared with the benchmark method, the proposed method
can enhance the path coverage capability when fuzzing stateful protocols. When dealing with stateless protocols, the pro-
posed method demonstrates high execution speed. To summarize, the proposed method effectively enhances the efficiency
of network protocol fuzzing.
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*1 ERmIFEA QA XRA

Table 1 Interaction samples of clientbot

i | RS

No. Question Answer
1 220 (vsFTPd 2.2.2) USER anonymous
2 331 Please specify the password. PASS xxxxxx
3 230 Login successful. LIST -al

150 Here comes the directory
listing./ 226 Directory send OK.

5 221 Goodbye

QUIT

®2 WSBmHEFEA QA XRA

Table 2 Interaction samples of serverbot

i ] 2

No. Question Answer
1 - 220 (vsFTPd 2.2.2)

USER - .
2 OeLnSonym 331 Please specify the password.
3 PASS xxxxxx 230 Login successful.
150 Here comes the directory

4 LIST -al listing./ 226 Directory send OK.
5 QUIT 221 Goodbye
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User-Agent: Mozilla/5.0[r][n]Connection: Keep-Alive[r][n]
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