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Abstract The development of large language models (LLMs) such as ChatGPT and Bard has had a profound impact on
the artificial intelligence community. These models have excellent language understanding, human-like text generation,
and powerful problem-solving capabilities, and have shown broad application prospects in search engines, finance, medi-
cal care, and autonomous driving. However, the use of LLMs has revealed a series of security vulnerabilities, which has
attracted the attention of researchers to their security issues. This paper conducts a comprehensive investigation on the
security of LLMs from the perspective of natural language processing (NLP) and security. First, the relevant framework
platforms and development history of LLMs are outlined, and the current mainstream LLMs at home and abroad are clas-
sified from three perspectives: model architecture, training data source, and downstream alignment method. Then, the ex-
isting LLMs security review work is discussed, and these works are divided according to the three dimensions of evalua-
tion dimension, single security dimension, and defense method, and summarized and concluded. Then, the security threats
that LLMs may face in the full cycle of use (corpus collection and data preprocessing, model pretraining stage, down-
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stream alignment stage, and model inference stage) are discussed. These threats are further classified and summarized in
detail, and the trusted evaluation is divided into six aspects: hallucination, deception, toxicity, privacy, bias and robustness.
Three forms of attack against LLMs, jailbreaking, backdoors and adversarial attacks, are discussed and summarized. The
ethical risks in the development and use of LLMs are also summarized. This paper further outlines a series of defense and
detection measures against LLMs security threats, focusing on enhancing the model’s ability to resist threats such as hallu-
cinations, privacy leaks, and bias. Finally, the main challenges and emerging opportunities for mitigating LLMs security
risks are discussed, providing guidance and suggestions for researchers, practitioners, and policymakers in the complex

application and research fields of large language models.
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