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Abstract  Online cipher is an important primitive in many cryptographic schemes, such as authenticated encryption
schemes. Considering performance and security, the Hash-ECB-Hash structure provides a potential way to construct
parallelizable and CCA secure online cipher. In this paper, we start from the analysis of online cipher POE, which is the
only instantiation of Hash-ECB-Hash structure in the literature. However, the AXU property of hash function in the hash
layer cannot guarantee the security of POE as it claimed. Nandi gave an efficient distinguishing attack which needs just
one encryption query. In order to thwart the attack to POE, the output-collision probability of the component function of
the hash layer should be negligible in both same and different encryption queries. Then we propose a new concept of
online universal hash function (OUHF) including online almost universal (OAU) and online almost XOR universal
(OAXU) hash functions for the hash layer to meet the condition and prove that the Hash-ECB-Hash structure is CCA
secure if the hash layer is online almost universal (OAU) and the underlying block cipher is CCA secure. We give several
concrete constructions of OAU hash functions, including the CFB and CBC modes. We also give two new constructions,
one named MCFB based on finite field multiplication function, and another construction named XCH by chaining the
operation XOR of input and output. After that, using the online cipher OC with CCA secure, we give a new and simple
construction of online authenticated encryption schemes OAE[OC] by adding the processes of dealing with nonce, the
associated data and tag generating to the online cipher. Then we revisit the security notions of online authenticated
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encryption and prove our scheme is secure for its privacy and integrity using the technique of reduction proof. Finally, we
conclude some ideas in the design from online cipher to online authenticated encryption schemes.
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I, KEAEZEIIENN (authenticated encryption, AE)
Ji %1 McOEP!L, POETH, COPAP!, ELmD!®l, COLM!"
S T AL B, AT A e A B AR IE T
70807 T AL 25 P R 0 AP PR £ 2k 22 4 F1 Noncee 1% H] 7%

1028 B n] LU FH 43 20 % 84 (block cipher, BC)-
n] i 43 4H % i (tweakable block cipher, TBC) &k &'
(permutation) F} 45 & 72 W 4y PR 4L (universal hash
functions, UHF) {7 Aok A9 id, #3& 7735 0] 73 ok SR AT
[ (sequential) A3 # 17 [¥] (non-sequential ) FH 2

FLHAfR% v HCBC 1/2121, HPCBCB, MHCBCII,

MCBCP), TC1/2/3005 40 J& T #4711, LL—/Nordi
AN T7 AR AL BEEAE, #5 AT — 20 2H B A 5 K,
ANEEIEAT A HT AL B . 3T JUAEAR e R i
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POEx!"!, XTCU2&5EHh J& AT

Ak FRATAE Lo B 5 ) B UE Ol A 2 2 S5 1,
& 4 % Feistel 45 #4 W OleF!31 %% . EME(Encrypt-
Mix-Encrypt) £ #) &l COPAP], ELmD!!, COLM!1%
rhAd ) 7 2k %5 f% . HEH(Hash-ECB-Hash) 45 4 1

POEW&E, Z R 4534t TIBAE R AT TS mT REE

S —Fh a5 KA 4 5 Feistel &5 840 BEREAS 73 21 K i
o Sy, AT BLIA Bk % 3C B ik (chosen
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JERF R AL WI £y . EME G544 B 56400 73
A INE WISCIr A, 15 0 2P AR R W 1K L8 7 4,
B3 i PR A P L e R n 5 93 245 21 %85 500 4

online cipher; POE; Hash-ECB-Hash structure; online universal hash function; online authenticated
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(4) I T 42 0E OAU 3L, KZ A%
T J2 B P S Bk 1 e A (M O B ML & 46 (pseudorandom
permutation, PRP)I}, HEH £5#)J& CCA %4211,

(5) A T 2T HEH 45 # R 18 I 75 26 %55 OC 1E
HIRJE A, FRATES T — P i) 50 L Uk 2%
Ji % OAE [MdiE, X558 T — Mg e 8 A uE n
WOT R AE, IR AR e OH FRATT BT
TELRINE N2 7 ZE 1) 22 A VEE I

2 EmhEnhR

21 S

XFF b€ (0,1}, &b n L b T . &
(0,1 2T n LLRR PR ARG, (0,13 2T A I
R n MRS AT R AR &, DUHE 745
e, TP M MR KEEEIM], BRel=0.
WHR R X € {0,130 LLAr il n LR 2021, TP
A MKSESIEX] . RIX], =m, B i A
HLon N X[i), WX = X[1] || X[2] ] - || X[m], s

BE X = (X[1],X[2],...X[m]). W i > |X],, X[i] = €.

X WIESIMMEE i 2155 j MA < i< j <myp kR
Hh X[i.j] = (X[i), X[i + 1], -, X[j]), W j<i, E©X
X[i.j] = €.

LCP,(X,Y) %~ XY € {0,1}™ ) i K A JL AT 4%,

229

R K745 5 Z € {0,13f11F Z = X[1.4] = Y[1.4]
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F:3 x {0,1}" - {0,1}" & — /Ml B HN ki . T A

X 3L Sk
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AdvEPTY(4) = PrAFrPx = 1] — Pr 4™ = 1],
Adv P PY(A) = Pr A%k = 1] — Pr[4? = 1],
AdvP ™ (A) = Pr[ %05 5 1]
—Pr[ar” = 1],

Adv?(A) = Pr[Afx = 1] - Pr[4f = 1].

X PRP-CPA. PRP-CCA. OPRP-CPA. OPRP-
CCA F1 PRF 7 53 2 743k £ W] SC B 1K) O BB 2 45
(pseudorandom permutation against chosen plaintext
attack) L5 SCH I Dy BE ML E 4 (pseudorandom
permutation against chosen ciphertext attack). UL FE
HH SC B 1 AE 2k 04 Bl ML & % (online pseudorandom
permutation against chosen plaintext attack). PritFE%
W 1 AE 2k O BE L E #t (online pseudorandom
permutation against chosen ciphertext attack) 1 £k B Hl
pKi £ (pseudorandom function). J&5 [fil, A TKIHE 22
IR T A W KA E A Advi™(R) =
max,{Adv™(A)}, BB SR RE g Sl
) 7> o RS AT I H) ¢ 250 4 Adv™ (R) il s I,
FATA R xxx.
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RS ALE e (URP), BVEARR 2, 5y
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Pr[a™™" = 1] - Pr [Aff' N 1] < q(q—1)/2"1,

$ . $

Hp e Perm(n), f.f «Func(n).

KAl Hb, &4 OPRP/OPRE ##t 5| Bl —AN7E
2 34 5] BENLE 5 (OURP) JLT- I B ML 73 41 AR K [ 2510
], BT HRLE A2 LCPP iy 4. #e2, 1M
TS g ) B, 2R — AN BB SO R sk, X
FATA XS s /g s i i) Z, #3812 ik A S
ERUAH IV B 5 SOOI SR, i R SV P 5 S/ 10 SC i
2%, 2 JG o 4l 3 ST LA 4

5|3 2. OPRP/OPRF #:#:5| B2, i F A%
o NI ), A

Prars™ = 1] = Pr[499 = 1| < o(o - 1)/2*,

Horh, p & OPerm(n), g,g' FI¥ 5 ML 58 41K 1
SO, B T ISR LOPP PR R 234 44t
27 ZBAEHEERE

V2T R RO I T T 7 R, A4
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(P2 W5 A5 PR B AU BRI AXU BR300,

P AU BRELROL AT BN A R i N 1) i Al
M2 A2 1] 2L T

EX 3. AU RH2I H: K x D > R 7&=6-AU A%,
WS TR XX €DX + X,

Pr [K & HeH () = HK(X')] <6,

] AN, JATR H 2 AU K.

T AXU R EL20, AT 2 AN AS ) AN TR i o 22
I3 MR 22 V] 2L

EX 4. AXU BERI, HKXD->R & —I
8-AXU B, BN TIE XX EDX+X,YER,

Pr [K ha H:Hg(X) @ Hi(X) = Y] <6,

Y SH] 2, RATHR H 4 AXU B3,

B, H WL 6-AXU 3L, BB Es-AU K%L,
A AU BRECE Y = 0 I AXU pRELHEE] . il
H:K XD - RZES-AXU %L, WH: KX XxDXR - R,
H (X.X) = He(X) @ X /£6-AU K%

AU BREUCE B AEY R Oy BEHL % %0 PRF 1% A
Ko, iX LRk PRE Il AU BRI S 1T58R 2 PRF.

5| # 3. PRE(AU) = PRF27 ., F:X x {0,1}" -
{0,y & — AN B 0 B 2L, H:C x D - {0,1}" )&
§-AU K%, F fl H I 5 & 0 B4 FHy, x,(X) =
Fy,(Hg, (X))o XHER M PRF #F A #i] q YOREE
FH, {#7£—A> PRF & T B #il1] q X, H5 A L
I kXt F, A1

AdvDT(A) < AdP(B) + ¢28/2.
2.8 IANEMZERER

— MG R NE N T % AE K X N X A X
M - ¢, H 5, N,AM,C 7 m k#5431 . Nonce
2], RIBEH Y (associated data) 2 ). W EASH] . 2
SCAEE], s R Nonce SCBESE . WSO L=
JCHL(N,AM) € N X A X M 0L N5 54315 51 %% 3¢
Cec, Bl €= AE(K,N,AM) = AE(N,AM), K5 ¥
(NAC) RILLEARZETT o WAL 5 Ty AR FE o2
MHAETLEKXNXAXC>MU{ LY. fEZEITI
F=Ie4l(NVALC), fRs I — ot il Wl S M,
WSO R M I R, SRS RS B (NLALC)
SETAR, A H SO R M, A W R R e
BT Lo —IAUE N 7 EEE SR W], N FH
HAES, FATEXFN 7 ZE R84 3T Nonce FIIAIE
I 7 % .47 Nonce W] H A, WFK N HEHT Nonce %= H
(RITAIE N2 7 %
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WUE NS 7 58 1) 2 A PR A5 WL P R s 2 Y
ANTT, U E R, B SO 2t B W] ST
— RIS B, RO AR — T A AEIEFE S
B &, 85 SORUH R BE R BE AL 55 5 AN AT IX 43
(1), WRIECT A e H A

AdVTPY(A) = PrA%Ex = 1] — Pr[4° = 1],
Horp, po— A FAG I I B L B, O A U0 1) 1)
5 AE St FEAR A R BEALAR

SERENE S OB SCI AT Ot Pk, BDECT A 38
SO 12 S R LTI v it b T o SRR TR O N
ZICA (N A, C) 3 I 56 UE R 02 ] 2 I, BT
A IEH K

Advi=c*t(A) = Pr [AAEK' B! forges]o

FAT AT DL it 85 S5 B ek B LI AN AT X
Kere SO HENE, BRAEL I S i S0E I A A R,
v L0 ROz Ry TR R A, WG A AT LA ) 2 A A
L, HARHAT LLE Xk

Adv;ng—ctxt(A) — pr [AAEK,AEI;l N 1]
— Pr[A%Ect = 1],

fE 2 N UE N % J7 % (online authenticated
encryption scheme, OAE)/EIE LI 2 L 54558 —2L,
P22 A X ERA AR, TATRAEEE 6 4 ifE
AU N3 7 ZE 0 22 A E e

3 X POE B4

3.1 POE Hy4:#y

POEM ] Abed 2545 2014 EAF A NAIE N 77 %
POET W% LA -4, &2 —MdH HEH 45/ 7
£ %05, POET K% T FSE 25i¥, JH4238 4 CAESAR
TERRMMEE S, AR i T NandilO ) Bedi i &b T
k.

POE [ = JZ &5 # 35) Ry alr S A I AR S B e, )2
i F—ANMSTBENLI 8. o 2R 2, 2T
T TS BRI % {0,130 > {0,1)" /) CFB B3, 4
ENEET B E () ECB AR, =22
2, RAE kKL F %) CFB R, WK 1.

POE [¥in % ol F2 2Lk dn R

fA: P = (P[1],P[2],-,P[m])

)% — 2 A CFB[Fg,]:X; = Fx,(X;-1) © P[i],
i=1,2,m, Xy,

2) ¥ = & A ECB|Ey,|Y;=Ex,(X)i=
1,2, -, mo

3) i = )2 M CFB YFy,|:Cli] = Fx,(Yi-1) @
Y,i=1,2,m, YohiH.
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P[m]

&l C12]

Bl 1 7451 POE, HAX MY hEH
Figure 1 POE, where X, and Y, are two constants

i € = (C[1],c[2]),++,C[m]) .

i ik B AT T BLoKs POE s XK CFB[Fy,| —
ECB|Ek,| — CFB7[Fg,].

32 AXUMR#FATES

POE 7 FR4& i /£ OPRP-CCA 4=V, fn Hing
WM F e AXU R4 H K2 9 4150 E
PRP-CCA ‘%4, HEkrs b, WIS A 20 F R
S Ak b SRR R () AXU 8% %, POE £ AN
OPRP-CPA ‘% 4=,

T SRFRAT T BN AR B S (P 1],P[ 2], PLi]) 1
(P11PT2)+PT]) 1 45 CFB|Fy, ] (P[1],P[2],-P[i]) =
CFB[Fy,] (P11], P[2],-P 1), WXL Y e{o1y,
#i CFB[Fy] (P[1],P[2],+P[]).Y = CFB[Fy] (P1],
P[2],-+PjlY o B W, T AT & KB H = )2
CFB7Y[F ., | Mo A4 i o 21 SRS+ 4 Wi 43 41 A0 T
MK AL, AR Y € {0,137,
POE“(P[1],P[2],++P[ilY) = POES(P[1],P[2]+-P[jlY)-

BT T O s = ALl (P2, P[ 2], P[i],Y) Al
(P'[11,P[2],++, P [j1,Y) L IX 43 [ £) 2 2T S5 ) 85 4
A B AR REATL eR R, a0 S A ) SRR
SRR, AR 1, % 0. Ay
W) () 2 B S (RN VRN, ST 1 ORER A 1,
29 ) (R BEAR KT BE AL oR ENE, T 1 AR
M2, R IE X iAo 1— 27 it
PAXCiT; POE [f G 8 b #0645 J2 73 12 R B — /N
AL

FEAE TRA K F 1 — SER IR 1) AXU BREUE45 ik
BEtil AT, X498 AXU R0 M Nandi i BGE 45
SR P A5 J2 (00 % H R BTl

55— AN s ¥ A1 B AL B X (uniform random
inverse, URI) B& %6:{0,1}" - {0,1}", & & K iE 1
2/(2" = 2)-AXU %, HT00X)) =X, MXHMER
X € {0,1}*, #84 CFB[6]°(X) = CFB[A]°(X,0,0), QI

P A A TR B BN (X)) FT(X,0,0) 2 5 800G 75 2 1Y
iy R $E

S5 AN S R A R b SR bR B F (X)) = KX,
Hp KX € {01} H KX /& K il X 3 BRIgSRE, %%
SRR 1/2m-AXU BE R%Xy = 0, WIXHMEE
X € {0,1}", H CFB[Fx]°(X) = CFB[F]°(0,X), Rl
AR N (X F(0,X) FT 15 21 75 2 1) H Al 4t

MEL_F 23 #r T %, POE 1 F R& £ AXU #1457
AN RIUE CFB|Fk,| — ECB|Ek,| — CFB™[Fy,| 45 #4
P aste. —/ANRSE F B A2t i nT DL IE
CFB — ECB — CFB™ 145 fyfyze 2PE? J34h CFB #ixX
SUE R IG G A JZ 10— R 7 2K, 5 — R i) e B Ay
JZ (AT AP AT LUSAIE HEH 45811 22 4 bk Ik
IR T S —— A2 402 W5 7 2R 2L (OUHF), 1
SR SR 0T DU e A 2 I 4Lk A 4 HEH
SERIR R e PEER

4 FEZZWREBERH

4.1 OAU #1 OAXU HIEX

h T 3Rk POE SEIAL I AT 62317 1 2 A e s,
FAVFE ZE G POE DU I AT 3 5 h I By, X
AL SR IR A5 2 1 2 0 e 0T i G O 2 9 1% 02
AN . S AU B AXU B0 e X, AT
B LU SREEH T OAU BREURT OAXU BR %11 %
K G A 2 BRI P T

X OAU BRHCKk U, BRI 5 R AT E W
AN, i e R 2B G (1) M et T 2 1

EX 5. 0AU 3. G:X x {0,1}™ — {0,1} &4
MR RAL, W) G 2 —~6-0AU i, Wie
(1) 5> B R B G L 5-AU ML, HEDS /T8 XX €
(0,1 X # X,

Pr [K & H:GE(X) = G;((X')] <6,

] ZmE I, JATFR G & OAU %L,

XFT OAXU BRECR UL, R 5 bR B AT RPN
AR, HH 22 MR A T T35 1

SEX 6. OAXU %, G:K x {0,1}™ - {0,1}" &
TR AL, W) G /2 —AN8-OAXU BEL, i
IR 4 R B GE A §-AXU BR A, BRI TAT
XX € {0,1y".X # X At

K
&0 2N, FATFR G & OAXU .
BAR, IH G E5-0AXU %, & 2E6-0AU
B, KA S-0OAU B Y = 0 I 5-OAXU pR 5 1)
FERA T

Pr [K i KH:GE(NBGC(X) = Y] <§,
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TEES 3 T RATTUL T T4 R BRI AXU ek (L
FESIBENL A J ek HOR A B 38k e 72 ek $00) 1) CFB A
ARG B S, Fofm i AN S Bualkfe iy, Ptk
FHIX 26 bR £ 7 CFB B N A3 (1) WG A5 J2 ANi A2 OAU
ERA R

TEZ02 WE Ay R AU & v] LUB R I8 43 4032 08 A
PR i (block-wise universal hash function) [¥] 7F £k iz A%,
By Sz W Ay R A R 38 AT R N 7 %8 TETZI 3
t, (HEEh TET Wa A5 2 145N 20 2 A8 Ty
NIBEA 34, Pt ELEA LN, 53ATE X
A

M5 3 94 it POE [ F2 ml LA IS, W4k
B XX € {0,1}™, X # X ffif} CFB°(X) = CFB*(X") A
mMEE p oL, WAL p — 27 PR3k POE FlfE 4k
RIS BENLE X 20 IFoK, MG A J2 ) OAU 5t 1 4F
AT DL S X PR T, SR AN POE 122 25 .

FEE 5 WRATUEY] T 4057 2 2 OAU R, ik
25y 4 %0t & PRP-CCA i, HEH 4544 /& OPRP-CCA
LA

DAL I A5 )22 1) O AU 1 gt A Tl 17 2 FH SR ORAIE
HEH #5842 VER 780 54, 8T RIANTR 1 ie
OAU BRI 1 o
4.2 OAU FRFHIME

POE [¥I 45 2 /& CFB #30, R f 35 bl
BL A R oK B EAT PR 4 L 3fe v i B, CFBf]AS 72
OAU m#, 12 f XS REHLREUN, Fo& OAU B
o FrLAMS 7S 215 L OAU BB ME e T 1
A5 FH PRI )25 R B8R 22 4 B o

CFB #:0H CBC #xCtn Kl 2 s, HHEAR T
R DL R

CFB # & : CFB[f1(X[1.m]) = Y[1.m]:Y[i
Fli—1D) @ X[il,i = 1, 2,--,m, Hrh Y[0]/2& ¥ %L,

~ |l

i Func(n).
CBC #i i : CBC[fI(X[1.m]) = Y[1.m]:Y[i]
f(rli —1]1 @ X[iD,i =1,2,-m, H# Y[0]=0,

~ |l

i Func(n).

BTATEY Y f b Func(n)it, CFB[f]F1 CBC[f]¥]
1 OAU Bk, MRS 3, FA 147 LA 46

5|3 4. CBC-MAC J& AU p& 2281, X AN [F 1)
XX € {01y, |X|, = m,|X'|n = m',fiFunc(n) , A
Pr[CBC — MAC[f](X) = CBC — MAC[f](X)] <

mm | max{mm'}
2n 2n

233

Y1 2] Ym|

2 CFB[f](L)#0 CBC[f]I(T)
Figure2 CFB[f] (above) and CBC[f] (below)

AV Dy mIEAE f sREr) CBC AR AN i
H 15 sk 8L CBCIF] ML AE T f s 3{E CBC #ixk
N HIE I MAC J5 % CBC — MAC[f], Hi51BE 4 w40
XA R BN, S R A R )M R 2 ] 2B 1T
Kk CBC[f]/t OAU %4,

1 AR TR £ B CBC #38 CBC[f]F1 CFB #i
X CFB[f] 1) Z 18] Kk & & f(CFB[f]‘(X[1.m])) =
CBC[fle(X[0],X[1.m]). X FARKIHAHAN XX €
(0,13 , CFBIfI°(X) = CFBIfI°(X) W LL #E
F(CFBIf1°(X)) = f(CFBIf14(X)), tln Pr[CFBIf1°(X) =,
CFB[f]°(X')] < Pr[(X[0],X) = W Pr[CFB[f]°(X) =
CFB[f1°(X")] < Pr[(X[0],X) = CBC[f1¢(X[01.X)]
WIS £ BRI BRI 3 1) CFB A )5 R K 1 oy L e
FENE R AL FIAHIE f R kit i) CBC R4y &
BRE A R ARE R, (R CFBIF]E /& OAU B3,

FRYE PRP/PRF 5 #e 5| B, 224 ()4 41 30 52 L
H BN E e, 75— 8 M A RN AT LA AR Oy b
BUeREL, FTCA f ek EonT DU 43 21 S35 ok s 4k, R
X R HEH 25/ b BEAEAN o L8000 75 2 A 3
YAy AR, W 3 s, h—L8p F ki i dH Rl 5,
BAVFHE TR R 7k — R R Al 2
Iy 43 (Lbn 6 % AES %), 15— Fh vkl
Rz W75 BB, 20 7 B o RS T e i | 18 5T
Ry, AT DL LRSI f R ET AN 3 At ke i
ZINEIMIEH . RS 3 gk, o TR -
(Y1 3fe 3% bR HUF (X)) = KX, CFB[Fg] A /2 OAU 1R 4,
R LA A2 WG A5 s B AL & OAU BR U5 3R HLAT A

B A1 %0 iE CFB[Fg]¢(X[1.m]) = X[1]K™ ' @
X[2]K™ 2 @ - @ X[m]/& GCME2), HCTREEEAE
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M 12l Cm]

El 3 M A%FSSAEILEy HEH 4544
Figure 3 The structure of HEH instantiated by block
cipher

I gy o 1 B 28 8 2 o SR R B, R
CFB[Fy]7:{0,13™ |, RIX K 5K B AE OAU
BRIAI, AEGH T 5 9 1E 2850 d, L4358 bR BT i e lE
FE M3 W] 20 11, R (0,13 L I¥) OAU %L,

b T A4 A BT AR K AN BRI REORFE OAU
YE, FATIXE CFBIF ) IRBEAN i 43 41 48 Sl B 20L,
H2=0"210,i=1,2,, L 3{0,1}"%%44\%
BB IR 3 8, JLas Rl 4 Fros o FRATHE X Pips =
FrAE MCFB(#Efi5 CFB)REZ, /it s ] LI /R
MCFB[F]c(X[1.m]) = X[1]K™ ' ® X[2]K™ 2 D --- D
X[m] @ 2™L.

A1) 2] Alm]

! L

2L 2L Aﬁ‘E 2"L —»E‘B
ATH] X[é] X[‘f;fl

4 MCFB[Fy]
Figure4 MCFB[Fy]

i ¥ XX € {0,13™ X # X X, =m|X| =m,
W m= m', MCFB*(X) @ MCFB*(X )%t K /&4F
Z2 I, HIRBEL N (m— 1), JTAEA BRI
ELZH (m— 1), W MCFBF ¢ 1% i RE g %
AR (m—-1)/2". WH m+m', MCFB°(X) @
MCFBE(X )7 — stk (27 @ 27 )L, i LA th
FEMER A 1/2", K MCFB[Fy)i& 1/2"-0AU %k,

X EG CFB[Fk], MCFB[F ] &40 4 57 ul F i
20L AR BN AR DR 1), KA LA —
MEAIEEM— N BB, Aaarkiz ErERR R
i 2 (19

AT1] X[2] X[m]

Y y b4

& &5 o
- I - I
L k] robo{ [K] oo~ [
xg NZAdNVa EK Eﬂ ?EI

v y

Ja A o)

v jl’

Y[1] Y2] Y[m]
5 XCHI[F]
Figure 5 XCH[Fg]

AL TTLAAE A AXU b8 8508 Hoim A 1 572
s AoRMiE OAU B, WK 5 fros. XAl i
JAR B O30S TAER A 1 BEih, B2 —
A /IS () 7 S ] PR I A R ROF e, 3L I i A\ B
FOEER N T, TR MEL R A XCHIF ], LA
AU 2 PR

£2 XCH[FWitEidie
Table 2 The process of XCH[F]

XCH[Fg](X)
(X[11.X[2];--X[m]) < X
S[1] = 2L
fori=1tom
Y[i] = F(X[i] @ S[i]) @ S[i]
S[i+1]=X[i] @ Y[i] G 2"'L
return Y = (Y[1],Y[2],--Y[m])

SEH 1. XCH[F )& OAU k. 75 XCH[Fy]H,
WHRF(X)=KX,K#0 H K+# 1, W XCH[Fg] 2
OAU pR#L, I JE OAU K%L,

UEH. SEIER] XCH[F ]/ OAU &%,

Bz

S[1] =2L, Y[1] = X[1]K @ 2LK & 2L,

Hix> 20,

S[il=X[i—-1] @ Y[i — 1] & 2i*1L,
Y[i] = (X[i] @ S[iDK & S[i].
JIT A

Slil =@ (1 © KYI(X[j) © 271) @ 21L,
f

Il = X[0K © © (1 © K) I (x(j] @ 210
L

® (1 ® K)2IL
WEI XCH[F (115 B e 5k
XCHOX[1]) = X[1]K ® 2L,
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XCHO (X[1],X[2],+-X[i]) == X[]K © 15:91 ae
K (X[j] @ 2/L) ® (1 ® K)2'L,i > 2.
F XCH® 4 x[1] # X'[1] wF . #F

XCHOX[1]) = XcHOX 1) . W X[1] e

X[IDK =0, ZAFERT K AR, Frilgor

MERAHL 1/(2™ — 1),
sF (X[x02]X0ED = (X)), i= 2

XCHO(X[1],X[2],-+ X[i]) = XCHO(X'[1]), WU

X[i]K ® e}i (1 ® K)iT+(X[j] ® 2/L) ® (1 ® K)2'L

' ® X[1]K ® 2L =0
L ERBANZRZ AR ZH | MR, Sk

SRR (/2" - 1).

Ax[x2]-- X[ = X' [1X' 2] X [,
ea XCHO(X[1],X[2],--X[i]) = XCH®

X'[1LX'[2]-- X[,

(X[ ® X[])K @ 65(1 ® K)T(X[j] ® X[j]) =0,
=

FRT K 2B IREA N 0, JTULT R 2 A |

A, ORI ANE T /(2" - 1),

e (X[l],X[Z],---,X[iD +
(XT11.x X[l]) 2 < 15 A
XCH(”(X[ ], [2],--X[i]) =
XCHOX'[11,X'[2],+X'[i']), T

(X[ ® X T)K ]e_lall 1 @ K+ (X[]]1 @ X[j1)
ea;ep:, (1@ KT (X[ @ 2L)
®ADK2-L=0,

SEILA ST K 2 B MR EAR k0, BrLL R
FEAT I AM, MO A i/ - 1).
WM XCH[F ]2 OAU %5
FAE XCH[Fy] (K # 0) ()i XCH™[F
OAU KR,
XCH Y F o kBl
XCH L M(y[1) =Y[1 ]K ®2
XCH YO (y[1],Y[2],- [])

= VUK @ © (1 & K F (Y[ @ 2/0)
&

D®ADKYH2L,i>2.
A K' =K, W XCH ' [Fe]l M B S XCH[F]
() 53 B BR BUAH [R], Wi XCHIF (11 3% 2 OAU
E ST OAU PR M nT AT RS 7 ), FR
fIIeT CAFHFE S 40 HEH 25/ e A5 2, Uk B4l

x| 2

235
OAU %) HEH 4584 (122 41k
5 HEH ##WREZREM
5.1 HEH BY%45#3
HEH %5 #i— e 6 i, 58— 2 0
B RS K x {0,11 - {0,13™; % )J=H

ECB #i:, K2 A% N E:X % {0,13" - {0,1}"
BEE N RAEL B G e B 2
BEMLA ST G R 2, X R g5 Rid A HEHIG, E], $o
I 25 ok B4 WA AR E[GETR DIG,D], 13 3 i,

Pl P[2] oo Plil e Pm)
} | | |
GM
| | } ]
| Ex, \ By | oo ’ B ‘ ...... l E,
l } ] ]
Gy
} } } ]

] o i Gl we Clm)

B 6 HEH %
Figure 6 The structure of HEH

%3 HEH|[G EWInfEwidie
Table 3 The encryption and decryption of HEH|[G, E]

E[G,E](P) D[6,D](C)
X =Gy, (P) Y = Gy, (O)
Y = ECB[Ey,](X) X = ECB[Dy,] (V)
C=Glm P =G (X)
return C return P

TATTIE B 05 75 2 AR L 5 4 G 2 OAU BRL
HiiE] ECB JZ24l (1) E J& PRP-CCA 244> 4 %515
i, HEH[G, E]/t OPRP-CCA %41,

52 HEHMZ£MH

SE B 2. HEH[G, E] /& OPRP-CCA % 4= (). {E
HEH[G,E]™, W% G & 5-0AU, N T AT & 1
OPRP-CCA #F A Wit HEH[G, E] R 3Ll [ oM 434,
FEAE—> PRP-CCA # T B ¥ili E #iin] otk Hiz 47
58T A M, 143
Adv PPN (A) < AdvRPTY(B) + 02 /2" + 026

HEHIG,E]
kM. &TI]E’JH*TEIEEU%(S[GE] D[G,D]) M

(p,p ™ VD ZIRIAAT] X o0, Hodp & OPerm(n) A b
WUEB AL B . TA1Z D% HEH[G E| B AE AL,
TR AR AR T 5 WL 2 18] AN B X o e I e 4 vk
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HARH, FRATEIX AN S Z B T 3 &
A BARAR TR 6T 5 LT, W 7 o o FeAT T FE EEUE B
FHAR P AN 1 5 AU (] AN AT X o3, P ) i 2
(hybrid) A RI AT 5¢ SiiF B .

1 2 3 4 5
(€16 £). DIG. DY) (16, 2l DG =) TG A, DIG) (g.8) (.p™)

A R T L

PRP-CCA  PRP/PRFj%fft PRF(AU)=PRF OPRP/OPRF
B 7 ERAREL
Figure 7 Roadmap of the proof

1-2: (E[G,E],D[G,D])--(E[Gm),D[G ), Hrbr

& Perm(n). WIHKE LA A (B, Dy, )
Bl (), B4 2158 AN E AL, BT BLEAT
AR (1) 222 50l U R 2 43 21 2 R A R B S L R I
LA T B AL A il AR, JRiRE A B
REME, WA

Pr[AS[G,E],Z)[G,D] = 1] _ Pr[Aé‘[G,n],D[G,n’l] = 1]

= AdvPPCB),
2-3: (E[Gm], DGR DS (ELG fLDIGF D,

F.f & Func(u), £ 71 FH2 i s BN S, KPS
iy 5 WL 2 15 £ 22 590 L4 55— AN 3 L6 e oy i
WU 0 R 3 (o) B4 P AN BE AL R 00 (FF) o
FR 5 PRP/PRF # 45| #i2Y, 45

Prlagicmalen] 5 1] - Pr[ AEGAD[GF] o 1]

<o(oc—1)/2"1,

3-4: (E[G.f1D[G.f]) 5 (g, 9D, H T (g, g)HIBE
WL 2L 171 %5 40 0 o S S5 T e LCPP 5% PR 461 £
Sy 4R, TS A LCPP T 0 43 £H 0% 137 6 s 5 3
15 A IR BT 5 10 S04 A AS B 1R 35 50 . X B0 5 0L
AL R R 4, M 2244 (E16,£1,D[6.F ) frid
P, A1k (g, gL,

X T (EGADIGf )R, f By — A
B AR (X,Y), AN T S P 4 H R i
WA ANARTEC T, WAL, %5
N IMANAC T . frRBS f REOEEINE, & fF
BRI A MR Y £ 3E R, T X R M1 X,
T BERLIG X, ¥ ) IR . 6 T
(g, g)ELRE, P*/C™ Iy 1 ) ot 10 FL 54 7 ¥ 1l 45
BRI B K A SERTER (K W) 52/ 3, € /P i) P*/
C 453 1185 32 /W 3

M I AT ¥ E[GFI.DIGf']) & 7 4 ¥ AR 4k
(ED[G,F1,DD[G,f]), Pixtifrss LI E Xk 5, H
HAT A @ A a AN 4L, F ORI F{0,137 -

{0, 1Y N BENLEREL, b5 f A R X C g I
NS X B, HARZE HBERL . TN R

*4 (€l6f1D[Gf])5(9.9)
Table4 (E[G,f1D[Gf]) and (g, 9"

(EIGADIGSD
ElG.f1(P)
(P[1],P[2],....P[m]) < P

fori=1tom

X[ = G, (P[1.4])

Y[il = f(X[D

Cli) = G~ (Y[1.dD)
return C = (C[1],C[2],...,C[m])

DIG.f1(CY
(C'11,c'12),...C'm]) <« C'
fori=1tom
Y'[i] = Glf(z(C'[l..i])
X[ =fLD
Pli] = G;gl X'[1.1)

return P' = (P'[1],...P'[m])

9.9)
9(P)
(P[1],P[2],....P[m]) < P
L =LLCP(PP*)
fori=1tol
Cli] = ¢*[i]
fori=10+1tom
c & o1y
return C = (C[1],C[2],...,C[m])

g'(C)
(CTL,CI2]nC'Im]) « C'
l=LLCP(C',C™)

fori=1tol

P = €[]
fori=1l+1tom

Pli] & (013
return P' = (P'[1],...,P'[m])

#5 (€6f1D[6f])5(e@[6AD[6f])
Table 5 (€[G,f1D[Gf]) and (E@[G f1D®[Gf])

(E[GADIGLD
E[GA(®)
(P[1],P[2],...,P[m]) < P

fori=1tom

X[i] = G5, (P[1.4])

Y[i] = F(X[iD)

Clil = G (Y1)
return € = (C[1],C[2],...,C[m])

DIG,f'1(C)
(C'[1L,C'12),...C'm]) « C'
fori=1tom
Y'[i] = G5, (C'TL.1D)
X[ =fL
PTi] = G (X L)
return P' = (P'[1],...,P'[m])

(E@IG.f1DWIGf1)
ED[Gf1(P)
(P[1],P[2],....P[m]) < P

fori=1toa

Y[i] = F(P[1..i])

Cli] = G;;l(yn..i])
fori=a+1tom

X[i] = G, (P[1.1])

Y[i] = F(X[iD)

Cli] = G;j (Y[1.0])
return C = (C[1],C[2],..,C[m])

DO[Gf1(C)

(cnjczl..c'imp < ¢
fori=1toa

X[ =F'(C1.i])

P[] = Gg (X[1.4])
fori=a+1tom

Y'[i] = G“Ka(C'[l..i])

X[il=fFELD

Pi] = G (X 1.4
return P' = (P'[1],...,P'[m])
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2 EGADIGD 5 (EDV[GADD[GF]) .
(ED[G,A1DD[GF]). .... (E™IG,F1,DM[G,F])HiI48
AN 2 1] AN o] X 43 PR R AT, i s AH A1 A4S 2 1)
B IAFARZER, TT—ASEEH G R f R A
R = E RN, G — M BEL R o AR A 2
N, M5B 3(PRE(AU)=PRF)27a] %1, AHAL A
15 L&A AT X 431, 8T X (ELG,f1,Dl6.f D5
(EMIG,F1,DM G, )X S k3 o285/ 2.

(EMIGADM[Gf]) 5 (g g)PiFE X T I K2
ILFTEE Y ab B — B0, H X 7 s 2 5 B
(EM[G,F1,D[G f]) A BN 1L G B Bk b
FAF R, (9, ") e EEHL A5 FF AR D, x5 T
— A AL R Ry 8, B AT 1 X Ak
028/2. IS

Pr[A‘E[G'f]'D[G'f'] = 1] - Pr[Ag'gl = 1] < 025,

4-5: (9,9) 5 (p,p™) SXFIAN I HHIN 21 LU
11 2 O BE AL eR Z50RN £E 26 Oh B BB 46 1 R 5, AR
OPRP/OPRF #% {5 | B 2Tn] #3

Pr[Ag'gl = 1] —Pr[47*" = 1] < o(0 — 1)/2"1,
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