B1E EI
2026 4= 1

J
et

"Rz %R Vol. 11 No. 1
Journal of Cyber Security January 2026

o &

™

HiveAttacker:— 5t 37 Hive £E € E/Y
T Er L £ N A =

?‘Xig 1,2,3,4’ ? j—F: 1,2,3’ E‘{%% 1,2,3,4’ )%Eilé 1,2,3,4’ /aé' I% 1,2,3,4

U ERRE RS SCRS ST, JEsT P IE 100093
2 e Rk B 4 U PP ROR s =, kst i E 100093
3 g AR BRI BT A=, st b E 100093
ol [ERR B R M ) e A e, BT P IE 100049

FE KRB T EORUME, AR 2w g B I e B AR o AR, KWK, DL Hive AR A P2 Jo K3k
PR FE5 A, DR FHRAC I A SR BT &, i SRS W E T M. sy R, KRR F R e, TEE KRN A
fifg  Ab BRI A A AE % 42 A « A3 B Hadoop - & 1111 Hive 04 6 22 S A0 5 5 VI i, 340 T Hive 7E & T FEH, LA
KAt Hadoop V& B — 77 44 c B A2 T i s Py > 2 B, RN MR T T — AN B i T %, 7
RE— I BN Hive BRIFIG. f#FTH P &I 5| NS, AR SO AR AT iy e, T S8 Hive 3 54X
TR AEAE IR AT BEIE B IS S5 R I, 28 — B BesE ) Hive PR AR A A48 T 5| N BB 1, T 5000 vl e e
TR A E Al R T, AT T . 3T BT IR R T H, HiveAttacker, 75 Hive B3 50 WA K S i A v 3442
P 8 AN, oA 2 AN EHTARA R SRS SRR, A A S0SE Hive 84T FR5E HROAIN HH DRI 20 A28 B 5 N 1) 22 4 iy
7 Kb, BAE T 7 R R

X#217  Apache Hive; FORIMINK; I ik

FREXSZES TP311 DOI S 10.19363/].cnki.cn10-1380/tn.2026.01.01

HiveAttacker: A Two-stage Security Detecting Approach
for Apache Hive

LI Wenchao'***, LI Feng'*?, BO Defang'***, ZHOU Jianhua'*?**, HUO Wei'***

'Institute of Information Engineering, Chinese Academy of Sciences, Beijing 100093, China
2Key Laboratory of Network Assessment Technology, Chinese Academy of Sciences, Beijing 100093, China
* Beijing Key Laboratory of Network Security and Protection Technology, Beijing 100093, China
*School of Cyber Security, University of Chinese Academy of Sciences, Beijing 100049, China

Abstract The enormous value that big data holds has made it one of the prime targets for network attack today. However,
data warchouses and big data processing engines, represented by Hive, as well as the distributed processing platforms on
which they rely, have long focused on high availability and scalability of services, without paying enough attention to security,
leading to security risks during the storage and processing of big data. In this paper, we take the Hive data warchouse and
query engine on the Hadoop platform as the starting point, summarize the two main attack surfaces that Hive faces during
query parsing and the interaction process with the Hadoop platform or other third-party components, and design a targeted
two-stage security detecting solution. The first stage of the solution targets the attack surface introduced by Hive’s reception
and parsing of user queries. We customize and extend traditional fuzz testing techniques to focus on vulnerabilities in Hive’s
own code that may cause exploitation effects such as privilege escalation and authorization bypass. The second stage of the
solution targets the attack surface introduced by Hive’s interaction with other components, with a focus on detecting vulnera-
bilities that may be triggered through inter-component interactions and issuing warnings accordingly. Based on this solution,
we implemented a prototype tool named HiveAttacker and applied it on two of the historical revisions as well as the latest
revision of Hive. The tool has detected a total of eight vulnerabilities, including two vulnerabilities that have not yet been
fixed in the latest versions of Hive. It has also identified seven security threats introduced by component interactions in a real
Hive operating environment, thus verifying the effectiveness of the proposed approach.
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1:FUNCTION main_fuzzing loop(Prog, L, D)

2: generators = create_generators(Prog)

3:  WHILE TRUE

4 IF F1J7 A s o ok 2

5: BREAK

6: ENDIF

7: IF random(0,1) > ¢

8 token = choice(L)

9 generator = get_generator(token,
generators)

10: ELSE

11: generator = choice(generators)

12: ENDIF

13: input,entities=gen_sql(D,generator)

14: trace = execute_query(Prog,input)

15: fec = cal_formal_check(entities, D)

16: rc = parse_real_check(trace)

17: IF fe Fl re PAEAEAR—F

18: exception = gen_exception(fc, rc)

19: E.add((input, exception))

20: ENDIF

21: END WHILE

22:RETURN E

23:END FUNCTION
24:FUNCTION gen_sql(D, generator)
25: WHILE KJERSERETT generator K&K

26: IF YF S AR R AE it

27: ST B D A N AR R
28: IS IR BLEAR entities

29: ELSE IF 4 fif s JC 8 A il X

30: AR OB

31: ELSE IF 4712 iy i f) A2 il X
32: gen_sql(D, 411 2 X))

33: ENDIF

34: END WHILE



250 Journal of Cyber Security 15 JF\V% 42441, 2026 1 H, H 114, 11

35:RETURN input, entitles
36:END FUNCTION
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JETEX N I A i), 1 FROM M fJF1 CREATE
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17 H A 5 ALl R (R B o s 2 45 AT 1) Dl VI
WEAT B PR, S22 42 00 By N DA BEAT 22 4 JgUB 1)
RISk
51 [mRiRERFIE

[y S i 9 i S SR T X, R P BR &
SR 1) dfFiIE: ERES Hive fA7EAC HIMA
PECINER 1 FoR), Btz 4 #1414 Ranger, 75773
Ranger 1) Hive SR I, %R FHalad & 2k Oof) it
(14) 2% 2 7 1 AT LA flle e A PR Ach B2 R v (1)U L, 3 R
AR 2) I A TR $ s 2 sk 20 4
BT EICHCER 2B A ) B S A S, B4 CVE 4
T TSR MRS . YR A DA AR G
o IR AH SCHERE T DA TIRA EXF R 5%
) e Bk T R e, G U VT AR ks TR H 33 1) Y
TR IA P IR B A 2R JIRA X I (1) 345 S b T 4
o 3) Thnelidk: KRN G H 55 Sk T HEH I
g S, R S 55 R A AN TR AR 1) D) e B,
W IZ I 2 A9 T R4S Hive A8 H.I)
fit. LA Ranger A, HEMILATFT 13 A CVED,

# 1 Hive X BHHR

Table 1 Hive interactive component table

55 Hive [H] 1) - .
A P R H A 12545
DhREAc o,
G A A o
0 S T A org.apache.ranger.authorization.hive.aut
Ranger i;gfgﬁ L horizer.RangerHiveAuthorizerBase.
’ ‘J‘ij‘zw checkPrivileges
M)V
S h try.binding.hive.v2.auth
. . . . .v2.author
A Lk org.apache.sentry.binding.hive.v2.auf
Sentry ;; P izer.DefaultSentryValidator.checkPrivile
i €s
itk ¢
AR he.hadoop.fs.FileSyst T
. o org.apache.hadoop.fs.FileSystem.copy
HDES ’ﬁiig}; . oLocalFile
PO he.had d.JobClient
YARN G A org.apache.hadoop.mapred.JobClient.su
JLE;%ﬂ bmitJob
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Forpr 10 ANHRAE AR th D7 SN B2 i i b A BT
Web il . Ranger F45 il LI AW 55 Hive £ i
Ml A AT FURE A ) D REAC B, DAk, 1X 10 AN
TAAS ST Hive 38 52 4 B G I Hive fili e, WY
Bk . HARALT Ranger SIS PPAL 5 2 (11
W] Reil T Hive (U7 A SR 2 42 1, Gk [R]ER 1)
PSREE AT I, 52 Hive MIFRBILEI, SN id 5% Jf:
YEN T — AN —.

28 PR DRI 1615 21 1) I S0 e S HE P AR AR R
RO I RRAS SR B IA SRS, o Tk — 22 2 s
Tlf A A7 o T 4b, 0535 D S U IR DGR 1) = 25 i 4
SRR R T IR ik 7 2o AR SO IX L8 1 L i
TEAT TN LRI, & 2 Frps A A& D iRt
MBI s g R . o, HDFS SARMAES
Hive Z[AI[IIREAZH., HIN B HTCA 17 5 I ik
b, ORI H S A B D REAH DG IR o

*2 XREHHEHEFRR

Table 2 Historical vulnerabilities in components

HIF Tl B T 5

Ranger 3 AR T

Sentry 3 BRAET: AL AT A5 S
HDFS 0 7

YARN 5 FER, AR, SO

5.2 (AfFER BN

AL BT SRR I Hive NV FH T AR 11 20 44
FROAS, N b — 2 BRI 0k 43 21 10 g s i A 5 A
X N RRAS AL 1 D S, SR BOR B
MR, BLR R P 5 JEAE AE I, G A ke
DT AL o X BEANRE A DU () U ], TR G 75 e
i 15 AT i A i G L AN B A 1) VT A
Rge b s 1 ANRFETIEA S Hive Z (7]
AL T4 115 2) I il i By i NPT | P 4250
B P 7S, Hive HAZ BB 1 E i 77 ) b5 ik
fiih A FCARZE A RS RN Hive 36 k22 42 gy, LA
KOk Hive fi ke LAt 2L 2F A (o Js T ) i % 5 3
JzE A IO PR A 7 ). BRI, 4% A 2) R A
ity B2 AN 2% 8 Hive A Iy 52U i 76 20 4 o R Wicdan
VN UEDA-

BIE 3. AR A A Sk

i N: HiveICFG . moduleICFGs. vuls. inputs

frih: WAL E vul. SCEALE esy SRS AL
BN TR = e A4 List

1:FUNCTION detect_interaction(Hivel CFG,

modulelCFGs, vuls, inputs)

2:  callsites = get_inter_callsites(Hivel CFG)

3: FOR cs IN callsites

4. FOR m IN modulel CFGs

5: IF (find_method(m, cs) ==f) != FALSE
6: inters[cs] = <m,f>

7: ENDIF

8: END FOR

9: END FOR

10: FOR cs IN inters
11: FOR I'IN inputs

12: IF tainted by _input(/, cs)

13: m_vuls = get_vuls(vuls, m)

14: FOR vul in m_vuls

15: IF reachable(inters[cs][f], vul)
16: List.add((vul,cs,1))

17: ENDIF

18: END FOR

19: ENDIF

20: END FOR

21: END FOR

22:RETURN List
23:END FUNCTION
9% 3 A RIFE T el TR AR e 1 HL A s
AR S LR N R Hive N
FH 1 5 1) 428 4603 B (ICE G HiveI CF G, A8 H.411F 1)
ICFG %38 moduleICFGs, JRIANLE vuls UL AN S
NALE SN inputs . 55 ) A FA il R AT 1)
M5 B AR, BV LE LA i g3 . F13RF R
v o b R T VA WE T RSN R I N VA
R = oadl o S e S I M AE HivelCFG Lk
D BRBUR I R BOR ] A es(BE 2 47), A4 ICFG
AR N R WERAEALAE m B BV (1) bR
IR, WK R B F 0 es dsk o — AN AT,
sk S <m, S Jod IR Y SC R CGE 3~6 1T).
HERA TS RN, WA HA B, TRkt
B NTT YL E (G 10~12 1T MEEANSEOZ
NGRIAEHALE, AT HAEANE m rhoss ) oR 4L
S 5 m AR SR D RIS vl 2 18], &R
AFAE R IR R AT o AN SRAFAE, WPRF B T (R AL vul o
L HALE cs SEMIAS EAE RN 1R = o4l in
N A2 List(5 13~16 17).

6 W5 HHh

AT 3405 A AN R B S HORG,
SEIL T B R Hive ZCH 67 1) PR I By A VA I s 23
Z 4 HiveAttacker. oo, BB a3 Dy gE LL AL
BB IR WALA S HTHEZECOSC I ORI
IR S WL T X-Trace®" F1 Javassist® 528, i
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EF AT E, O BEBUH SCHE LVBEAT I 425 R
RN T Grammarinator™ f1 ANTLRM 512
L, A5 2194 47 Java A5 N 1833 47 Python AL,

I BE HiveAttacker [ VRT2 40 S AR, A
FIEFE T Hive 2.x RANMEHIRAQI N LB ECA
TEIR I B A D7 SERRAS(1.2.1 FT 2.3.0) K9 5256 42,
I A A A B AS 1) Hadoop(2.5.1+ 2.8.2), L K&
Ranger(0.5.3+ 0.7.0)5% Sentry(1.6.0+ 2.0.0)4144, $&4k
TH TS50 HAREERE . AR & h A A RROAS [ 35
BOR RN 3 s

*3 BIRKHEE

Table3  Configuration for target Hive cluster

Hive Hadoop Ranger Sentry
Gedt 1 2.3.7 2.82 0.7.0 2.0.0
Hef 2 2.3.0 2.82 0.7.0 2.0.0
3 1.2.1 2.5.1 0.5.3 1.6.0

S AIIEATAE 8G N AF 4 % Intel Xeon Gold 6161
CPU@2.20GHz [f] Ubuntu 18.04.3 LTS &4cf5 LML L,
1 ML EEE TR AN SR T R 5
Ao A A, o RN RUERIZAT/E— 1 Docker
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.
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AT I, 33X 16 s ¥ #18  py FAS PRAR: A gk 2R A 5
FEg . Horh 5 /NFE HiveAttacker [ T0AL PR BE 9
P Ay S ARA T T o 0, AT Ay SR N0 3K P i N A e
AL Mk RIS K% SQL B,
FF5E SURRHTTE f)(EXPLAIN). 2515 fi)(SELECT).
i ATEAJ(INSERT). ‘F AWEAJ(IMPORT) %, UL K4y
XL, M. &0 EdeRetE, Ui HiveAttacker [
S TSR I R S s B 0% AE AR JL 38 5 F, A2k
Fo & ITEIL IR G A B B I A PR I

K 8 #2451t T HiveAttacker 1& 5 AL AZCRA I
TR B I 8] TR RS o0 A PRARFRRRY B, XF T K/ K
33M i Hive WZACHY Jar 0, RSV FHEHAT
228.89 s 15 2 5L Lk TIF] B 2 A1 token (1) S XS, fHH
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T F B b A Hive i) 51 8E8E 17 25 ) 9 A 25
WRAT (0 1 R, SR 71 00 4 A N 2 25 08 R
AR ENZ5 8T Hive Fll Ranger, {14 K 13.68%[1)
TF# o
6.2 KIGT: LAMFEIREEEMEN

AT ] HiveAttacker 45 — [ B 4L 1H) 22 42
R Thrext 3 3 Aol 3 A H A8 AT B
AR, LA I 1 22 A i T 8 AN, Kl £ Rtk
5 Fi7Re 2 N TR IAE, K CVE-2018-80091*12 41,
AR T AE AR il . o, CVE-2018-

3 4 HiveAttacker 12 BYIZ R E
Table 4 Discovered authorization-related vulnerabilities by HiveAttacker in Apache Hive

S Hive JRA Il N ST TIAL AR Eilipa
| 237 HIVE-23461 LA P explainrewrite HHAJHL ARG 2, FA7E (5 Rt
g 237 HIVE-12495 2l P IR R EE, FEAE AR
i) 2.3.0 HIVE-17208 Ry = SEREA O AR B DB AG AT, AT S EUE Bt
AERE 2 2.3.0 CVE-2018-1314 SR 2 explain H )47 7EAR Gt U I
S ii) 23.0 CVE-2017-12625 EL4N i Fid SENLHIERL I AR R
GERE3 1.2.1 CVE-2015-7521 Rl w I3 X I A A7 AR SRR
3 1.2.1 HIVE-12367 EY P KO RS R B DR RS T, 7R SRA AR
L3 1.2.1 HIVE-11988 [=E b A LA import %83t create A3 PRAS £
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Figure 8 Overhead distribution of preprocessing
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Table 5 Result of threat detection evaluation

T HH R A 2 CIRUEE P a g CRERN R S JE Y R 7 LY ES
CVE-2017-7676 Ranger Ranger->Hive APR$ET

CVE-2017-7677 Ranger Ranger->Hive AFR$ETH

] 6 5 CVE-2018-8028 Sentry Sentry->Hive AR T
SENTRY-2533 Sentry Sentry->Hive {5 LU

CVE-2017-15713 Yarn Hive->Yarn 15 Btk

CVE-2017-7676 Ranger Ranger->Hive B EEF
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FERED 6 5 CVE-2018-8028 Sentry Sentry->Hive AR T
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CVE-2017-15713 Yarn Hive->Yarn {7 Rtk
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