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Abstract Hardware Trojans are unspecified functionality in or malicious design modifications to integrated circuits.
They can leak sensitive information, overwrite critical memory, cause privilege escalation or denial of service and thus
represent a major threat to hardware security and trust. Trojans are typically associated with the characteristics of
light-weight, low-activation rate and highly stealthy, which make them hard-to-detect. While there are a considerable
number of research works in hardware Trojan detection at the register transfer, gate and even transistor levels, Trojan de-
tection in field programmable gate array (FPGA) netlist has long been an overlooked research vector. Existing hardware
Trojan detection methods include functional testing, formal verification, side-channel analysis, switching probability anal-
ysis, reverse engineering and artificial intelligence (AI) based solutions. These methods are still seeing various drawbacks,
such as hard to quickly activate the Trojan, relying on high-quality properties, sensitive to background noise, high false
positives, causing physical damage to chips and difficult to automatically extract effective features. This paper performs
Trojan feature analysis at the look-up-table (LUT) level, leveraging the significant structural and behavioral features in
FPGA netlist. It proposes a method for precise extraction and intelligent matching of Trojan features through deep learning.
In addition, it provides an approach for automated extraction and formal verification of Trojan related properties. Experi-
mental results have demonstrated that the proposed method can achieve more precise depicting and matching of hardware
Trojan features, with an average true negative rate (TNR), true positive rate (TPR), accuracy and area under the ROC
curve (AUC) of 0.990, 0.969, 0.971 and 0.979 respectively. Our method can also automatically search for and recover
Trojan trigger condition through formal verification of the extracted properties. This work provides a new perspective for
hardware Trojan detection research and an effective complement for the spectrum of hardware Trojan detection methods. It
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also paves the way for FPGA bitstream security analysis considering the recent research advances in bitstream file decryp-

tion and reverse synthesis.
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Figure 5 Process of extracting and validating Trojan-related properties at LUT level
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7. Executing Verilog-2005 frontend: RSA-T200-flat.v

Generating RTLIL representation for module ~\RSACypher’ .
Successfully finished Verilog frontend.

Setting up SAT problem:

Final constraint equation: { } = { }
Imported 3514 cells to SAT database.
Import proof-constraint: \eqOp = 10—
Final proof equation: \eqOp = 1’0

SAT proof finished- model found: FAIL!

Parsing Verilog input from ~RSA-T200-flat.v’ to AST representation.

8. Executing SAT pass (solving SAT problems in the circuit)

Solving problem with 66265 variables and 173768 clauses.
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Figure 9 Formal verification results of properties

S 3k

[1] Huang Z, Wang Q, Yang P F. Hardware trojan: Research progress
and new trends on key problems[J]. Chinese Journal of Computers,
2019, 42(5): 993-1017.

A, FIR, B RO D S ) BT ST R S B 5 )
1. #H-FHL549R, 2019, 42(5): 993-1017.)
[2] Baehr J, Hepp A, Brunner M, et al. Open Source Hardware Design

and Hardware Reverse Engineering: A Security Analysis[C]. 2022
25th Euromicro Conference on Digital System Design, 2023:
504-512.

[3] Mukherjee R, Rajendran S R, Chakraborty R S. A comprehensive
survey of physical and logic testing techniques for hardware trojan
detection and prevention[J]. Journal of Cryptographic Engineering,
2022, 12(4): 495-522.

[4] Pan Z X, Mishra P. Automated Test Generation for Hardware Tro-
jan Detection Using Reinforcement Learning[C]. 2021 26th Asia



BH AF JET FPGA MR G H AT ARFAE 20 BT AT A S Al

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

and South Pacific Design Automation Conference, 2021: 408-413.
Naveenkumar R, Sivamangai N M, Napolean A, et al. A Survey on
Recent Detection Methods of the Hardware Trojans[C]. 2021 3rd
International Conference on Signal Processing and Communica-
tion, 2021: 139-143.

Zhang J, Yuan F, Wei L X, et al. VeriTrust: Verification for Hard-
ware Trust[C]. The 50th Annual Design Automation Conference,
2013: 1-8.

Hu W, Ardeshiricham A, Kastner R. Hardware information flow
tracking[J]. ACM Computing Surveys, 2022, 54(4): 1-39.

Zhang Q Z, Zhao Y Q, Gao Y, et al. Survey on model checking
based hardware trojan detection technology[J]. Chinese Journal of
Network and Information Security, 2021, 7(2): 57-63.

(R, %k, WM, 5. BETRIALR I R R S A
RWFFT). M55 12 RFK, 2021, 7(2): 57-63.)

Sabri M, Shabani A, Alizadeh B. SAT-based integrated hardware
trojan detection and localization approach through path-delay
analysis[J]. IEEE Transactions on Circuits and Systems II: Express
Briefs, 2021, 68(8): 2850-2854.

Pearce H, Surabhi V R, Krishnamurthy P, et al. Detecting hardware
trojans in PCBS using side channel loopbacks[J]. IEEE Transac-
tions on Very Large Scale Integration (VLSI) Systems, 2022, 30(7):
926-937.

Salmani H. COTD: Reference-free hardware trojan detection and
recovery based on controllability and observability in gate-level
netlist{J]. JEEE Transactions on Information Forensics and Secu-
rity, 2017, 12(2): 338-350.

Hasegawa K, Oya M, Yanagisawa M, et al. Hardware Trojans
Classification for Gate-Level Netlists Based on Machine Learn-
ing[C]. 2016 IEEE 22nd International Symposium on On-Line
Testing and Robust System Design, 2016: 203-206.

Piccolboni L, Menon A, Pravadelli G. Efficient control-flow sub-
graph matching for detecting hardware trojans in RTL models[J].
ACM Transactions on Embedded Computing Systems, 2017, 16(5s):
1-19.

Huang H, Shen H H, Li S, et al. A Hardware Trojan Trigger Loca-
lization Method in RTL Based on Control Flow Features[C]. 2022
IEEE 31st Asian Test Symposium, 2022: 138-143.

Cheng X, Li L, Cheng W. A detection method of hardware trojans
based on RTL[J]. Microelectronics & Computer, 2017, 34(3):
56-60.

(e, 2545, Fifh. BT RTL SAEARA S IR I 2], #H
TR, 2017, 34(3): 56-60.)

Yang J Z, Zhang Y, Hua Y F, et al. Hardware Trojans Detection
through RTL Features Extraction and Machine Learning[C]. 2021
Asian Hardware Oriented Security and Trust Symposium, 2022: 1-4.
Hasegawa K, Yanagisawa M, Togawa N. A hardware-trojan classi-
fication method using machine learning at gate-level netlists based
on trojan features[J]. /EICE Transactions on Fundamentals of
Electronics, Communications and Computer Sciences, 2017,
E100.A(7): 1427-1438.

Yan Y J, Zhao C H, Liu Y J. Hardware trojan detection based on
multiple structural features[J]. Journal of Electronics & Informa-
tion Technology, 2021, 43(8): 2128-2139.

[19]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

(28]

[29]

[30]

[31]

[32]

[33]

267

(e, RAUR R, RIHEVL. T 2 AR S5 AR AE I B R S R
R0, 75 1EHFKR, 2021, 43(8): 2128-2139.)

Zhao P Y, Liu Q. Density-Based Clustering Method for Hardware
Trojan Detection Based on Gate-Level Structural Features[C].
2019 Asian Hardware Oriented Security and Trust Symposium,
2020: 1-4.

Han T, Wang Y Z, Liu P. Hardware Trojans Detection at Register
Transfer Level Based on Machine Learning[C]. 2019 IEEE Inter-
national Symposium on Circuits and Systems, 2019: 1-5.

Demrozi F, Zucchelli R, Pravadelli G. Exploiting Sub-Graph Iso-
morphism and Probabilistic Neural Networks for the Detection of
Hardware Trojans at RTL[C]. 2017 IEEE International High Level
Design Validation and Test Workshop, 2017: 67-73.

Yasaei R, Chen L K, Yu S Y, et al. Hardware Trojan Detection Us-
ing Graph Neural Networks[EB/OL]. 2022: arXiv: 2204.11431.
https://arxiv.org/abs/2204.11431.

Yasaei R, Faezi S, Al Faruque M A. Golden reference-free hard-
ware trojan localization using graph convolutional network[J].
IEEE Transactions on Very Large Scale Integration (VLSI) Systems,
2022,30(10): 1401-1411.

Lu R J, Shen H H, Feng Z H, et al. HTDet: A clustering method
using information entropy for hardware trojan detection[J]. Tsinghua
Science and Technology, 2021, 26(1): 48-61.

Love E, Jin Y E, Makris Y. Proof-carrying hardware intellectual
property: A pathway to trusted module acquisition[J]. IEEE Trans-
actions on Information Forensics and Security, 2012, 7(1): 25-40.
Rajendran J, Vedula V, Karri R. Detecting Malicious Modifications
of Data in Third-Party Intellectual Property Cores[C]. 2015 52nd
ACM/EDAC/IEEE Design Automation Conference, 2015: 1-6.

Hu W, Althoff A, Ardeshiricham A, et al. Towards Property Driven
Hardware Security[C]. 2016 17th International Workshop on Mi-
croprocessor and SOC Test and Verification, 2017: 51-56.

Liu Z X, Arias O, Fu W M, et al. Inter-IP Malicious Modification
Detection through Static Information Flow Tracking[C]. 2022 De-
sign, Automation & Test in Europe Conference & Exhibition, 2022:
600-603.

Wu J M, Fowze F, Forte D. EXERT: EXhaustive IntEgRiTy Anal-
ysis for Information Flow Security[C]. 2022 Asian Hardware
Oriented Security and Trust Symposium, 2023: 1-6.

Zhao J F, Shi G. Research on RTL level hardware trojan[J]. Journal
of Cyber Security, 2023, 8(4): 139-152.

OB &1%, k. RTL AR D W), A E 22K,
2023, 8(4): 139-152.)

Wang C G, Cai Y C, Zhou Q. Automatic Security Property Genera-
tion for Detecting Information-Leaking Hardware Trojans[C].
2017 IEEE International Conference on Computer Design, 2017:
321-328.

Li D J, Zhang Q Z, Zhao D Y, et al. Hardware trojan detection us-
ing effective property-checking method[j]. electronics, 2022,
11(17): 2649.

Hu W, Zhang L, Ardeshiricham A, et al. Why You should Care
about Don’t Cares: Exploiting Internal Don’t Care Conditions for
Hardware Trojans[C]. 2017 IEEE/ACM International Conference
on Computer-Aided Design, 2017: 707-713.



Journal of Cyber Security 15 JF\V% 42441, 2026 1 H, H 114, 11

F—H T 2022 4FAEE AL TS KL
ARG 24T, 2025 EAETE L
Tl K 2% I 29 4% [R) 2 4 T b 3 RAF T+ 2%
P o WFFEU R AL R B R e 4 .
FUHR A FRALAF A RN L R Bevh 4
AU« Email: lywei@mail.nwpu.edu. cn

Ei&FE T 2025 FAEVHIL DR RS
GallThzSdon | & /R S X Re AR IR B 0 )
P25 ) 22 4 o ISR AT e it 22
AR . % %% . Email: llylyi@mail.
nwpu.edu.cn

HE T 2012 FEAETEIL R AE SR
25 TR R 2. BUEVEIL T
MR ZEAC I A2 o AFF 54Tk Ay £ i v s il
Phae ey Mg 24 BB
R AR B MEIE A
AR, AP} 4r . #1524, Email:
weihu@nwpu.edu.cn

BE T 2024 FAEIL T KZE %
ANV IR 2207 . AR VYL Tk K2
W 4 45 18] B2 A B W BG4 . BP0
Sy S AR i e D S hP R ST E G
F B AR AR DSRN . Email:

suh@mail.nwpu.edu.cn

R¥EWE T 2013 FEAEILTREME T2
LT 22 TR A A2 . IR
HARME R 2 E R B2 o BIFSC ARy B s HL
fifi {22 4 o RO ARG O T e A
U AbHEIER 24 BAEAR SAE I . Email:

wulj@mail.hzau.edu.cn



