1% 1 i B %4 %M Vol. 11 No. 1
2026 41 H Journal of Cyber Security January 2026

_H_\

— B HRR RS 2 I ROR I SR Rk

oAt KRR L XK TS, Ram Y, MR
R M S 2 A R A 100049
S R i B T BRS84SO T 903 s I 100093

T B B FIGE, PR R0 15 [ A PSR B ZE A o ANSERRE, W0IBC 0 v [ P AE LS T D AR A A F
LU o TR, WIURIA B [ AR IR 22 2 B T ) 2 KT e XD ER ) e A% [ A BEAT 22 A P - AL AR RS 0 B AN Bh 270 A
FHEEAT %0 BRI, W B P K B Sh sl aS AT S 1 Se ekt g . AR, —Jgi, i1 TR AR ST OOC R R SE, L
A BN T BARATIRAR LA R, 55— 510, A0 100 1 46 e 1 bR 4t A 75 80 25 7 W sl LA B KRS o T 53l 0
HrAREL, A M AEANSE B AT R AR (K15 D0 R 20 B ACHS, - DAL T i RS IR I 8¢ 2% il (R b, i s 0 A — o B S
FI BRI FE o BRI B 4% 1A Rode g Ko —HEIRR &M P th ORI oK, (H IR AR 7 A A O T 7 2 PRt
55 R AR AR RS S I T B L, b W R RS . BRI —HERIRE P BR T AR RN 540 il
RURNEE AR5 S, R ATAS AT (K T U AR (R B 7 A MR 1) 2 AT BORTE ik B S T b 0 5 i -5 1) B A2 1)
TR . BEAh, B [ o i 4 AMaN 2 RERE A (012 VAT U2 — BRI M BT A0k T A0S . B i
i, WEPEE AR T 2 Fh B RERS DT EOR . ASCLAFF S AT I REA B G 3L A, MEAR ST w4 8T 455 AT A
&G RO 4 ADTrE S AT R S T BRI BRI R . feJa, ASOR A IR 1 U KBTI s AT AT A
JEH,

Kegia  CHERIRE RSN, BURR AT BB AT IAT BT R IR B

FEESES TP311 DOI S 10.19363/J.cnki.cn10-1380/tn.2026.01.18

A Survey of Static Analysis Techniques of Binary Code

CHENG Kai'?*, SONG Zhanwei'?, LIU Mingdong’, YU Nan”, ZHU Hongsong'?, SUN Limin'*

! School of Cyber Security, University of Chinese Academy of Sciences, Beijing 100049, China
?Beijing Key Laboratory of IOT Information Security Technology, Institute of Information Engineering,
Chinese Academy of Sciences, Beijing 100093, China

Abstract With the emerging of the Internet of Things (IoT) technologies, [oT device firmware is nowadays playing an
increasingly important role. Unfortunately, IoT device firmware still suffers from a number of vulnerabilities in the real
world. Recently, the security of IoT device firmware has gained widespread attention. To test the real-world IoT device
firmware, static analysis and dynamic analysis are two basic approaches. Recently, substantial progress has been made on
automated dynamic analysis of IoT device firmware. However, on the one hand, existing dynamic analysis techniques are
still quite limited due to reasons such as complex environment dependencies of the firmware. On the other hand, the rapid
growth of the number of IoT devices also makes dynamic analysis difficult to adapt to large-scale analysis. Compared to
dynamic analysis, static analysis tests the code without actually executing it, and thus is a more practical and economical
option for testing large-scale IoT device firmware. Although the rapid growth of IoT devices brings new demands for bi-
nary static analysis, binary static analysis itself has many challenges. Binary static analysis is slow to develop compared to
the very mature static analysis techniques for source code. This is mainly because binary programs lose symbol names,
data types, and data structure information of variables, which makes the existing source-based data-flow analysis and
pointer-to analysis techniques unable to be reused directly in binary analysis. An example is on-demand alias analysis
based on access path. In addition, the diversity of instruction architectures in device firmware and thehe large number of
indirect calls also bring new challenges to binary static analysis. To address these challenges, researchers have proposed a
variety of binary static analysis techniques. Based on the basic principles of static analysis, we will introduce and sum-
marize the binary static analysis techniques from aspects of data-flow analysis, alias analysis, symbolic execution, and
static taint analysis. Finally, we will discuss the research focus and direction in the future.

Key words Dbinary static analysis; data-flow analysis; alias analysis; symbolic execution; static taint analysis; Internet of
Things devices
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Ao, CFESNATT s T BORIIAEE, o
AR TAE o EZEE o B2 BT ) 3 AR v T AR
T o3 AT, T kR P S A A B AR O AR A
JERZ
4.1 ZHFHERSSTEIBEE

Tt WA E S A AT HAR I & Z S
MR, BRI R AT 15800 FF5HaT, #
T PR AN B Bkl COFRER ) 44 vl ;. @)1
i o

RECA B A EIARIS B, A AT
KOG IET B, A HER A USRI E R U
W44 53 M 7 P20 SRR bR SCRBURK R 0 44 0y
B BT, DL R T i M TR SR AN
(e, SRR 4 o B AR 2>, HErH fe
PRI BR (A O ScRb> o, sy 2 AN Of%%
(REEXT x86 [ —BEHIFE P /AT EZELLBNAS /308 32,
M N2 73 BT AN 75 2275 180 44 5% ;. e — gk i #E
FP S AT, AR B ML At B 42 S G 3 I U5
fRAS(C/CH+)o g T. 5 IDA Pro 34 A 44 0L
SRR C ARSI Dhfe, (AJG IR AL B 2T A
AR S5 R, BInsER . IRESIRE . R,
AT 1) b R PP i S o A B LA i SO g AR
0, B2 00 R ST i AR e e i (R RO 25
TRER 0T o AEE T 3HRIRE e h AR R A 5 4 A
el a5 S8 SUE B R R, IR Z MR s S T ol
oW EETCE HAEE T IR 7

1E RIS A, S AT TAE sk
[i1) 422 5 B5TC V2% S T v G T R 20 1 50 3t o A A
AT ST o BN 5 R 35 44 1) Android TS U4
WTHEZEZ — FlowDroid®, JLiliid IFDS S5k MI4
DI = R 582/ U SN ol N . . O 51 2,
X GBUR AT T . AL ¥ IFDS 9%
FF2 0 44 4 T A & 317 7] % 42 (access  path)
SEIL . U ) B AR e — AN AR RS IR BR 0 By
WA, W2 24 AR R xy.z. SR, FET U5 %
B TTEARRIE SR FE T E T 8T, AR
RS BRAR S 4 EARS X 5.
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[ 82 T8 Y 00 A o 110 e e I 4 i R ok A2 e
FRAS A HT IR SR . AR, [R1EE U A e R B0 s
AT AR A A= 5 s 1) Jok R ) 42 s Pl o R Ay i) 2 1
(19 H b bR B SRR IS AT I S A U 1. BRIk,
Ao HRETHE H I — AN @ e H
PR EO AR S . H AR R BB EE Al R R
V14 i) 22 )80 D FESORE ff, WAC T 56 e R ) 2 ot i ) s B
(R 08 23 BT RN 1 23 BT IR DR R R AT

e b HIE S, KZ2HAHC TAESE T T
fR v )L S g C B 5 switch 13 R
(1122 73 <7 Bl y il o g 3o e A T2 T P e 21,
IR DA ARG TAE REMF P S 15 T8, a0 Ko 742 1)
Rl R G REER M UL C+
HRE RS RS0 . van der Veen 2527 it i e S 404
HORISS R T C 1) 77 v ek ) 42 0 FH 1) H bR ik 4R
7R H W T AR ] Mol AN IS
G T EAT S AN R AT B IX M TV 4k 2 1
() B8 FH H Frh bl A e e K )

SRR 3 bR T LIRS Bk, ¥
U O (18] PR 2o M A A A3 3 R e i S 23 B 5 S TR
WZFEITR 4200 . ALGEI IR P& i &
B RTPCH x86/x64F%E /7>, TN M ¥ £ K 22 4L
A, HFHARM. MIPS. PowerPC45248 4,
Rk, P T30 H CPUIL 4 48 2 I iR 45 0 M 7 ik
ANFEIE T 10006 I e o AP () 22 4 o3 i o B, 19
PEFF S AT HELES2E H T H S Fx86 4444 .

4.2 ZiHFHERSSTEIEK

PN IR B AR Hr: At 2 )L W] DU H
PR e R SR IR SRR A AT R (R PR S . B
# PC I [, B35S PC | x86/x64 3k HIFLF 1)
GARNTHEAR B T, R PC V158 )1 FIA7 ik
REJJ 3G o, T 45 S5 AT F1 BAR AT IR & AT
FER BTG 255 W AR BRI B AR A R R i
M. FE% Android FHLIIH &, %1% Android APP [
FHENAS T TAE N R #55

HERWYIBRM R &: R Statista [MTTFTHE,
] 2025 4E, WA KL 215 1411 ToT B4k i3
RSN, 54445 PC F1 Android AN, ToT 4%
HAZHEMNTRA 280 ANFEIEAE RS W Linux.
RTOS %), HfFZRHESZIR. KEHT C S AU
J A} PRI AR AN SCRS S5 i o X SORE T S BN
(1) 801 25 53 BT BEARFOYEARDD 23 B B AR # A K IE T
ToT 4% [ F 2243 1. BAR H A A/ Tt
10T ¥ 2% [ A LA AR SR A FF 5 AT« BORIIR
HHERSIEA, g, — T ToT WAALE{ES

WAL M VO L BB A, FEULA T 10T
WA [ A7 LB AR AR A7 A1 2 [ . #i 40, Chen
AEIOSTEE R K Linux PR N 330 4% [ 4 (142 &
44} B°F- & Firmadyne, X 8591 ANk A 4%
BB R EATATE, R 23%6E0i B NI, Hah, 3
TR & [ SR B2 50 BT T2 S A R () ToT
WA AT %A Mo TR 7T T LA 5 iR o L4 B i)
AT S A0 K Y (1) v T S o IR ) — b R P i S 0 A
BRI T

5 ZEHHETERS TSR B SRR

51 HUERA IR

B T 30 R e P B A 40 BT P A 0 S AR R
B A B AR R, 32 e SO W] BRER N A7 VT Rl 2
[B) PR A5 S o ZEARAS 2 Afreh, mT DU B A U
T 8 3 P A i 6 R R B e A 2 TR R e e 1O
AR R M, o TR 5 175 4 AU
SRR XAE Bk, AR ERER N A7V IR) 22 TA] 1R 4
PRI AL IO A A . N AE U7 n) BB R AR BT 455l
R0, B G ] AE i ) [R]— AR AL B 20
LAREN Z AT AR R

Amme 25T A G AR (1 1 FE A (KT
NI C A U TR 1K W N 2 K AW A €A
T BT 532 U A AT U ) ) R B Aol . b
TR RN AT T 0] 2 TR R R AR, e SR T
F 5 B A 1 1R 7 325 Sl ST P A7 R AR 1) 7R i A,
T AN G BT Mk (R 2 AR o AR, %7V AE A
PUREREG: (1) A b HSCBURSE, 80k 20m) i
BARMAGARG; (2) &I 1EAEA EH T 75 A7 28]
GRS AE, B0 44 B VPR S AN R A V) 77 A7 48
RS WA A A F I FF 51, S804 % & 2 (5
ke T VNS RN

h T SRS B M SR B N AU Tl 2 TRD PR B A R
Balakrishnan F1 Reps'®® ¥ ¥x 4 1 18 £ 4» HT VSA
(Value-Set Analysis). VSA [{4% /0o JUAE A 52 Z7 (7 7
BN A B AR AN FR T i BT R AT 1R 5 Bk (1)
EAMELE » 58, VSA FE0N — ZEHIFE e b (R 2840
AP 1 ) S AK——a-locs(abstract locations), f3JHH A
BRI R, ARG, G R T
VSA THEAREA a-locs T RS, 55, VSA it
AL M) (Aggregation Structure Identification)f.
R a-locs, 1KIE 7% 5 (1) S5 A6 ST (9 AN H5c4fs 454
B, S0tk VSA [4E L. JET VSA, %
A SE By AU . b SO ) R 1) s ot o A B
Wio TRET A BPRK A RFM E R, M



Rl 55 IR RS O MR LR

TSI bR SCRUR AT o AR T VEATIAFAE BL R BB
(1) 4 VSA it — 4R (] winikis 5 v H e
TR TROTEN N P /N {2 a1 5 R o I 2B i
WUMESE, IS NEHR B M85 B (2) 4 VSA
TCVEAE — AHREE (W A7 DX 3 LA B itk 1 24 oy [
i, 2 SEOXIRE OB R .

TR T RS call $54 A1 ret H54 KN
) BRI B T 5 DA R eR BT O &R, AR S TR A 4
RSB call Fe2A1 ret 154, FEALGM i HIRE
JP B R SCRUBR S i R B A A IE - . o T
i ¥Ri% ) B, Lakhotia 25 °MR H L F4% bR SOk My
R SCEUR R R R SR . kR B R SO R 4E
Tk R B R SRA% 328 R B IS I B R S e A 4
Bro AHE, %07V S G s Al i ok A 38 bR L
SHNTE, AN A 0 10 75 A7 2 A% 08 vR 50 S
HIFLT -

LA AT BRI (455 T % &
P A7 )48 5 2 0] R A7 IR AR 3, 5 B R
(B S . PRI, Anand 25OV 1 # 3h A 5 5 Pk
SRR WA RERL, JR4Ed i R 555 FI W A AL B
(WL 56 &R, 76 L FERY bt — 3k FE AT 55 S 4F
SOHT, SCEREUR. R SOARRUB I B AT
T VE I 0 2 VR W0 TR R A AP A R DA Rl ik
VSA i 58 RN WAV Il 454 1] LA 1) 1F) P A k4R,
R A2 B PN AE E RE K B (R A5F 5 (EL 4E A 2 T T e S
KFo MITWGS KR, 1% 770 LALE N A7 ) 2 [R) 4%
FErF 5 Rk

R T A 2 B R At PR AR AR BRI A A
) b 1 LA R A ok A R I . (L SE B R
SIMT AT, A VE 2 P AE U ) Bk JE VT B H LA
HEELR, FHOX LN A7 )2 [0 R wAs S &
%o DAk, Cheng 257R M3 45 5 Rk R B R 3L
OB R B0 0 0 AT s, 3 B I AR S AT X
REAS R ECAT B AT, JFad ik b bl S 45
(4 5 s Ak P A7 07 ), B T 455 Rk 5
SE AT TR, AEIERE b, g5 SR A s B E
AT A A KA s B RS A 1 s i . IR
A BRI A BT 7 R AR R A TR g R £
I, A F e AR BRSO B 2 2 IR,
SR AR Ra N AN DA EE S N M 1B 8 & R
(AR B, 1% 53R L ER 1) b3k [y ok 25008 FH 1= 1)
J5 2 oA H A B AORSE, 7E4E R R SCBUBE ) )
I REAS B AR 22 T BT — IR o BRI, %5 AP AE
PURSkEE: (1) 0T ImBe A& m B, 2T
755 26k 3 7 AR A SEBLERA IO B, (2) %
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A VP T 24 2 BT RE B O R s, B 44 2 BT
7 v A A A R

Gotovchits 251 Hy L FBERLRAT 1) 15 4% sk
B SRR IR B MO o BT i e Ho RO JRAR
AT HE A, RN WIS B 25 A7 48 BT
AR St o CRE AL ) B AR(E, BE T HAR(E )
5B ORI O 2 A4 A A A o 12 T AE S B ol A
AT I 3 (1) I Ao ST IR 1) 23 =
PR, (2) PATHTA I LA 7 s nr s A%
FUBCRN b SCRBUBR IR B O o AT, I BLSCR LA
fe g ) S B AL AEORTY 4% 4 AU P B A4 o
Mo ZHEMPEAAAHE 2 £ (1) ATLAZEL i
5 44 3 AT 72 ik A R I AR i 53 255 i) R0 AL TG S
UK B B KA . (2) T LAMATAT 352 JF 46 93
BT o ORI, % TAFAEAE DL R BB (1) A BN
UEARAELXS 44 (R s o B, Bk 44 I FR BT B W 4R
WRHAFIBEHUE . (2) fERIT I 4 A2 77 X
W B TSRS B NE R B AR E I 1) . BLAR S0
KT S PAT — 52 S BRI AT T 73 2 %
12, ZJTIEI I ) F A ARG, (R X A% TAER
A RKK R B, HTRIG 2R, 75
SRR SR B AR A R K A%, 3) %Ik
FEREAUPAT 1, 38 30 B A A1 2 25 2 1R 250 B
IR I, S&AEPAT . X2 SE K2 ok $ sk )
P M BAE OB E B L2k

B0 0 R TR B O 23 B A A e [R] — A
DR )L el BREER YA U R) 2 TR R L . H AT
KT VSA Sk, lat v Sk e Aok
PREEN AT o AEDEIERE b, R SRS A E
R (BT AN A N ), T BR AT S R 75 5 KA 2
TE 75 A7 5P A7 (] 0 A% 16 SR B8 i 0000 L 1) T 5
R IAE 0 AR A AR P IR A 5B T A2 U5 )
Hi Rk I o] BR R Z A SR I
52 BAZHEAR

Debray 5P M H A6 AT AT AR W UK. E
NSRRI N L AW . E RS AR
R — A A AR ] BE (R Mok £ B G AE — k. TH
ik ST T b £ B SR A A7 AE A HR SR E A BT AT A
WHAMBRKZR. R, (1) &5 0 LB A R
LA VT ), DRI AN A B 2 A7 2B IS B &
Ky (2) W ASFFAEA TIPS AS R SCRLAH [
(I 0, RS AL A RIS ANY,
ERAALAT AT e L, X4 FECC R R R .

T SEBLE TR SCRUB AT, GuoiPOHE20054 5
— KA AV G AR bR SCRBUBORN S 38 98 UK
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TR AT T B, X T RN ARG, %
LAEMILUIVs (Unknown initial values)#& 7w ] it %
Hal 4 JR AL R ) (N AEL . UIVsh]
DURSIR S S HEAN T B BT 5 [A] @4, 'ERREE
ik A, WEE AR TR M R 5. Ik, 1T
PEA e il ], AT I R N R R 1] 3 Ay, IR
Tk 1) A% B LA I R ECER R AR v (Rl Y, aE
IEAR B F A SN S B IR R A R ] o TR, A
TSI TR SO M, SRR B R ) b 1
ok H0 F B 00 7 SO SR e B 4 7% R B 35 R
HOD AR BREON WA 2, B FE R n] i 2
kA A i A BT ) IR AL B B . 1%
B S YA R 3o R P B o 0 BB,
o U e AT BT SOR BB U FH R A UTVs ok 5k
R SCBUR T . B SE, SRR AR R A AR
FKAFRE A 44 K R o AH AR TTIEARAE LU NG (1)
P AF U7 0] R 700 44 43 B AN & S U ), JF HoRH 99 58
Bkt AR A, Q) ITEA IR KA A K UIVs
ZHABAMNA KR

XFT W AE VT R38R, 2 Hi I i 44 o A 7
LI BUE o A, JF BTk i i — B ARME
BTSSR R IR T ) P A7 HuhE, (HUE A REHE IR B
(Y BRI (1) P A7 07 ) ke, 4 e 5 44 o T
X} iZ%IA) %, Balakrishnan 2P AT VSA K0T
x86 FIFHAT SCAFrh IRy A A5 ), a8 It B R 0 B A
WAF VT IR E 215 B4 KR . H i
WOBRN | U . ESE AL b, Reps Al
Balakrishnan®*$2 11 56T VSA  HISGE 19 A A7 V5 el 43
WTT7¥ o %7V I SR AR 45 R YU S i R AR B T
SERIRIZEAY, DA R B e 45 0 A8 B (9 B 2 . kR
SN ARG o [N, 1207 VRS T bR RO T R POk
XAAFI ERSC, IS BN SCRUR AT . SR,
GEFET VSA, 4k VSA HIEA G 1HG. 785
T, S REBONE R

E 3B A B, VSA JE H AT 44 HAE
M) Z 77 BRILZ A, — S50 TAE 22 34AA)
FH 3 B s 6 181 779252k 43 A — 2k 11 1) 44 1) @ . Brumley
A Newsome™ K HI 3 38 45 1) 73, 18] Datalog
AR A W REI 0 44 K &R . Datalog % H T U5
(19 4% 23 B3 74, BRI, %7 RAEAE LA R B (1)
A bR SCBUBEE; ()1 TR TR AR R
{Eas (R Z BT e Wl aa e AR IR R AE, S BN A7V
v 22 1) (1) 01 44 DR AP AR AE R AR o

bR T RIRAR SR 4 o B T, IR TN
TOIF U 45 G UR BE 2 S BOARCKR R B 4 3 Hr e BE T

VSA SEIFRE 44 U FF ZAROA T Il ) BN
SCHED HH (17 A A7 ) P B 2R T (R AR . HEFRET
A JRFRED ). ARTITRE P IR S 1 AR A S B R A
SEHE XA VSA TCVEAHAR AR Er . B0
I, Guo Z5IOFE 2019 4F i H R FE 2 3 HE 4
DEEPVSA, il M2 Hi ) VSA 34 Hudb A7 51
E i I3 S SE F DR E R NS S HIE A S
Fi7 2 1T SUfE R HUk, SRR m] s 41 31 e 51 1) A
SRR RS Z RIMKBC R n, EiiE
A % 28 K T RF 4% Fi 21 [T U7 1) 119 P9 A7 IX 3,
M) VSA BE1T 51142 43 H7 -

FHLEF AR s AR E & 4 T heR, —
HEHIFR P P8 0 4 23 B BOR i 4k TR 28 B B, 461 4
VAR 142 55 0 4 AR, H TR R
HOIE B AT TAE. JF H 2 M 3k 6055 4 5
BT AR FEZET X x86 F2/7, Wifk/D e X ARM. MIPS
F1 PowerPC %5 ToT A =3 R N 202844 1 591 44 43 BT
WF9T A

6 ZHHFSHRITREAK

83 WAL TS PATEAR M AR, 4k
ST PATHARBRBE AR Bk, 75 2 HIFR P
ST, HETRE S BATER K 2 #8255 AT
FEARPAT IR G PATEAR 58218 S0 A A 6
BN T A,

Song 252175 2008 442 H BitBlaze — il /3 #F-
&, HALHE Vine. TEMU Al Rudder =AMZ D41
Forh, Vine & FFS T, K AR ek
[F1) 2 7~ 4 AR AU 8 40 BT R 5 AT S5 F A A BT b
AR; TEMU SEENA AT, SCOLANRLRE (1757 I
FBhAS ZHEGR I, ARG T S BRI 3 4575 £
M5 . Rudder 5T FF 5 HATFLEAAPAT 4T
A AR AL, WL B B A 55 3 R P AT AN R i
BN, IRBRFEFHAT 2 AR oy o H Ry
Pk HE, VIR SN UL, TR PUTIERE
1, Rudder AFA MO BRAEDR, o B AR D02 R4
i, i QEMUV AT %R 4 Rz, WIS
AR 1% 2 AR U B IR E U 7 5 3%
B ARG, N SO R A RO T S N
5, Rudder TRAF 1 HTIFHRATIRAS Had i B ARk P S5
P4 SOMATIR S %5 SRR 52, Rudder K
AP PA TR TR AR R S A —5 00 3 XET4F
SN F L, Rudder Bt 20 4Ok iR & STPIHH TS
Huhk(FYE . #5)5, Rudder il STP SKARAH N B 4211
P AR IR . Brumley 25P17E 2011 £}



Rl 55 IR RS O MR LR

BitBlaze FJERAS WA ER Vine HEAT EHT s v S0 — 3k
Hil93HT V- £5 BAP, i HSCHF x86/ARM 45 2 Fh 4L K .
Chipounov 25175 2009 4E4 H 1w —REHIFE
FE BT 5 AT HELE S2E, 10 i 78 757 5 P AT A1 FLAA
PAT Z B gk M D)4, [ I 4ERF RGDIRETERT 5
AR 2 1R] 0 e 48t >k S BIOOT B0 SR RS e (0
MRS e W% BBk A, AHLET
FEGIFT 5 AT, S2E ML v] LU BRI R /)
HB A FEAT R 5 BT 7 B (BEAUIRAT), T 4K
10K F HARBAT (AR HAT)  IX A& S2E REX 5 HAT
TSRS M IS8, . S2B T8 i 4% 75 8 4 Jik 5L
I ARPAT RO 5 AT 2 T () i R D)4 o 4275 B 460
F8 12 AT 9B W S O AE 2 SO AR — 5 4y
VOO S B ) B AT RIS F, A AT RS
PEANFF5 50 2 [ ) #e4e. FF H., S2E A8 I AH [ s
ORAFE AT 5 Jfls A B AR s, kR it BARS AT
FEWIAE AT S8R . S2E Sl 25 T QEMU K&
UKL KLEE 55404751477, sk S2E 1 Lh g
SRR, R EAAE— MR MR . Flhn, S2E A
AN XA AR 1 70 B e 2R A S 2
o) K2HImAKX &S RH ARM. MIPS.
PowerPC 4844, 1fi1 S2E H Ay 2 2 FF x86 242#4; (2) #H
T4 x86 Iy, R A& & ZFE 14
AT LR AR VO AZ T, HHT S2E Joikidh 2 A
[ AN B R, XS AT Z AT E, T2
S2E [ HARBATREJTIR AL, AT e A% e 7 5 BAT
() T L, 48] T B A2 M N 5 2= 55 B AR 2 SR A A
Cha %7178 2012 4E3R Pl &4 F 2 5307
ML FFF 5 AT AR A A 5 A THE L Mayhem.
Hr, 8 NS PAT 2 IR RAAE RN T Bk
PAT — R BEAL IR S PAT I FR A0, AT 5 Hi AT
IR TURIRZOF NS, Bl unRE A AT 2
AT AT R FETE A5 A 53 SCAL AR R AN AT 2 K
G S PAT AR ITRY, AT 8 #0A Sar AT
PRASIIFE DL, BT A ik . Mayhem R4 11
T 4 AR O] LK AHWAT FEANEE 25 e 1
WU AN, @REANZMEE K T, @RS
A% EFATA Z BT M 45 5 @ RSB REMRERT
SNAEHLIE . TSN A Z B S BAT HAS BE [ INF i
JEIX 4 AN . Mayhem 2800055 AR ST 2 (2
TR S AT IR S5 o (4 BN A . AR AR
2 26 b 8 MO T4 TR 3 SR A A AR AN AT
MR R 2 AR, YN A7 BRI FE2IA BIE I,
AP T A TE S PAT 2R PIRSE BRI Feih 4L
i PATIE IR RS, FREREH T — A PAT A R SR AR
BRI LA, AR e R 915 2T g aE ok 2 s P 3k
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R B AR AT HARFRIT, 76 9 aris #0575 AT
A A 1 SR SRR AR AT IR (BT A7 4% W AAE OS
RE), IEPATH IR 5 PATIRES, ghaP)H 34
ERFTHATIR R 2 045 - Mayhem 7847 R H 26
TR AT BT R AL L7575 PUAT B IRR R

SRR F

Shoshitaishvili 25475 2016 4F42 H IR 40T
HESE Angr, ‘&4 python T/ SHL I e BERERAL 1) T
U5 RERTHES, {4 ] Valgrind 1) VEX i) &R0,
Angr SEREEF ZHHIRETEAHA, BAEFFTHAT
RARFFGHAT ST TSR . Eda s
e ESENTER) I R ARG

BERHE A AT F T B0 R 7 UK ) BR ARG 11 1)
B, Yun 571 2018 AF B 1 F— AN PUE IR A P0AT 5 1 HE
28 QSYMYL I F S R IR A (1 4 4 0 3k (hybrid
fuzzing). VE -G IRABDRI IR Bl 3t 1) — iRl
WREEA, &5 AN AR A HAT IR 1%
MEEIA VRS PAT I IES: (1) S22 54
o IA IOVR A BAT 5 125 T v 8] 2 7 SE I (491 G
LLVM IR. VEX IR), ifj 1 [H] R/ HH 32 S 80
PORBER R 2 —; (2) BRI B T HEOH
M AN A S ZE AN LFE M, XFHHT
AN FH A8 R PR BTGV AE 55— A I R 491 v e B
SR, 3) S mA RGP A5 AL
SRAF T BUKTC LB 1 20 A LA A S B 29 2% 3 30
et 25, T BRABE A AT BT 2 s 1% . BExd
T 3NN, e SCHR 3 AN T (1) kR
P ) 38 7 B 40 J2 R B AR R AT 7 28 L Al i Fis A 2l
IR FF 5 PAT R S5 (2) B RRILIE TR
I HAAPAT R EBAMBIREE; (3) TEAF S AT I g
AT AP =R, I H U s R 20
I, RS MZ R, WX 3 N5k, 1% Sl
RHLPE = TIRG AT TR S BRI BC R% .

TE B o0 M b, AH B O U 23 A F0 i 44
SN, RS PATHOR LR A, 75 ToT % [l 442 42
AT AN N, SRR T Qemu i B sh A
[ 2 A MR ORI E T4 -5 BAT R0Y5 S5 0T 10 25
W PE TS B R H R S TR LLR A
PATH F o MIRAEPITHT ToT W& T, 7
B A T EBAR . B, HRTR S HATEAR
W H R Z 7 T 92T, SRR IE . 15
WAF VT ) $E 2 iR R RE 15

7 ZHHRSERITRAK
AT TR B I S L ST LS
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h 2 28 (D)EETEAR AT ST i, Q& T
RS PAT IR AT T SRR SO AAKE T
YRR FTRE R .
71 BETFHBERSTHBS SRR

AT S AT AT ATE SO i 23 BT (1 il B S,
T A 5 AR AR IS AR, BT A 1 )
FERRTG i o DRI, 75 RS AT IRDRS B R85 R T
EAC TR/ A | = RN

Rawat 2 AT — 3k ] AT RSP 1 3ot
PRI R R R R AS TG s T e 0TI RE 4 AT,
EITERET VSA, 1@k §7 £ i o A v HA AR
J 2510 5 A3 RN A U 1) HhoRE R 4, IR AR
(BRI o RALAETS Ao KT RERE M W, &5k
X oR HCE T, Ry AR T R 2 R [
VS o T R S S I R R (15 K43 T (]
YRR B IR BRI, 171536 VSA 532, VSA
(1) 3 ANERBE 2 S 30%TT s T RS NG G
IRIGH M, B, VSA SRR T B E A,
SR ARG s A R RRIE TG A, SR S

Xt ARM A 44T —#EHIFEE, Eom 2541 Choi
AR TSV H R S0 A ) 0 A ¥ a5 o W 7 ik,
5 m AR IR 3 S T AT R R T IEAK
srh ) R, TS AN ARM JE 4084347047
F2 2R R B MR ot TR, 4 A R S
IEAT PR, SRR e vh 27 A 45 A0 A8 5 1) AR,
T B ARE e SCRIS A= e R BE. SRS,
T8 7 ST FHBE TR BE AT 1A 3R v a5 B0 SR AT £ 9 ot
TR o 1235 80 T 7 A EEAROT SE PR Sk
H I 77 A4 sl 6 1) EL AR o SR TT, A 28 kAR
PR A IR O DR 7 /NG Wi - R e il
HERRR . PR, %5 v A B i SR PR

Feng 250U HH B0k — 3 B R s T4 8 100 2
75 130T T A Bintaint. % T H %0 BHUE: 15,
W R A, BT R BT IR A
HEAREE G JLR, TG sSIR T IR BT AR AT i B,
T I AT T ) 37N I 4 T Y SR AR F S N, TR
JIT A 45 G R AR B A gt v s L FRIA,
MY Gl il P o P — 4% ANV AU 21V A 2R A
kAR, JEEE RS AT T B Angr ™M AT %K 1% I
KARERARLIH, SRECA B, )5, i 5
R, G AR 7 e AT, 0 BTG AT SR AR
WERETT g o % TAESE R RS YS R T 7 R AR
JEE ), VAT 2 18 A7V T M ik 140 531 42 Tl 8 A R 4 1R
FH R EON 5 RAE IR 52, 25 R BTG 3% .

7.2 BEFHFSHITHERS SRR

TEEA IR AR T, 54T K
Je d IR HAT I e 22 (1) — MR o FERF 5 AT 1 2
fith b, Rk bRIC ok B v R ) B AR 8RS T
s, R R ) A5 5 AT, AT RUR B AR S8 BTG AL
oM. R S IATHAT TS 0 A L F S BT
DLIR R FARAE, R nT PLRERRT 548 JF AT 53ATH
P bk H AR A S W] DUAE — o R 2 E i vk B A il
N ALV 1) 2Z B R A

Redini %589 B 1K R AR S AT 075
MOHTITVE . H BB o8, 1&IEHNG A
B Fys sy 5 s, R BTR L B H2 0 F V5 SR 1
R S NI A LR, % Y R R 19
b B M — (15 sAR 2, LRAUEAH [R5 sR 7
ANRVRE 7 s B o s 9 I AR RS s s,
W R AR SHAT, HEMZREN L STIF6 5
Mo RARFF ST AT LLIEFE AT 2R BT LR AT,
AT S HATINER . AT S HAT D, 1ok
29 R AW e 5 4% B v mibsad, @lan, 1
i x, WA AN x<N, Hi N AR5
H, M2 x (75 RARBERE R . LERT 5 N Ak 2o A%
sk, RS AE RE R HAR L 2 AME I, %077
TERER/NIOAE, IXFERE R VFRT 5 PUAT IR R IR 1 %
1o IE HARIMFT S22 S4B ANF ME, XA
—E R BN A4 N AE VS 0] B R R

H i EE A 5% g 1 — kAT s A AR
FBIT VSA BEEAF ST, Hh T VSA Hk
(175 AT 52 2] VSA RS EEREm, &S8R E
(Rask v Gy 2 TR AR AT 5 AT IV s (e vs
ROURIIERE B2 BIPRE] . R ARARF5 PAT AR A
A CLMATAR] R AT 40 04T o 2 n 2R B A5 i
P A5 1 B BT i AT, W5 mE B Re AL 3% 214 1
e #, iR R RS 2, 2 FENE MK
O SiAh, Mg R R0 RS R AT L AR
I, BT R AR LTS5 AT 75 5050 AT 75 255 L8 % A%
BURL, B R AR RS ERE . O BUAH EE T 54 R i
AVG RN, R AT R B D B A T
A, 1% FlowDroid " fese Iy glUR . B R S0

T BRI G UK 1) e 28 AN R PEE PR 75 5 0
L H .

8 THHIBTSIMBRAERBILZMHH
W FH

CHERE S ST RARAEZ N, SR
Jr e A T R E R B



Rl 55 IR RS O MR LR

ARAE A T 2 st s et o A 25200 AR A AL
PE AT IR 400 SRl A g 82T

AR T RIE ST RN T2, (H2&7ER
053 N o B B RS TR R AR 5 1R AT St
XA T B RS 2 A RR R RS (1) R R
—o BlA ToT W& M K, PAK ToT B304 7w
DUIE H, 3 LA I e b i o A Al To T e 4 [
PRz A OC TAE K B 2 o X 28 T AR R i
38T AT TR TR S AT, IF HXEANR
FEARGEAT OB R 5y, 78 22 4 B A 58 H 5
PR R SR8 SO A B A T H AR A TR
LW 7 T PRI R o

Balakrishnan 258I7E 2005 424 A% x86 ik
FIFE P BRSO HTHELE CoderSurfer/x86, %5t 4]
AT VR WY SINWY X8 BRI A S AR T
AT I, ik 3k R R 23 B AR ACHS 43 B 16 X0,
DL A4 R MESE BT VSA 595 AEHEZE CoderSurfer/
x86 1, LA BN SEEAAR OB AT AR R W44
i R E S S Z RS TR

Cova %5 1E 2006 4 1 AR AT X x86 AT AT
7 I 2 T E AR5 PATER 75 52K (taint-style) U
TR J5 9% 0 155G, 1% 07 VA R v R 422 0k A R i) 42
VR A e se B s B o 6 T I 2k, il s
) B ) B Bk % R R e, TR, E R =
TERE R R BT R T o IR, 1% IR R B RO
()22 5 A VG L, IR S BT AL RV sbsad, JFAE
¥ ISR RIS s e 2 1 20 e TG 2 Ak Bk
IV AR %I, HkHErR 2L system M1 popen {124
75 RO AL BRI iy 2 AN . Ok T SR
PRPENE, &7k R B 07k, BV 5 A
main BTG RS RGP A A . X To0) 44 1) R,
ZO7 R i vty 38 BT AN AT A
A7 MBS ) AN R () N AFA B o SR, AR 2 TR I 5
IR

X T80 R, Wang 28U %17E 2009 4F42
BEXT x86 g il B e 1) A K v s T A I T R
IntScope, HoAZ /O AR 1 755 PAT R 5 e AT R
Bk F Vg RO R PR B AR AR, KAy A
i A 5 FH T 22 A OB A (19 L 3 PN A7 23 TE o 2
malloc [JR/NSE. WAFR GG LRI LI AT
PG R B AT 2 AR A DAB I B o 1Tk
I A AT AR L B T p Y B IA 2 A U ERAE ST
AR BIRLT 5 AT AR ) 0, A o A i H
H A AT i ), Zhang ZE0OU7E 2015 A4
ok () #E G S A T INDIO, 3 %2 T 2 1

291

R ER AT BT R BTG AR B 2 A U AR AT
BEERAT, TIPS G HE R B 59 WY B A AR S
BRiR I M4, Rl S2E 7575 AT IR 43 ]
SEMIE /2. MILE IntScope, INDIO fg BRI IR R E I K
TR 5 22 (1 R 5800 HE R

Cheng 261" 2011 4E42 H AT x86 — HEHil 4
() T 2 ()75 RRIRIAAS I T H LoongChecker.
FERERE Y AT, 1207 1 e TE e R HE R K R
T AE A B 2R Ao dh b Bk 3R A A AR SREF A, Lk
WIS 1) VIR K R R 4 43 R kR B AR DG
(844 LU R EFR AR AR DG AR A4, T UGE
VSA Fk R EAS SR SRS T RE L (b hEAY, JF
SE A BRI o AT SR R AR AR R ) B
W, 5o AR R B R A I, A B BRI IR ik
SHNR T LS A N KR, DR R B S
A JR AR e DL ST G 5 SCRIE FH 45 o AE it R R) 4
Freh, SRACB TR~ b Er T, AP
C1 S URAT 52 2 (LGS 55 J50R () A4S JR AR )
GE A AR AR 11 B8 397 o 1A v 50 22 b R aR ik TE 2
AR, R AE TS s 2R s A DU b st
FETTAFAEIR « LoongChecher 7 3 MNESFEFH R I
3 ANCAITRIAA 2 A 0-day il ARIMTZ T AFAELL
B (1) AR SR R R T ()
BeAT 25 FE T FH pR EORR FH R B B i s, (3)
RN VSA 503%, TCikfiv ST S50
FREHA R Z EREI 4 KR

Rawat 25578 2011 4EH L T ER ST A
(195 s R IAT I 7 7%, ALl VSA 5k
SR BB bR SCRBUBR RS R T O TS T
LS KRR 40 BT, Rawat AU OTSCH &4 b
QSN R 7] D R e S0 8 B W s T |
A TRURK R AR AE DG IR oR B, S BT AN
bR T 32 PR I ) . BAR RS T R R
B8 U0 R 7 30 0] LS v 1 o0 i 7 5 ek K AL R
FE M R, B D) R R R I, &%
PN AIVNEEE B

Shoshitaishvili Z°77E 2015 4F ¥ Vo H B [ 4
THERI TR BT HR A IE Se i T A 31k
R 77k, HoAZ O AR R 755 PATIR R IP A
F R BREBORR 7 s(A H PINIE G A RE R IR R
ROIETA B4z, T I SR AR 6 450 240 ROR J BT A2 15 A7
INESE L Pl o G H B 42 2 R mT i o FLSR g 1 4
REfEME— FLAR1E, AR BIARFBURE T s BT 5 (3N
Al B E e, A SO N R B AR A AR IR
S Uil AR, % TARAAAE LA RS fa: (1) FREANL



292 Journal of Cyber Security 15 JF\V% 42441, 2026 1 H, H 114, 11

feE R T i (2) T Rl AR VR i S B AR AT
AR LRIV SR AR R«

Cheng 2775 2018 4F 2 H L 2 b U5 5 AT
AN AR 5 2 3B 1) B A 2B ik, AR R
SEEAET RN 38 2 A 14095 55 284000 T2 DTaint,
1E 6 ANEAFFEA |, DTaint &L 21 AN, b ds
13 4> 0-day 9, ERGZ A 24.7%. Lin 2 2019
P EE T4 B T SO VSA 7k, ISl R A
FR Y RVSA KA A W A7 I, 1F Netgear i H1 4%
(¥ httpd —BEHIFEREF R BL 25 4 0-day i, HEH
Ky 27.0%, FHEL Angr-VSA (1] 12.8% I HER %4 B
P

Redini Z5U7E 2017 432 X T FHL B % P51 5
FEF¥(bootloader) ) %4> 43 #T T H BootStomp, A%
SRR I K AR5 PAT RO SE I 2 EAR S 1T
RS 5 | 2 AR T KR « BootStomp 7 5 A
ARG SREFR R 7 N, KPR 6 4
0-day Wil A1 1 A~ Al #EFIZEA 38.3%. Redini
2RISR 2020 4 W %5 5 HTHOR SEHLE KR
SV A [ 22 A E R ()28 1) R S U T
Kl T H. KARONTE. HAZ L JEAR A SR 2 A 3 4b
SR L S IR, B reev R
X 2 Bt TR RE s Pl I 1RO 2 AN 1R P 2 )
HEFRAE B Z M AR B e s TR s Ay
TR B 22 A 3R e 2 18] 0 500 A 2 P AL
H3EUNH . KARONTE AR A 7 MAHE) R
() 53 AN AEAS, I 51 AN (DDoS L% i X it
), P ass 17 AN TR A 34 A2 1k
A ER, HER# A 58.6%. BootStomp fll KARONTE

H R R L RAF 5 PAT R BEAT V5 s AT, 2R A
S5 AT A5 A6 1 B AT R E BB 3 AN RO
FHF FSE KRR o0 HT o SR0T, RS H47 H
TG BT S AR DL NG (1) B RS E Ay
TE 4 KR, RYRFF 5 IAT 22 F BRI5 Je 1)
(2) TCIEEEMNE WLEG Is, B4 recv/read 55 PR EL,
FEAT T 05 BT AR e TR T B R e kT
BRI 0. e KARONTE oy, H %2
T 3 R0 2% G R A S (I T soap HTTP) AN A
o AR, BRI ITES RS NI IREN—E
(R . I HE R v i Bhm st N T3 H s
AR R S A M S IR s 5 SRS

FH LG = HEIRE 7 s A A I A, — bR
J B A U ST I A AR G820, 5% 1 s V) 2 4
FEER X . A BHGE . RVIGR AR
O NIES RIS, Hh G TAERAE TG 2k
TR ARSI, Ry a5 A T s U Y AR
28 1o I AR BT 3 B0 — R o

CHEHIR IS AN 2 R T O A
WM T ESZILI G132 2 s, Fedl 10X S 15 ek
Y/ s 1 7 VT = 5 5 < P ) 1 o .
I GRS B 4 i e — 1 b R 3R OR, SRR T
RN AT RE 0 M . H AR 2 BT U5 1 — 1t 61 4y
BT T H SRR 28 Lh i 4 1T, B35 x86. ARM.
MIPS. PowerPC %5 EUtMNAH . 7Efmin LA, —ik
HIERAS D HTIT T TAE 2 220 Angr S 77540
AT H ARSI RN 3K % [ D VR S, 3 A
HE T2 5 AT S I0 B U 2 B A 4 e AU LA
Y S ET= % N

F2 ZHFIBRSOMIEURMBXNALSE
Table 2 the summary of binary static analysis tools and its applications
TH JIBAR SO iR . FFU5
A IR, AR B 530,
CodeSurfer/x86”Y  VSA. % i EZD 86 & IR i
odeSurfer/x LGS T TN BB T X H & X S @
LoongChecker"”! VSA. ¥t T, #5800 x86 REIL IR SRR 7
IntScope!"*” AT T RS PAT x86 g IR MO R A 0 B
x86/MIPS
BinNavi'" BRI T JARM  REIL IR" ¥5 SRR A 810%) 7
/PowerPC
x86/MIPS " A .
- N TIE: 75 H 45 M F 2R A i 47 187
BAPP FFSHAT. VSA(HRTHIZFF x86)  /ARM BAP IR Iiﬁﬁ ;/m j%f :r;( [7% P
PowerPC Saluki: ¥75 s S T S U
S2EH R SHAT x86 LLVM IR INDIO: ¥t H Vi Ao P
S6IARM DTaint: [ 44H5 25 ORI, Firmalice: [
Al VSA. BT AT, K MIPS VEX IRD¥ LSRRI, BootStomp: THLII SFF
£ ARFE AT, SR R o8 JEIRIICY, KARONTE: [ fE% “3HIc il

Rz




Rl 55 IR RS O MR LR

9 SBEE5REE

FAS T HARAVE AT 40T R EE 3, A
FEBARTAIHT BT FF 5 AT RS TE 5
MR, FEJRARAS 20 B b B A AR i B i 2
fith AR 28 L (R 0905 o ARIMIASSE ), 6 1B IR 70y
BT, A HTE R R A M8 . AR 45 A
TR (1) A EEIEARRS, BBV gm A R A A
RS 2 MEE 45 M55 UE R M E K, HES
HUR 2 2 J (5 ARRS # A8 0 M VL VR S
ZHERIET, (2) EARSE PC R L, AHELERS T,
BNAS S AT AN T 22 18 ) 4 5 W R [R) B2 8 FH X PR A
AT S ) B S FLAE R TR T, g SRR
BEZMERFRAT TN A HERR A1 55,
PASAR IR o T A S BT R K, 3
BRI N AN O NS T bl <o ST AER N

R AT D) T PR R R 5 T V2 N FH 4 — b il
A A kB Pk S F ok, HRBEAE WA (DIoT
W B ZREAR 50 . ANRIMERE R S8,
PRI KZIEET C 85 TP R LLSCE 64 SR
FISCRY 5 s AR IRARAL BT AR A sh & MR
HAKIGH T 10T W EF 24504, (2) BARHTT
ToT BE4& BEE 0 BB AL Bh &M i T RE, I
WA 2R SRS, EE T LR T IR PR
i, T 1A B B A 2 BT JE 2 SE BRI
() ToT P44 AT 2400 HT « MLLBhATS S HT, WS
SIHTHI 3 M, FE(D) RS R, (2) A
THARREN, 3) E& Ak, A5 S HE &S
T B8 AR eI B SR 1) ToT 4% 1122 4 i) 1

T R A AT R R T B R A AT
WA HT TR HAT BTG TS o, W
THERIBAR T MY, A R ) AV IR 2
(] (B R R, Bk 5 44 IR (HAE 0 HT VSA 5%,
X3 4 i, BT IR RS VSA
S SR B Mk AR R I 4 G R . H
FE 3275 59 4 43 A 7 T M B D AR O T AR ST k)
RS PAT, H T LA SRS AT R AR AT A &5 &
PVRAHAT A B, IF HA A D e H3AT i) T U5 AE
% S2E. BAP. Angr Ml QSYM, 7F IoT ¥+ [l {2
ST TR — e k. (HIRA TS AT
T ToT WA M IHAR, J&T3h& 0T XFF ik
BTG 0T, H i EE T R R b 1 ST
PO BT R T 755 BAT 1 B A TS5 s b, Soh
FELE IS VSA SRS 5T, A7 AR5 YL in)
Jei B I R RS AT ST s AR R, AP AE

293

YSEE QLT

HH, BAVEIESER I a0 75530
AT AR5 )0 AT R 0 8V A Mgt e ) 12 14 1
T, i 2D S 2 A DU e SR i 1 A A
RAFDRIEEZ I, RS AT iR % k. H
P, UITIEAFELLC TR (1) ANE A SRR 7
Brs (2) HTAAERT S P AE Ik, ARMEAERf b BRI
faET; 3) SEbsrh AR 2 [ M H 1 H Ar btk 2 MTH]
FURIAAER, TR LI AR X IR A o

AR, 2 AT R A T AR BT
PIA BB BOR: i, EAE T VSA F7F
TPAT, B VSA MFFSPATEAF RS, fER X E
SRR o b o, #RTCVEUE R BOR AR E, 7T Y
FIEAN T 0 T, b A 2 0 A i s (0 Y A 5%
BBkt Rl 44 ) BURT R4 R ) L, AR B AR
Uf (Ao s 58 o TR, BRATTIA R AR R X 2t R 2
I3 AT AR SR A N A AT 9 S 0 v A LR ) )
A0 M SR LA R R ) 2 o P W B2 5 i, AR B
fill BRI TCEAE R T AT R TR ROR

225 3Rk

[1] Statista. Internet of Things (IoT) active device connections in-
stalled base worldwide from 2015 to 2025[Z]. https://www.statista.
com/statistics/1101442/iot-number-of-connected-devices-worldwid
e/. Dec. 2020.

[2] Song D, Brumley D, Yin H, et al. BitBlaze: A New Approach to
Computer Security via Binary Analysis[C]. International Confe-
rence on Information Systems Security. Berlin, Heidelberg: Sprin-
ger, 2008: 1-25.

[3] Brumley D, Jager I, Avgerinos T, et al. BAP: A Binary Analysis
Platform[C]. International Conference on Computer Aided Verifi-
cation. Berlin, Heidelberg: Springer, 2011: 463-469.

[4] Shoshitaishvili Y, Wang R Y, Salls C, et al. SOK: (State of) the Art
of War: Offensive Techniques in Binary Analysis[C]. 2016 IEEE
Symposium on Security and Privacy, 2016: 138-157.

[5] Dinaburg A, Ruef A. Mcsema: Static translation of x86 instructions
to llvm[C]. ReCon 2014 Conference, 2014.

[6] Ravipati G, Bernat A R, Rosenblum N, et al. Toward the decon-
struction of Dyninst[J]. Univ. of Wisconsin, technical report, 2007:
32.

[7] Wang S, Wang P, Wu D H. Reassembleable Disassembling[C]. The
24th USENIX Conference on Security Symposium, 2015: 627-642.

[8] Wang S, Wang P, Wu D H. UROBOROS: Instrumenting Stripped
Binaries with Static Reassembling[C]. 2016 IEEE 23rd Interna-
tional Conference on Software Analysis, Evolution, and Reengi-
neering, 2016: 236-247.

[9] Ghidra[Z]. https://www.nsa.gov/resources/everone/ghidra/. 2019.

[10] Radare2[Z]. https://github.com/radareorg/radare2/tree/5aldf188.2019.
[11] Zynamics. BinNavi binary code reverse engineering tool[Z].

https:// www.zynamics.com/binnavi.html. 2020.



294

[12]

[13]

[14]

[15]

[16]

[17]

(18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

Journal of Cyber Security 15 JF\V% 42441, 2026 1 H, H 114, 11

BINARYNINJA: A reverse engineering platform[Z]. https://binary.
ninja/. 2020.

IDA: About - Hex-Ray[Z]. https://www.hex-rays.com/products/
ida/ index.shtml. 2020.

Andriesse D, Chen X, van der Veen V, et al. An In-Depth Analysis
of Disassembly on Full-Scale X86/X64 Binaries[C]. The 25th
USENIX Conference on Security Symposium, 2016: 583-600.
Meng X Z, Miller B P. Binary Code is not Easy[C]. The 25th In-
ternational Symposium on Sofiware Testing and Analysis, 2016:
24-35.

Pang C B, Yu R T, Chen Y H, et al. SoK: All You ever Wanted to
Know about X86/X64 Binary Disassembly but were Afraid to
Ask[EB/OL]. 2020: arXiv: 2007.14266. https://arxiv.org/abs/2007.
14266.

Lattner C, Adve V. LLVM: A Compilation Framework for Lifelong
Program Analysis & Transformation[C]. The International Sympo-
sium on Code Generation and Optimization: Feedback-Directed
and Runtime Optimization, 2004: 75-86.

Nethercote N, Seward J. Valgrind: A Framework for Heavyweight
Dynamic Binary Instrumentation[C]. The 28th ACM SIGPLAN
Conference on Programming Language Design and Implementa-
tion, 2007: 89-100.

REIL - Reverse Engineering Intermediate Language[Z]. https://
www.zynamics.com/binnavi/manual/html/reil language.htm. 2020.
Psi: A platform for secure static binary instrumentation[Z]. http://
www.seclab.cs.sunysb.edu/seclab/psi/. 2019.

Uroboros github repo[Z]. https://github.com/s3team/uroboros/tree/
986353¢0. 2019.

Dyninst github repo[Z]. https:/github.com/dyninst/dyninst/ tree/
5d2ddacb. 2019.

GNU. Index of /gnu/binutils[Z]. https:/ftp.gnu.org/gnu/binutils/.
2019.

Mcsema github repo[Z]. https://github.com/lifting-bits/mcsema/
tree/62a1319e. 2019.

Angr github repo[Z]. https:/git-hub.com/angr/angr/tree/76da434f.
2019.

Bap github repo[Z]. https://github.com/BinaryAnalysisPlatform/
bap/tree/cfeacbfc. 2020.

van der Veen V, Goktas E, Contag M, et al. A Tough Call: Mitigat-
ing Advanced Code-Reuse Attacks at the Binary Level[C]. 2016
IEEE Symposium on Security and Privacy, 2016: 934-953.

Kim S H, Sun C, Zeng D R, et al. Refining Indirect Call Targets at
the Binary Level[C]. Proceedings 2021 Network and Distributed
System Security Symposium, 2021.

Wang X F, Zhao K J, Tian Z W. Research of key techniques in data
flow analysis[J]. Computer Science, 2005, 32(12): 91-93.

(AN, Boef, WM. BRmR KRBT ]. 7
FHLFI 2005, 32(12): 91-93.)

Reps T, Horwitz S, Sagiv M. Precise Interprocedural Dataflow
Graph Reachability[C]. The 22nd ACM
SIGPLAN-SIGACT symposium on Principles of programming
languages, 1995: 49-61.

Zheng X, Rugina R. Demand-Driven Alias Analysis for C[C]. The

Analysis  via

35th Annual ACM SIGPLAN-SIGACT Symposium on Principles of

[32]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[45]

[46]

[47]

Programming Languages, 2008: 197-208.

Weihl W E. Interprocedural Data Flow Analysis in the Presence of
Pointers, Procedure Variables, and Label Variables[C]. The 7th
ACM SIGPLAN-SIGACT symposium on Principles of program-
ming languages, 1980: 83-94.

Andersen L O. Program Analysis and Specialization for the C Pro-
gramming Language[D]. Diss. University of Cophenhagen, 1994.
Steensgaard B. Points-to Analysis in almost Linear Time[C]. The
23rd ACM SIGPLAN-SIGACT symposium on Principles of pro-
gramming languages, 1996: 32-41.

Zhang, Ryder B G, Landi W. Program Decomposition For Pointer
Aliasing: A Step Towards Practical Analyses[C]. The 4th Sympo-
sium on the Foundations of Software Engineering, 1996.

Shapiro M, Horwitz S. Fast and Accurate Flow-Insensitive
Points-to Analysis[C]. The 24th ACM SIGPLAN-SIGACT sympo-
sium on Principles of programming languages, 1997: 1-14.
Chatterjee R, Ryder B G, Landi W A. Relevant Context Infe-
rence[C]. The 26th ACM SIGPLAN-SIGACT symposium on Prin-
ciples of programming languages, 1999: 133-146.

Choi J D, Burke M, Carini P. Efficient Flow-Sensitive Interproce-
dural Computation of Pointer-Induced Aliases and Side Effects[C].
The 20th ACM SIGPLAN-SIGACT symposium on Principles of
programming languages, 1993: 232-245.

Emami M, Ghiya R, Hendren L J. Context-Sensitive Interproce-
dural Points-to Analysis in the Presence of Function Pointers[C].
The ACM SIGPLAN 1994 conference on Programming language
design and implementation, 1994: 242-256.

Deutsch A. Interprocedural May-Alias Analysis for Pointers:
Beyond k-Limiting[C]. The ACM SIGPLAN 1994 Conference on
Programming Language Design and Implementation, 1994:
230-241.

Wilson R P, Lam M S. Efficient Context-Sensitive Pointer Analysis
for C Programs[C]. The ACM SIGPLAN 1995 Conference on Pro-
gramming Language Design and Implementation, 1995: 1-12.
Wang L, Li F, Li L, et al. Principle and practice of taint analysis[J].
Journal of Software, 2017, 28(4): 860-882.

(B, &4, B8R, 55, 75 s BT BOR IR Js 230 52 B S H (7).
HfESAR, 2017, 28(4): 860-882.)

Ye Z B, Yan B. Survey of symbolic execution[J]. Computer
Science, 2018, 45(S1): 28-35.

(&R, TR AT AT RT R GIR D). o AL FI ., 2018,
45(S1): 28-35.)

Schwartz E J, Avgerinos T, Brumley D. All You ever Wanted to
Know about Dynamic Taint Analysis and Forward Symbolic Ex-
ecution (but might Have been Afraid to Ask)[C]. 2010 IEEE Sym-
posium on Security and Privacy, 2010: 317-331.

Majumdar R, Sen K. Hybrid Concolic Testing[C]. 29th Interna-
tional Conference on Software Engineering, 2007: 416-426.
Godefroid P, Klarlund N, Sen K. DART: Directed Automated
Random Testing[C]. The 2005 ACM SIGPLAN Conference on
Programming Language Design and Implementation, 2005:
213-223.

Cadar C, Ganesh V, Pawlowski P M, et al. EXE: Automatically

generating inputs of death[J]. ACM Transactions on Information



Fedl

[48]

[49]

[50]

[51]

[52]

[53]

[54]

[55]

[56]

[57]

[58]

[59]

[60]

[61]

[62]

[63]

[64]

[65]

S IR RS O MR SRR

and System Security, 2008, 12(2): 1-38.

Chipounov V, Georgescu V, Zamfir C, et al. Selective symbolic
execution[C]. The 5th Workshop on Hot Topics in System Depen-
dability, 2009.

Ramos D A, Engler D. Under-constrained Symbolic Execution:
Correctness Checking for Real Code[C]. 24th USENIX Security
Symposium, 2015: 49-64.

Heintze N, Tardieu O. Demand-driven pointer analysis[J]. ACM
SIGPLAN Notices, 2001, 36(5): 24-34.

Sridharan M, Gopan D, Shan L X, et al. Demand-driven points-to
analysis for Java[J]. ACM SIGPLAN Notices, 2005, 40(10): 59-76.
Spdth J, Nguyen Quang Do L, Ali K, et al. Boomerang: De-
mand-driven Flow-and Context-Sensitive Pointer Analysis for Ja-
va[C]. 30th European Conference on Object-Oriented Program-
ming, 2016.

Sui Y L, Xue J L. Value-flow-based demand-driven pointer analy-
sis for C and C[J]. IEEE Transactions on Software Engineering,
2020, 46(8): 812-835.

Jaiswal S, Khedker U P, Chakraborty S. Bidirectionality in
flow-sensitive demand-driven analysis[J]. Science of Computer
Programming, 2020, 190: 102391.

Debray S, Muth R, Weippert M. Alias Analysis of Executable
Code[C]. The 25th ACM SIGPLAN-SIGACT Symposium on Prin-
ciples of Programming Languages, 1998: 12-24.

Guo B, Bridges M J, Triantafyllis S, et al. Practical and Accurate
Low-Level Pointer Analysis[C]. International Symposium on Code
Generation and Optimization, 2005: 291-302.

Balakrishnan G, Reps T. Analyzing Memory Accesses in x86 Ex-
ecutables[C]. International Conference on Compiler Construction.
Berlin, Heidelberg: Springer, 2004: 5-23.

Reps T, Balakrishnan G. Improved Memory-Access Analysis for
x86 Executables[C]. International Conference on Compiler Con-
struction. Berlin, Heidelberg: Springer, 2008: 16-35.

Brumley D, Newsome J. Alias analysis for assembly[R]. Technical
Report CMU-CS-06-180, Carnegie Mellon University School of
Computer Science, 2006.

Guo W, Mu D, Xing X, et al. DEEPVSA: Facilitating Value-set

Analysis with Deep Learning for Postmortem Program Analysis[C].

28th USENIX Security Symposium, 2019: 1787-1804.

Arzt S, Rasthofer S, Fritz C, et al. FlowDroid: Precise Context,
Flow, Field, Object-Sensitive and Lifecycle-Aware Taint Analysis
for Android Apps[C]. The 35th ACM SIGPLAN Conference on
Programming Language Design and Implementation, 2014:
259-269.

Cifuentes C, van Emmerik M. Recovery of Jump Table Case
Statements from Binary Code[J]. Science of Computer Program-
ming, 2001, 40(2/3): 171-188.

De Sutter B, De Bosschere K, Keyngnaert P, et al. On the Static
Analysis Of Indirect Control Transfers in Binaries[C]. The Interna-
tional Conference on Parallel and Distributed Processing Tech-
niques and Applications, 2000, 2: 1013-1019.

Reinbacher T, Brauer J. Precise Control Flow Reconstruction Us-
ing Boolean Logic[C]. The ninth ACM international conference on
Embedded software, 2011: 117-126.

Chen D D, Egele M, Woo M, et al. Towards Automated Dynamic

[66]

[67]

[68]

[69]

[70]

[71]

[72]

[73]

[74]

[75]

[76]

[77]

[78]

[79]

[80]

[81]

[82]

295

Analysis for Linux-Based Embedded Firmware[C]. 2016 Network
and Distributed System Security Symposium, 2016: 1-16.

Lerch J, Spith J, Bodden E, et al. Access-Path Abstraction: Scaling
Field-Sensitive Data-Flow Analysis with Unbounded Access Paths
(D)[C]. 2015 30th IEEE/ACM International Conference on Auto-
mated Software Engineering, 2016: 619-629.

Amme W, Braun P, Thomasset F, et al. Data dependence analysis
of assembly code[J]. International Journal of Parallel Program-
ming, 2000, 28(5): 431-467.

Balakrishnan G, Reps T. WYSINWYX: What you see is not what
you eXecute[J]. ACM Transactions on Programming Languages
and Systems, 2010, 32(6): 1-84.

Lakhotia A, Boccardo D R, Singh A, et al. Context-sensitive anal-
ysis without calling-context[J]. Higher-Order and Symbolic Com-
putation, 2010, 23(3): 275-313.

Anand K, Elwazeer K, Kotha A, et al. An Accurate Stack Memory
Abstraction and Symbolic Analysis Framework for Executables[C].
2013 IEEE International Conference on Software Maintenance,
2013: 90-99.

Cheng K, Li Q, Wang L, et al. DTaint: Detecting the Taint-Style
Vulnerability in Embedded Device Firmware[C]. 2018 48th An-
nual IEEE/IFIP International Conference on Dependable Systems
and Networks, 2018: 430-441.

Gotovchits I, van Tonder R, Brumley D. Saluki: Finding
Taint-Style Vulnerabilities with Static Property Checking[C]. 2018
Workshop on Binary Analysis Research, 2018.

Balatsouras G, Ferles K, Kastrinis G, et al. A Datalog Model of
Must-Alias Analysis[C]. The 6th ACM SIGPLAN International
Workshop on State of the Art in Program Analysis, 2017: 7-12.
Smaragdakis Y, Balatsouras G. Pointer analysis[J]. Foundations
and Trends in Programming Languages, 2015, 2(1): 1-69.

Ganesh V, Dill D L. A Decision Procedure for Bit-Vectors and Ar-
rays[C]. The 19th International Conference on Computer Aided
Verification, 2007: 519-531.

Bellard F. QEMU, a Fast and Portable Dynamic Translator[C]. The
annual conference on USENIX Annual Technical Conference, 2005:
41.

Cadar C, Dunbar D, Engler D R. Klee: Unassisted and Automatic
Generation of High-coverage Tests
Pro-grams[C]. OSDI, 2008, 8: 209-224.
Cha S K, Avgerinos T, Rebert A, et al. Unleashing Mayhem on Bi-
nary Code[C]. 2012 IEEE Symposium on Security and Privacy,
2012: 380-394.

Yun I, Lee S, Xu M, et al. QSYM: A Practical Concolic Execution
Engine Tailored for Hybrid Fuzzing[C]. The 27th USENIX Confe-
rence on Security Symposium, 2018: 745-761.

for Complex Systems

Zaddach J, Bruno L, Francillon A, et al. Avatar: A Framework to
Support Dynamic Security Analysis of Embedded Systems’ Firm-
wares[C]. Proceedings 2014 Network and Distributed System Se-
curity Symposium, 2014: 1-16.

Redini N, Machiry A, Das D, et al. BootStomp: On the Security of
Bootloaders in Mobile Devices[C]. 26th USENLX Security Sympo-
sium, 2017: 781-798.

Redini N, Machiry A, Wang R Y, et al. Karonte: Detecting Insecure
Multi-Binary Interactions in Embedded Firmware[C]. 2020 IEEE



296

[83]

[84]

[85]

[86]

[87]

[88]

[89]

[90]

[91]

[92]

[93]

[94]

Journal of Cyber Security 15 JF\V% 42441, 2026 1 H, H 114, 11

Symposium on Security and Privacy, 2020: 1544-1561.

Rawat S, Mounier L, Potet M L. Static taint-analysis on binary ex-
ecutables[J]. 2011.

Eom K J, Choi C H, Paik J Y, et al. An Efficient Static
Taint-Analysis Detecting Exploitable-Points on ARM Binaries[C].
2014 IEEE 33rd International Symposium on Reliable Distributed
Systems, 2014: 345-346.

Choi Y H, Min J W, Park M W, et al. A Framework of Static Ana-
lyzer for Taint Analysis of Binary Executable File[C]. Information
Technology Convergence. Dordrecht: Springer, 2013: 185-192.
Feng Z N, Wang Z Y, Dong W Y, et al. Bintaint: A Static Taint
Analysis Method for Binary Vulnerability Mining[C]. 2018 Inter-
national Conference on Cloud Computing, Big Data and Block-
chain, 2019: 1-8.

Lee J H, Avgerinos T, Brumley D. TIE: Principled Reverse Engi-
neering of Types in Binary Programs[C]. The Network and Distri-
buted System Security Symposium, 2011.

ElWazeer K, Anand K, Kotha A, et al. Scalable Variable and Data
Type Detection in a Binary Rewriter[C]. The 34th ACM SIGPLAN
Conference on Programming Language Design and Implementa-
tion, 2013: 51-60.

Balakrishnan G, Reps T. DIVINE: DlIscovering Variables IN Ex-
ecutables[C]. International Workshop on Verification, Model
Checking, and Abstract Interpretation. Berlin, Heidelberg: Sprin-
ger, 2007: 1-28.

Noonan M, Loginov A, Cok D. Polymorphic Type Inference for
Machine Code[C]. The 37th ACM SIGPLAN Conference on Pro-
gramming Language Design and Implementation, 2016: 27-41.
Wang R Y, Shoshitaishvili Y, Bianchi A, et al. Ramblr: Making
Reassembly Great again[C]. Proceedings 2017 Network and Dis-
tributed System Security Symposium, 2017.

Hu X, Shin K G. DUET: Integration of Dynamic and Static Ana-
lyses for Malware Clustering with Cluster Ensembles[C]. The 29th
Annual Computer Security Applications Conference, 2013: 79-88.
Zhang C, Song C Y, Chen K Z, et al. VTint: Protecting Virtual
Function Tables’ Integrity[C]. Proceedings 2015 Network and Dis-
tributed System Security Symposium, 2015.

Prakash A, Hu X C, Yin H. VfGuard: Strict Protection for Virtual
Function Calls in COTS C++ Binaries[C]. Proceedings 2015 Net-

Bl T 2014 FAEPERH R A
BHRE SR LIRS 2 0. B
rp R 2 B A B TR 9T BT W) 4% % [A) 22

o S 2 HFTTAERCY ToT %
“—d

A A A LA TGS 3
A, AT, BT IR
248 . Email: chengkai@iie.ac.cn

[95]

[96]

[97]

(98]

[99]

[100]

[101]

[102]

[103]

[104]

work and Distributed System Security Symposium, 2015.
Chandramohan M, Xue Y X, Xu Z Z, et al. BinGo:
Cross-Architecture Cross-OS Binary Search[C]. The 2016 24th
ACM SIGSOFT International Symposium on Foundations of Soft-
ware Engineering, 2016: 678-689.

Brumley D, Newsome J, Song D, et al. Towards Automatic Gener-
ation of Vulnerability-Based Signatures[C]. 2006 IEEE Symposium
on Security and Privacy, 2006: 15-16.

Shoshitaishvili Y, Wang R Y, Hauser C, et al. Firmalice - Automat-
ic Detection of Authentication Bypass Vulnerabilities in Binary
Firmware[C]. Proceedings 2015 Network and Distributed System
Security Symposium, 2015.

Balakrishnan G, Gruian R, Reps T, et al. CodeSurfer/x86—A Plat-
form for Analyzing X86 Executables[C]. The [4th international
conference on Compiler Construction, 2005: 250-254.

Cova M, Felmetsger V, Banks G, et al. Static Detection of Vulnera-
bilities in X86 Executables[C]. The 22nd Annual Computer Secu-
rity Applications Conference, 2006: 269-278.

Wang T, Wei T, Lin Z, et al. IntScope: Automatically Detecting
In-teger Overflow Vulnerability in X86 Binary Using Symbolic
Exe-cution[C]. Network and Distributed System Security Sympo-
sium, 2009.

Zhang B, Feng C, Wu B, et al. Detecting Integer Overflow in
Windows Binary Executables Based on Symbolic Execution[C].
2016 17th IEEE/ACIS International Conference on Software En-
gineering, Artificial Intelligence, Networking and Paral-
lel/Distributed Computing, 2016: 385-390.

Cheng S Y, Yang J, Wang J J, et al. LoongChecker: Practical
Summary-Based Semi-Simulation to Detect Vulnerability in Bi-
nary Code[C]. The 2011IEEE 10th International Conference on
Trust, Security and Privacy in Computing and Communications,
2011: 150-159.

Rawat S, Mounier L, Potet M L. LiSTT: An Investigation into Un-
sound-Incomplete yet Practical Result Yielding Static Taintflow
Analysis[C]. 2014 Ninth International Conference on Availability,
Reliability and Security, 2014: 498-505.

Lin J, Jiang L H, Wang Y S, et al. A value set analysis refinement
approach based on conditional merging and lazy constraint solv-
ing[J]. IEEE Access, 2019, 7: 114593-114606.

RGBT 2017 FAEALR DAL R
BUREE S EAR LSRG 224 BT
R} 2B (e S ARSI s X 5.
AP 224 T4 WY
MR ELFE R AT BRI TR 4 A
5F|H. Email: songzhanwei@iie.ac.cn



Rl A IR RS T EOR I LA

XBAFR T 2020 e ERREEBE T
HWBARGNVIRAFI 224 BT E R}
FEAE S TR TR BB TR . BT 5T
OA TR PRI 4. BFFER
B HT S BRI T 42

Email: liumingdong@iie.ac.cn

RELFY T 2009 FAEF ER Bk 54
ARBETCIT v S HLAR 2R S50 b3R5 1+
AL BUEF ERE PSS TR ST
FUO o WIFFTRIEA W 4% 28 (0] 22 42 WTFT%
TR 22 4 L I Z e B RE I
o4 % 2% [ <2 2 0 B R M 25 9 D e 45

Email: zhuhongsong@iie.ac.cn

-

i A

297

FHE T 2011 T ENE T IR AT
KRR UEHERE2BUE B TR
B ERBIE S 03 o ISR P I 2 47 T,
T EE N 551 6 B . Email:

yunan@iie.ac.cn

WRER T 1998 FLEEPIRHE RS H
PR SEAR LR 250 . BAE
BB B AE L CARRRE AT . BFSE 4
WO 224, TP ae 4, WFoT e
i LR G INIZ IR 5 Rk R4 &K
WG T RGN FHERH ST .
THEAZNZRN S . Email: sunli-

min@iie.ac.cn



