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Abstract With the rapid development of the industrial Internet, the traditional defense scheme that separates functional
safety and information security in industrial control systems (ICS) can no longer cope with current Internet threats. For
example, the Stuxnet virus uses the security vulnerabilities in the information domain to modify relevant parameters of
centrifuge business operations to make it run in an unstable state, ultimately leading to system destruction. In order to deal
with increasingly complex advanced threats, the fusion technology for functional safety and information security has
gradually become a research hotspot. This fusion technology generates integrated requirements, enabling comprehensive
and effective risk analysis and mitigation, while reducing system performance overhead and development and operation
costs. However, it is important to note that functional safety and information security have different goals and require-
ments. Functional safety aims to avoid unacceptable risks caused by system functional failures, while information security
is designed to protect computer hardware, software, and data from accidental and malicious damage, changes, and leaks.
Additionally, industrial control systems have limited computing, communication, and storage resources, and are characte-
rized by time sensitivity, complexity in industry, and diverse equipment. Moreover, due to the limited computing, commu-
nication, and storage resources of industrial control systems, as well as their characteristics of time sensitivity, complex
industry, and diverse equipment, fusion research is faced with significant challenges. This paper first analyzes the possibil-
ity and necessity of converged security research from the four aspects of conceptual terminology, security life cycle, secu-
rity level assessment and mitigation measures in the field of functional safety and information security. Then, according to
the four security objectives of confidentiality, integrity, availability and reliability, the existing fusion security methods and
technical progress in academia and industry are summarized and analyzed, and the existing functional security and infor-
mation security fusion standards and plans. Finally, the challenges and opportunities in the fusion research of functional
safety and information security are analyzed and summarized from different perspectives, so as to promote interdiscipli-
nary research between different disciplines.
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Figure 1 industrial control systems
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Figure 2 Industrial control systems threat trends
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Table 3 The improved integrity protection technology is applied to the industrial control system
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Figure 3 Safety and security interaction
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