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Abstract With the expansion of modern integrated circuit (IC) scale, it’s inevitable to introduce many intellectual prop-
erty (IP) cores designed by the third party. The insertion of IP cores extremely shortens the IC design process, while it also
leads to the potential insertion of malicious circuits called Hardware Trojans (HT). When inserted HT is triggered, it can
change the desired functions of IC, leak the secret information in the IC, even destroy the IC physically. Thus, HT detec-
tions are essential to mitigate the thread of HT which may be inserted during the IC design flow. With the IC manufacture
technology development to nanometer and 3D structure, it’s challenging to detect small HT circuits in a whole IC after
fabricated. The HT detection in the design flow becomes more and more important. To improve invisibility, HT circuits are
usually rarely triggered and consist of small circuits scale. Most of existing HT detection methods are rely on the particular
character of rarely triggered HT netlist, like measurability value, the fan-in and fan-out structure, etc. Recently, many re-
searchers present some novel implicitly anti-detection HT designs which can resist netlist character based detections. In
this paper, we propose a general modeling method of designs, which transform the netlist to a Node Controllability Flow
Graph (NCFG). Meanwhile, we propose a novel HT detection method based on the controllability flow analysis of NCFG
considering both combinational and sequential logics. It synthesize the HT detection analysis of combinational andsequen-
tial logics. We can use NCFG analysis to quantize the implicity of HT circuits. The experiment result shows that it has
high accuracy to detect common HT from TrustHub testbench and novel implicitly HT, like Defeating UCI, DeTrust and
DeTest. Moreover, the proposed NCFG model has good expansibility, it has advantages to be extended for future stealthier
HT features analysis based on NCFG.

Key words chip security; hardware trojan detection; netlist; controllability flow; feature analysis

BWESE: 5Kk7, Wit, TN, Email: zhangning@iie.ac.cn.
A4S 21 [ 5 SR RIS (No. 2022YFC3320600) %t 1 .
Wk F1393: 2020-12-14; &85 H #: 2021-02-22; 5 5 H #: 2023-08-10



316 Journal of Cyber Security 15 JF\V% 42441, 2026 1 H, H 114, 11

i}

1 35l

WAk, B SR ER KR, B h
A ERA R R B, A A SEIUAE B a8 e A (R 4k
A1, B IR A i) R O A5 R 24 T I
TS AT P REIE R S 2%, vt L 2
A PRI BN, B AT EAA =0 TR A
R K B, FFAER KN4 A [,
T IR R A Ab, 5 IR A R ASE ok RO
TE BB B AN W] A b 25 8 BER = 07 1 R AU
(Intellectual Property core, IP 1%) KB 51 & A%
REE=T7 10 1P R B ARK AR 2 A N 8 v 2%,
BUAEPE A T, R AR PR D BB I, 5 AR R A
L fiud S A W B An FLER Dy R DR PR A
o L A AN A BEAT W B R AR 2547 AP xiE
AP ERK IR UM o BT AR A 5 BRI L
87N =R NI ULt S W L o NSRS o o AR PR B
A SRR AR AT 55

BEXEAS TR B BE 51N S8 5 D BE 1R B A AR 1
WEFEN Gif b 7 2 Mrm] F -1 DR s A AR 2 PR A 0
M AR S BRI, Mot A5 B I vk A
L (10 T FH A A AR 5 B 5 P, SR RS S
o e AR S0 7 AT AR B, BTN
SIS R T B BRI 6 2 A
WEDfek g b B D R LAV REE AR T iy TS A
SR DiaedR T A%, BN n) ey 5 A
FED)RE. RN, BT R BBt T ib, BRI i,
A7 PR PRT 003 ) AN A G A e AR R B Dy, DA
WAL G 7 VEAR AR DA A A 1S

BEXRE IR e, BTN DR R TR A A A AR
R ke BRI T A5 G 4T Ao ) vk )
TR XoF R B U SCRE 40 A7 (R 5 32540 1
T A AT AR T v, JR s B AR IS A A N
FEAERNME S (A RR S IR BE . DUAE. REIRSEAE
SR X 3 H B R AR N AR AR By o kN v
S5 BN A CAER P2 AR S 5 3R AT SR AR, AUtk
2 A MU B A SO o A, T2 A
B 38 TOAEAT AR Sh RN )3 <5 LTI 5 g
Lo 2% RS 2 SEBR b s ORI B4 2, BFFEA
G Bl 1 A PR A I 7 TR S A
B Js 1 n) FE AL, EE AL IR R g R B T T
H zl1{k.(Electronic Design Automation, EDA) . FH.2E 1%,
(1) J5L a6 i B EAT 5% L 23 B, AR A N AR
XTIV 2R 1 AN T I (R R, HLAE =7
TR G A TETETEARETT, TSGR AR I ) T A

MBSO TR A3 BN, RN SR RE AR L T
TEOCAE B R R 34T IE AR, B A PRAICR
L i o

0T FRL B VU SO 3 B PRI U T R A R TR 2 R
TR B IS =07 1P % S A B B SO B AT A
AREGRII o by T 8GN EE R, AEAE AR B H B I A
RAEA, 6 % S5 AR AE B IR AN [R) T 15 H %
(PVRFAE o BIF TN D 3 e o Bl A2 AR S ) e i 3R AT 35
M B ST A SHRFAE i, 0 A D PR 2 SO AT R A T R
AEVCHC, W A A L RS I A R R A R . AR,
H TR SHACHE S Ak K IR S BT X2 R 2 R,
SR G M G R AEAR A, i e] AL s — AN
(R A A G RE I 26 ol A 56 PR B T v SO B A T il A2
R L R 00 PR A A

BERE IR 0] R, AR SCHRHY T T R e 5 i
BT IR AR SR 57 o AR SC T B r s5 RT m ik

(1) ASCFEH T — Mg Wl 4 5 3 iR
AT 48— R0 (1) 77 2%, B 0T e 0 P % 25 A7 24 B
25 ek (Register Transfer Level, RTL 2§)Ek [ ]2k %3
SCA, SRR LB TR SO RS
[R5 R

(2) ARDCFEH T BT AR A B I IS A
finh i A A T I 2H 5 3 e ik i AR AR S 1 3 AT V%,
A AR DU AR 2 ik A (R R AR T

(3) EFREH RS AR Ty, SRR,
TR A A 23 B ARSI 7 VAT R

ASCHZ AR prik: 5 2 WA TR TAE
KA BB 3 WA T T MR B (Al
ARERI T, 28 4 T S S E RV, 2B S T
X A STAEA Ay Rn i 7 ) Sl G e B

2 HxIME

g T ARSI D 2R S R AR AR D, BT
N T 20073k, MR 77 = Enr Bl g 2k,
IR B H A M ARSI T . SISy
B 30 3 A B AR ) &, % Y 2 SR BEAT 05 B,
O3 M 0 B RE R H b H O EHOIR S K A
W L R A B AR SRR B . BRSO
BT %55 19X 2 SC A v (108 4 1) B LI B 0% R AT 4 BT,
P2 H ARG AL 26 firh P, % AR fIE S AT AL DN, ] 2 4 AT
MUPERFE S il ke 2% H IR SE R IESS
21 WEHEARDMEHRIES

A A A s ) L ik R e B A R A8 AT S
R, Wl TR AT HERERE M, SRR
b T EROIRAS, i HE 3% s e N A BOH B Y



KT A BT R AT (B AR S R ik
P 5 A R IR SR AT 2 Ay S B T, S L O

HWIIRE. DAL A L 1) BETE o LS M R R
(¥ RS L RE o
WmAES

it
—

|

| |
s 1

; o ) |
| |

AT,

1 BHARDEHTEE

Figure 1 The structure of hardware trojan
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Figure 2 Vulnerability analysis of Controllability based HT detection methods
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Table 2 Experiment result of HTs detection based on NCFG
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