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Abstract In recent years, Deep Neural Networks (DNNs) have achieved significant success in many cutting-edge fields,
such as image processing, speech recognition, and natural language processing. These DNN models have brought substan-
tial economic benefits to their developers and teams. However, training DNN models requires extensive data and computa-
tional resources, with costs that multiply as model parameters increase. Consequently, a well-trained DNN model holds
high value for its owner. Unfortunately, high-value, well-trained DNN models face various security threats, including
model theft, misuse, and unauthorized distribution. DNN watermarking has become an essential means of protecting mod-
el copyrights. Based on whether the watermark is embedded into the model parameters, DNN watermarking can be classi-
fied into static and dynamic watermarks. Due to the need for white-box access during verification, static watermarking is
challenging to use in practical applications. Dynamic watermarking, which involves adding validation samples and label
mappings to DNN models, is vulnerable to watermark removal attacks. Consequently, existing watermarking methods of-
ten lack robustness, posing significant risks and security concerns in real-world deployments. This paper proposes a robust
watermarking method for DNNs based on machine unlearning. Unlike existing methods, this approach leverages machine
unlearning techniques to eliminate original sample mapping-embedded watermarks, replacing traditional sample-label
mapping methods to prevent watermark removal attacks, thereby greatly enhancing watermark robustness. Specifically,
this method uses a sample selection technique based on sample similarity to identify samples that need to be forgotten. It
then selectively forgets the mapping relationships of certain training samples using a gradient ascent strategy to improve
watermark robustness. This method effectively counters multiple watermark removal attacks and demonstrates excellent
robustness in experiments conducted on CIFAR-10, CIFAR-100, and TinyImageNet datasets, achieving an average water-
mark extraction accuracy exceeding 98% in the face of various watermark removal attacks.
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Figure 1 Framework Diagram of the Machine Unlearning-based Watermarking Method
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Figure 2 Schematic Diagram of the Machine Unlearning-based Watermarking Method
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FEIKER AN R, A SC T S0 5E e A S A A 1 1
Hz, DMEAKEHRA PREAT R R A, & 3
JETR T XS K ETHR N AN [ 7 A R A 52 45 R o S
IR, Mo KT 0.4 B, BUSFEARTEKENRA
BN T 1%, IRAIRKRDT 2%I6, KEIAT3K
PEILE] 100%. 2810, 9 KEFEAEAT RGN (S
LB 3(b)), RAEFEARITI L AE 2 52 20

FERCRVEAG B, ARSCESEHE T S REA I
SREAMIEEG], LASEHLK B 250 A DR LB DR 45 1
A, FEEE T BME « IME, AR TR DAE IR FRK



12 Journal of Cyber Security 15 JH\ % 42441, 2026 43 H, B 11 4%, 21

%3 HM{Er XKENTERERI SN
Table 3 Impact of Threshold = on Watermarking

Performance
4 KETARME PR AR BSFEA L)
0.30 0.333 0.830 0.015 1.42%
0.35 0.667 0.832 0.013 4.72%
0.40 1.0 0.826 0.020 10.82%
0.45 1.0 0.812 0.033 20.54%
0.50 1.0 0.774 0.072 31.86%
0.55 1.0 0.756 0.090 44.20%

B 20T I AN 2 B AR ASE 2R 0o R M A A 11 000 12 i o
BA, ATRERFAHEAMBEREAMLER 2,
B E ¢ AR AR E 0.4, I3 % LL A A £
TEAS TRV HE B2 A R v ) A 2k, 90 UF T 1 e A5
BT H M . 3R 4 RER T AR SCHE H IR /K B 7 92
17K B 2501 FH DR L B DR A7 7 1T ) S 9 25 SR . /K Ep
A 3R R K EVEGAIE (R HER I, N0 R AN K
EI sk i Hp O A 2R T 2 B 1R B AR AL, ¢ (AR ¢ A5G
s R SERRT T =k, 2RI T s % . 3K 4
eHIR) SR 45 SR, A SCIR D7 VA A B IE T
FIHERIZE R 99%, ~FEIHRASUR /AN T 1.11%. K
IR, A T4 WideResNet-34 424 K I
o B R R K B AT O, 3K AT RE S DR A 12 4 R R A
R S A A DR . b4k, 7E TinylmageNet
b, KEHR AR = T CIFAR-10, HfREA& T

TinyImageNet [¥I5ESRIFEAR D, B ot A
AL NS

R4 AMNREHBKEAZEE=ZNBIRER=FERLR
) ERIB
Table 4 Effectiveness of the Proposed Watermarking
Method on Three Models Across Three Datasets
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Table 5 Effectiveness of Four Benchmark Methods on Three Models Across Three Datasets
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Table 6 Impact of Hyperparameters on Watermark-
ing Performance
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Table 7 Impact of Unlearning Sample Selection
Strategy on Watermarking Performance
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Table 8 Impact of Unlearning Sample Erasure Strat-
egy on Watermarking Performance
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Table 9 Impact of Re-learning Recovery Samples on
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