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Abstract With the rapid development of deep learning and speech synthesis technology, speech deepfake technology has
made fake speech realistic in terms of naturalness and emotion, posing a great threat to social security. In order to resist the
threats to security and privacy brought by these fake technologies, fake speech detection technology based on deep learn-
ing has received great attention from researchers and has achieved good performance, but there are still problems with
robustness and poor interpretability. Performance degradation occurs significantly when there is a mismatch between
training data and actual detection data, and there is a lack of interpretability as existing detection techniques do not provide
analysis of detection results. Addressing the issue of poor performance of existing deepfake speech detection techniques
under various data mismatch scenarios, this paper proposes a robust speech deepfake detection scheme based on Vision
Transformer, which optimizes the entire detection algorithm from both frontend feature extraction and backend neural
network aspects. In terms of feature extraction, this paper introduces a frontend feature extractor based on self-supervised
learning, which fine-tunes existing generic pre-trained models using labeled data to learn better intermediate speech repre-
sentations. For the backend neural network, this paper extends Vision Transformer to deepfake speech detection task, de-
composing the original positional encoding into time positional encoding and frequency positional encoding. Leveraging
the powerful representation capability of Transformer architecture, better feature representations are learned to capture
artifacts in the speech to be detected. Experiments indicate that in various complex data mismatch scenarios, our method
reduces the detection EER (Equal Error Rate) by 1% to 20% compared to existing methods, exhibiting improved robust-
ness. Additionally, the paper utilizes the attention mechanism of Transformer model to provide interpretability analysis of
the decision-making process of the deepfake speech detection model, thus possessing significant practical value.
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Figure 1 Framework of Deepfake Speech Detection
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Figure 2 Framework of Proposed Robust Fake Audio Detection Algorithm based on Vision Transformer
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