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A Survey on Textual Backdoor Defense for Language
Models
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Abstract Language models (LMs) have seen rapid development and are widely deployed across diverse natural language
processing (NLP) domains, consistently demonstrating state-of-the-art performance. However, the complex architecture
and massive parameter scales of LMs limit their interpretability. Consequently, a range of security threats, particularly
backdoor attacks, challenge the reliability and trustworthiness of LMs, impeding their wider deployment. While extensive
research aims at defending against backdoor attacks on LMs, most existing methods remain confined to conventional
training paradigms, making them ineffective for generative large language models (LLMs). Additionally, current classifi-
cation standards for textual backdoor defense are inconsistent, and existing reviews either lack comprehensive coverage of
the literature or provide insufficient comparative analyses of defenses. To address these gaps and offer valuable insights for
future research, this paper systematically reviews and compares a wide range of textual backdoor defenses. Based on the
implementation stage and the purpose of the defenders, we categorize the mainstream textual backdoor defense methods
into training-stage defense (including trojan weight removal, regularized training, and dataset purifying), and testing-stage
defense (including offline model inspection, online input inspection, and regularized decoding). Representative works
from each category are subsequently highlighted. Furthermore, this paper summarizes the commonly used datasets and
evaluation metrics for textual backdoor defense. By integrating evaluation metrics, we comprehensively analyze the capa-
bility requirements of defenders, computational overhead, and defense performance against prevalent textual backdoor
attack methods, identifying key limitations of existing defenses. Lastly, we outline future research directions, including
developing general defense frameworks, designing tailored defenses for generative LLMs, investigating multilingual de-
fense, exploring the interpretability of textual backdoors, and establishing benchmarks for evaluating backdoor defenses.
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Figure 1 Potential security threats across different
stages of language model training
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Table 3 Common datasets and their respective sizes

for textual backdoor defense across various NLP tasks
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Table 4 The target models, supported tasks, the capability requirements of the defender, optimal defense perfor-

mance, and computational overhead for training-stage defenses
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