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Abstract Intrusion detection systems (IDS) are critical components of cybersecurity, tasked with identifying and res-
ponding to malicious activities. IDS primarily relies on the rules or classification methods to detect anomalies. Rule-based
IDSs operate by comparing network traffic against a predefined set of rules to detect anomalies, but they often result in a
high false positive rate because they cannot adapt to new scenes. Classification-based IDSs use machine learning algo-
rithms to categorize network traffic as either benign or malicious. These systems often struggle with the granularity re-
quired for accurate threat assessment, because the amount of data can overwhelm these systems, leading to important
threat indicators being overlooked. To address these limitations, this paper introduces Themis, a novel regression-based
framework designed to evaluate and analyze threats present in multi-source security logs. Themis begins by extracting
threat entities from web alert logs, which include critical information such as security events and threat IP addresses. These
entities are then represented in a multidimensional space, where each dimension corresponds to a specific attribute of the
threat entity. To overcome the challenges of data scarcity and class imbalance in security logs, Themis employs unsuper-
vised learning techniques to enhance the features of threat entity samples. The core of Themis is a threat assessment model
that leverages these enhanced features to perform threat regression analysis. This model is trained to predict the severity of
threats, providing a more precise assessment than traditional intrusion detection methods. To validate the effectiveness of
Themis, we conduct detailed regression analysis experiments to explore the dimensions that significantly impact threat
severity, as identified through regression analysis. The ablation experiments that demonstrate the benefits of fea-
ture-enhanced threat assessment. Furthermore, we compare different regression algorithms used in threat assessment, dis-
cussing their respective advantages and disadvantages. Finally, we offer a complexity analysis and practical application
recommendations for the various regression algorithms considered.
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Figure 5 Bar chart of dimension weight coefficients
for honey stepping events
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Table 7 Regression analysis of each dimension
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FHA protocol 0.041 0.615 2.389
behavior 0.128 0.001** 3.525
risk 0.254 0.000%* 4.718
time -0.066 0.005%* 1.081
received time 0.612 0.000%** 2.792
uaAgent 0.021 0.915 1.025
WAF dst 0.011 0.823 1.215
ERE url 1.174 0.145 1.041
1 dport -0.299 0.291 1.025
desc 0.098 0.011* 2.864
location 0.057 0.191 1.247
operators 0.291 0.003%* 1.376
co-occurrence -0.363 0.412 30.935
alert num 0.818 0.000%** 1.205
Wl 1P alert type . 0.500 0.175 19.206
honeypot behavior 0.524 0.004%* 2.185
WAF attack desc —0.348 0.277 10.345
location 0.348 0.085 1.238
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Table 8 Ablation experiment of feature enhancement

on threat IPs
FRIEFNFR bR POCAHIESE 5i) POl AR AERY 1)
co-occurrence 0.412 0.409|
alert number 0.000%* 0.000%*
alert type number 0.175 0.111)
honeypot behavior 0.004** 0.002%* |
WAF attack desc 0.277 0.289
location 0.085 0.259
R? 0.564 0.5721
WG R 0.536 0.5391
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Figure 8 Performance comparison of the regression algorithms on each metric (1)
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Figure 9 Performance comparison of the regression algorithms on each metric (2)
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Appendix 1 Introduction to honeypot log fields
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