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Abstract In recent years, the proliferation of DeepFakes has caused great alarm among the public and prominent figures.
These highly realistic fake images and videos can spread disinformation on a large scale, cause reputational harm, and may
even trigger social unrest. In order to deal with the generated fake images and videos, the research in the field of DeepFake
forensics has been widely concerned. In the current DeepFake forensics research, DeepFake detection technology is re-
sponsible for judging whether a given sample is true or not, while DeepFake traceability technology aims to trace the type
of counterfeit model that generates such Deepakes, so as to provide more explanatory results for DeepFake detection. Spe-
cifically, DeepFake traceability can be divided into model-schema traceability and model-instance traceability, where
model-schema traceability only inferences the specific model schema used, while model-instance traceability attempts to
identify model instances with specific training Settings. Both model-architecture and model-instance traceability methods
rely on identifying specific traces left by the generation of deepfakes that savvy attackers can destroy or tamper with, ren-
dering the traceability techniques ineffective. It is observed that specific traces used for model traceability exist in both
high-frequency and low-frequency components and play different roles in the traceability process. Based on this, this paper
proposes an untrained attack evading method—TraceEvader for the first time, and tests it in the most practical non-box
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setting. Specifically, TraceEvader injects generic imitation traces learned from the original DeepFakes into the
high-frequency component and introduces adversarial ambiguity into the low-frequency component to obfuscate the ex-
traction process of certain traces, thereby evading model traceability. In this paper, we experiment with four state-of-the-art
model traceability techniques and evaluate their performance in eight generative models, including Generative Adversarial
Networks (GANs) and Diffusion Models (DMs) generate representations on forged images. The results show that TraceE-
vader achieves the highest average attack success rate of 79%, and still shows good robustness in the face of image con-
version and professional denoising techniques, and the average attack success rate remains around 75%. TraceEvader con-
firms the limitations of current model traceability techniques and reminds DeepFakes researchers and practitioners to ex-
plore more powerful model traceability techniques.

Key words DeepFake; DeepFake attribution; adversarial attack; forged face
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F 1 MMHERRIREFETE 6 1~ GAN A 2 4> DM iR PRI FRI
Table1 The performance of four model attribution methods in attributing the six GANs and two DMs
MRS PAEITE S I & A 4 DNA-Det Reverse 1 DCT * AttNet t
ProGANE® 0.987 0.8487 0.469 0.81
MMDGAN"! 1.0 1.0 0.996 1.0
SNGAN®®! 0.94 0.997 0.994 0.99
GAN DNA-Det!!"
CramerGANP? 1.0 0.995 0.985 1.0
CycleGAN!' 1.0 0.423 0.924 0.575
StyleGAN2!"! 0.998 0.779 0.811 0.97
PNDMP! 1.0 0.574 0.953 0.302
DMs DiffDetect!!
LDM!! 1.0 0.248 0.633 0.978

T 3 o A S ) SO (%) 0 3 R (R
1T, 1M FakePolisher i it 5 2 P15 DL BR IR 25
TN-Net vl T AL — AN AR s A 2 AN ) ) 25 1) SRk
FEBRIIL%, BAERERR T IR EE O 1 2 1) e i | A 72
S PR 2L
4.1.5 SCIR4ES
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i AEPEfRE. b T 52HL BIM Al MI-FGSM, ¥ &
8/255, # KL T =40, f£ MI-FGSM K ]
w=1.0, RILEBAHH T Fakepolisher 1F 34 H2 it (115
TR

7t UIT A Rad frh, ASCRHZETE 5 PR
U-Net ZER I RI2% ¢ o HARZER AT 136 3 s
G2 o DY A G B0 5 RRUASSER A i, AR 2 60 25 DO A
RSB BB I 5 IR A2

3
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*z2 B89 GMABERHEYHSEMKRE
Table 2 The optimal threshold in the peak attack for each GM

GMs ProGAN MMDGAN SNGAN CramerGAN CycleGAN StyleGAN2 PNDM LDM
9 {15 0.65 0.25 0.4 0.2 0.7 0.5 0.95 0.6

BRIR- 144

M BRER-15 4
Z || EnBlock B 2 DeBlock || 2 (z)
EnBlock DeBlock, | ==1”
EnBlock DeBlock ::>
0 | =
5 ATFEIBRTHMEARREN

Figure 5 The architecture of the network employed for learning UITs
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Table 3 Network architecture of the encoder and de-

coder

4ty JZ ¢ c,
z 16 16
EnBlock 16 32
ELITE EnBlock 32 64
EnBlock 64 128
EnBlock 128 256
DeBlock 256+256 128

DeBlock 128+128 64

FRRL A% DeBlock 64+64 32
DeBlock 32+32 32

WAz 32 3

R4 REDLR, MRRDIRAEGE—RRIZA
Table 4 EnBlock, DeBlock and Final_Layer archi-

tecture
it = Pt iy
Conv [3,3,1] c,xhxw
BN,LReLU ¢, xhxw
EnBlock Conv [3,3,1] c, xhxw
BN,LReLU ¢, xhxw
Maxpool [2,2,2] ¢, xh/2xw/2
SC - 2¢; xhxw
Conv [3,3,1] c,xhxw
BN,LReLU c,xhxw
DeBlock Conv [3,3,1] c,xhxw
BN,LReLU ¢, xhxw
DeConv [2,2,2] ¢, x2hx2w
BN - ¢, x2hx2w
Conv [1,1,1] c, xhxw
Ra—)=
TanH - c, xhxw

ANIEZEIATILIR o X T PIANJE TR (1 3 2 77 VR (R
BIM Fl MI-FGSM), i@ i £ [ & W &+ W&
DNA-Det A=A i sh I 1242 1 H AR M5 oA
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5 IR IEFEAAN [ (R AU AR 2
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DeepFake HUIFEH ). TraceEvader 7EfiiE DNA-Det
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PRI (0, 3% ASR 1A% T 97.95%. Reverse [
¥ ASR b 90.6%, WA T AR T . A
()7 A S e R 6 DCT (B ek B ) S AR R 45
iG. B 4n, %FF SNGAN, KIAEERINKE T, W
WP A R LA R SNGAN B & 5 b H B
SERFUEAR o A TR ROX AN I, AR SCURAE T Pl
AMEZ 0.02, Bkl BER T T 80.5%. frit
PE N, PSNR {4 35.5, Aty BULAT e A 3K &
(AL B, A RO
4.2.2  HeBEELEY S WUR

N T B8 F TraceEvader A5 20, AR CHE
AttNet EHEITRIHIMESC! . AttNet #dgi T LEC H
(IR AT VR BE bWV . T AttNet A (0451
HHA=MEARTEEES, XTHT BIM Al
MI-FGSM  JiiEfEIE B T R IAE . XTI
Vera22-peak J5i%, ‘BT H e AE BT = Aoy &,
PRI T HHoehy AttNet (168 ) . TraceEvader 7EJT A 1
MR #54ET BIM MI-FGSM. Vera22-peak 1 TR-Net,
I 3145 Lt FakePolisher 5 & [1)°F34 B iti e D R AT 15
Tt AR TR IR AttNet i, ASCBEBUR S
TR S5 AR LA Wy & 5 2, (R8RS T %
AttNet ¥ 55 =5 PR B %, 1887 50.9%.
423 BEBREHE

3 TAEBH TraceEvader [FJANRTIEENYE, A SO
HFEARRAT T EAE &0, Wi 6 Fios, Tra-
ceEvader £ T HA AW WARZ) I S A A AR LG
ZF, H MI-FGSM B Pl FE AR 7 H 5T B A2 1)
RIL, 1M FakePolisher % (1) P& {5 U] 5 L H w450 1)
RO ASCPEARIH T PSNR FiEIEASSE R, W& 5
(Wi fe—4 o TEES I BUE s Ja, 16 PSNR ki
HEGT R, 79 ‘-7 FonARLGE. 112 4 ASR
a3 S P IRELRT 7 Brid e 6FF0T 4 47 (3140 ProGAN,
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Figure 6 Visualization of the crafted adversarial ex-
amples.The visualizations include the perturbated im-
ages generated with BIM (a), Vera22-peak (b), TR-Net
(c), MIFGSM (d), FakePolisher (e) and our proposed
TraceEvader (f)
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% 5 TraceEvader X3 0745 BY 35 1% K B9k B2 14 GELL ASR(%)fE =

Table S The performance of TraceEvader in evading the four model attribution techniques measured by ASR (%)

GMs T DNA-Det Reverse DCT AttNet PSNR GMs DNA-Det Reverse DCT AttNet PSNR
BIM - 96.0 46.3 3.0 41.1 - 0 78.1 0 40.5
MI-FGSM 85.0 540 102 30.5 - 1.7 98.0 11.6 30.5
Vera22-peak 97.4 51.5 81.8 0 50.0 0 1.7 0 0 50.9
ProGAN MMDGAN
FakePolisher 0 70.2 840  30.8 31.8 100.0 98.3 247  39.5% 324
TR-Net 88.7 487  96.1*  60.1 35.8 20.0 3.8 524 6.8 36.3
TraceEvader 96.9* 923% 99,6 59.0%  36.6 98.7* 78.8%  96.4* 827 36.3
BIM 61.9 64.6 0 415 - 17.2 0 0 40.2
MI-FGSM - 83.8  100.0 3.1 30.5 - 99.8%  69.0* 109 30.6
Vera22-peak 482 9.7 75.2% 1.0 41 0 10.1 22 0 50.5
SNGAN CramerGAN
FakePolisher 100.0 94.6% 729  484* 325 100.0 98.2 332 451 31.9
TR-Net 66.2 44 49.8 8.7 36.7 0 93.8 304  457% 358
TraceEvader 100.0 98.5 658  71.0 36.3 97.5% 100.0 934 482 37.5
BIM 23.7 3.7 22 38.0 - 425 100.0 0 37.32
MI-FGSM - 34.1 80.0* 2.3 30.6 - 99.8%  100.0 0 30.4
Vera22-peak 94.8 79.5% 8.3 2.1 50.6 94.4 478 12.0 1.9 51.1
CycleGAN StyleGAN2
FakePolisher 100.0 88.1 100.0 452 27.7 100.0 140 1000 460 27.6
TR-Net 70.2 54.5 30.1 12.3 35.5 98.7 81.9 36.2 42 36.7
TraceEvader 96.2%* 55.9 469 17.4% 369 99.1% 100.0  60.1  17.8% 382
BIM 98.0 73.3 15.3 38.2 - 100.0 3.6 9.4 38.2
MI-FGSM - 946  100.0 61.5% 304 - 99.7  100.0  10.1 30.5
Vera22-peak 72.0 99.0* 45 0 51.2 100.0 60.0 20.8 0.3 51.1
PNDM LDM
FakePolisher 100.0 52.9 0 28.1 28.5 100.0 0 1000  89.9 28.7
TR-Net 94.4 83.5 752 232 36.2 99.2 59.2 70.1 11.7 35.9
TraceEvader 95.2% 99.3 90.6* 88.3 36.3 100.0 100.0 61.8 22.7* 384
(#lln CycleGAN, StyleGNA2, PNDM #l LDM), 1T 4.3.1 4FniEG m e e
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Figure 7 Visualization of the (a) original fake images
(b) fake images added with crafted adversarial per-
turbations and (c) reconstructed images with denoising
technique
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Table 6 Comparison of ASR(%) between original
adversarial samples and carefully denoised ones
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Recovered 75 65.9 75 84
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Figure 8 Performance in surviving the image transformation under different intensities
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Table 7 Performance of sole UIT and adversarial
blur on four model attribution techniques with four

GANs
GMs itz DNA-Det Reverse DCT  AttNet

UIT 96.9 86 100 42
ProGANE! blur 40.7 125 900  59.0
UIT & blur 96.9 923 996  59.0

UIT 98.5 815 882 8.0
MMDGANE"! blur 0 0 258 882
UIT & blur 98.7 788 964 827

UIT 100 973 562 39

SNGANP#I blur 36.2 2 49.6 72
UIT &blur  100.0 985 658 710

UIT 95.9 99.8 100 49
CramerGANP” blur 0 0 0 51.0
UIT & blur 97.5 1000 934 482

G R, AR SR R A FE Sl B T o ZE N
0.02 7S . ane 8 iR, & AttNet iR, i

100 —
Pl
4
80 o0
//
./
g 60 Y
2—; 2 © O——7—0—__ ‘/0
wn 7/
< 40 /-
/
_e
20 . -e- DNA-Det
—” Reverse
. DCT
0 -&- AttNet
0.001 0.002 0.003 0.004 0.005 0.01

ME
(a)

ISR 1) 0 b 1 D) 28 8 25 e T VAN 0 g 7 ) B A
o [AII, PSNR B R M, KB BEEB AR, &
P Jo o B 1y o 3K ] BB DR AR T 75 i, SR
Bri 76 UG Aa b1R 52 5E A AR HL B HE DL A il
Bl o RS AL BEAT ROHASR T IRMR IR TA G gy, A1
DeepFake A IR 4fE LA G (1) R A3 A0k b 43 9 H
FLUOIR I, MR TASIIPERE . AH R, WS Moahiid
W E UG 51O\ W IR RO, AR B, TK L S R
A1 5325 2 B R R 2 ) RS R ) I b b 08 A 1) Dk i
4.6  SLAHIER AR AR B PR I T

KT IRNER AL - S i e 55 1k, FRAT T
27 10 N BAAFYILEA 1) ProGAN L5441, br
10N seed#i, JF1EH] AttNet BHATHIVH. & 10 FIE 11
7R T AEN H TraceBvader Bt Hi Jo AR 28 - S48 18 1)
A2 AL, 58K,  TraceEvader RENE AT Rk BEA Y -5
R AT I o~ SA0 A M KL 2 R B T 61.5%, il
KM OL N FRE T 90.8%. & 12 R T Huikdish
X G 1) 500 o SIEHG 45 SRk — IR WA ST B
o B8 ) ASE 8 -SG5 7 P AR AR R 95 1

80
;\? 60 /‘
::4
\ L 4
< 40
20 ¢——* -@- DNA-Det
Reverse
DCT
0 -®- AttNet
1 3 5 7 9

ofd
(b)

B9 AEMNEZEREF A F o ¥ MFHHIETF EH ASR(%)
Figure 9 The ASR (%) of different weight factors A and o against four attribution techniques
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Table 8 Performance of sole UIT and adversarial
blur on four model attribution techniques with four
GANs

GMs Bitikizl DNA-Det Reverse DCT  AttNet PSNR
UIT&HEHT 969 923 996 590  36.6
UIT&MEH 969 917 100 123 341
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Figure 10 Confusion matrice on attributing cross-seed ProGAN instances
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Figure 11 Confusion matrice on attributing the samples with our added adversarial perturbations
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Fz9 MFXF KT EIREE DeepFake #& H AT I
Table 9 The performance of four adversarial attack in evading DeepFake detection
GM&AN I ProGAN MMDGAN
Jrik DCT CNNDetection AttNet DCT CNNDetection AttNet
Vera22-peak 82.2 44.9 0 0.6 24.5 0.2
FakePolisher 92.4 47.5 25.7 22.0 30.1 38.2
TraceEvader 97.0 49.0 48.8 41.2 33.0 20.9
GM&Detector SNGAN CramerGAN
Jitk DCT CNNDetection AttNet DCT CNNDetection AttNet
Vera22-peak 72.8 62.4 0.2 0.2 20.7 0
FakePolisher 55.4 60.5 46.2 26.4 30.3 43.4
TraceEvader 56.1 61.9 30.4 82.3 55.4 4.5
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