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Abstract  The generation of synthetic audio-visual content is becoming increasingly realistic, posing significant
challenges to the detection of falsified video. From the dissemination of fake audiovisuals on social media platforms to
misleading content in political propaganda, the potential risks are pervasive. Consequently, the need for effective detection
and prevention mechanisms against forged speaker facial videos has become urgent and crucial. However, current
mainstream deepfake detection methods struggle to differentiate between compression artifacts and forgery artifacts,
leading to a significant drop in detection accuracy in scenarios involving highly compressed videos and social media
communications. We propose a Facial-Landmark based Graph Attention Network (FALNet) for detecting forged speaker
facial videos, which decouples facial landmarks from video. We introduce a robust video feature extraction network based
on facial landmarks and analyze the muscle movements associated with speech behavior, as well as the forged cues
introduced during the generation of deepfake speaker facial videos. We designed an adjacency matrix based on facial
muscle movements by analyzing the muscle dynamics during speech. The matrix not only preserves the topological
information of the face but also effectively captures the differences between genuine and fake facial features. Using a
graph attention network as the backbone, we extracted facial features represented by this adjacency matrix. Furthermore,
considering the importance of temporal features in video forgery detection, we modeled both short-term and long-term
features. Specifically, we first used a graph attention network to capture short-term features and then fed the sequence of
short-term features into a recurrent neural network to model long-term dependencies. Experimental results show that our
scheme has achieved a detection accuracy of over 98% on video forgery subsets of multiple public datasets. Compared to
existing advanced methods based on facial key points, this scheme has achieved a 0.6% to 1.1% improvement in AUC
(Area Under the Curve) value. Furthermore, when facing compression, the detection AUC value of this scheme remains
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above 94%, demonstrating good robustness.
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Figure 1 Network architecture diagram of facial landmark feature representation based on spatiotemporal graph
attention
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DI o £ I 23 A B 2 AL, ST M R
H IR 5 AR A T B R AT e, MR IR R AT R o
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(Al e RTVY (3.3.1)
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X ={x eCxTtxN|0<1<T} (3.3.2)
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ay, HI(3.3.4):
a;; = softmax(LeakyReLU(e;;)) (3.34)
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% 3k B IHUH RVFBAE 2 A KR T 2 H
SER RS, MR T BE R IR
e AR TR 2 S 2 pLsl, Bk, @
R K AL B LR K AN Sk AT AR e,
TR 6 4% B 4 T Hb A7 B2 S N 5 P AN IR RRAE, 32
TS A 2 REE FHE R E . 2 SV B ML
IR R 3R R 30(3.3.6), S X K ANEE D)
SN, VR s

L. Wk 8 Fios.

[ Average
i[ I i' l 'l i K heads
[ Softmax
[ LeakyReL.U
D
(%) @ @ o
B8 M=EFENRIEE
Figure 8 Block diagram of spatiotemporal graph
attention

W = of— 2k12ﬁmo“¢%ﬂ (3.3.6)
P22 S B WL, K AN 3 72 LS
T Y B N AR I R 23 1) BB 1) 22 A 22 ) SR AT AR
oo RASKEHIMST IR AE A (Q) B (Key)
FME(Value), 285 THEH Z A IBCK A X Fh
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b R R, w337
(z1,22,-2:) = SeqGRU(y1,y2,-y:)  (3.3.7)
e, —7 softmax 244 I AT 5 S B A (FIRFAIE
FORW BIbR 2 AT . KA Z, e RO
] 557 B R 3 O LS s O R . RS, Y
(IR H bR A f /ML 5 AR 28yt (A8 SRR,
AR R4 2k ek cn 24 3X(3.3.8) T 7

L= —Nzl_zly" log p' +(1—y")log1-p") (3.1.8)

z;=(21,25,. ..,
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THT 5% 25 S A 2 T S UL PRV 38 B AR AE

3) SPSLUM: 1% J5 2205 2% 3 G RN AR 4 3 45 4,
RN O3 10 FRFELR R, DABE A Oh 3 A 1
TR IR BT T R ARG 0 Aa Rk .

4) FT-two-stream!®2l: 7 S ik 43 A7 Hs 46 v8 B2 £h
TE AR IMWTRN N R 97 41, 48t T — XUt 77 v
R o 9% AR B 1) 25 0 9 4 EIR B4 A T R B i) AN —
SRR HE AT R B O 3 B 0l A AR 1 FFmpeg
PO AW BN« 0TI TR0, BBl
FARRARAE AAN o
4.3 FMMIERRFIKIE R HE

SEIG K HER R (ACC) A ROC Hh £ R I B (AUC)
VEN VPl FR AR, I SeF bRl i F TR B O 1 B0 1E A
J A AT, o HE A 2 (ACC) il T KRR o) 2 52 R0 Dy s
FEAIIHER G 73 RFEE o B P ACC 2820l 1, RoR
Iy RARME IR T 4K ZHOE A . ROC gk N
H(AUC) I /& — AN AL T 8 1) 25 5 PR F b, B2
11, RoERIAE TG R A R 8T 0 A 5 L i X 2y
IEREARRI A . Ny 5 SRS 2 HE 2 NE I 45
PEfE. 2R R T IOE M. B GRS AT AR
FEPEZ A7 AT S5
44 HEREZEEMRITMA

ER 1 ME 2 W, R T AJ % FALNet 1&
FakeAVCeleb %145 £ F1 FaceForensics++F11 I [ 46
PEfE. R OhIE AR (M B A 45 R Rk
RIR.

1E FakeAVCeleb #4545 I, A7 LI, W
T 1 PR AL D1 1) FVRACELSE S0, Th
A FN FVFR (Pt & 00, Ohi& ) 748, A7 %
TEA PO IE T B B T 98.5%Lh F 1 AUC,
R BB AT R X 2 FLOR AT RN, AR A
oy A LR A T L T E AR ST AD
DFDB3, 475 %4 WL(EVRA)th i T-B -t AUC 18
BE R T HAGKT Tk, BT 99.6%, RWIATF
TERL I IS T O it i HAT B AL . 7E FVFA fhi& s
EREOUTR, SRR L 7 VA R e 12 ) IR
MFIELF, 11 AD DFD 4 WL(FVFA)_L[#) AUC 18
7 100.0%, RealForensics!'4 £ GAN-WL I ] AUC
fHh 99.8%, {HA T AL FVFA W3R PERE R
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#F 1 FakeAVCeleb iEE LI LER(AUC 1 ,%)
Table 1 Experimental results on FakeAVCeleb (AUC

1,%)
Phit F-Be

K77 % FVRA FVFA
WL FS-WL GAN-WL WL
Xception 838.3 93.5 68.5 91.0
LipForensics 97.7 99.9 68.1 98.7
AD DFD 97.4 99.7 55.4 100.0
FTCN 97.4 100.0 78.3 96.4
RealForensics 93.0 99.1 99.8 96.7
FALNet(ours) 99.6 100.0 99.8 98.9

Ee IR AR

% 2 FaceForensics++#IF & (Raw F&E)LINER
(AUC 1 ,%)
Table 2 Experimental results on the FaceForensics++
(Raw subset) (AUC 1 ,%)

Phig T B

K s %
DF F2F FS NT
LRNet (gl) 95.2 91.1 96.5 84.0
LRNet (g2) 96.0 923 97.9 86.9
LRNet (gl+g2) 98.9 97.9 99.3 96.8
FAMM 95.8 95.7 97.0 91.5
SPSL 98.5 94.6 98.1 80.5
FT-two-stream 98.0 94.0 94.0 90.0
FALNet(ours) 99.5 98.6 100.0 97.9

FaceForensics++40 4 52 AN [A] Fs 4 240 (C23, C40) )
KL AERf R . FES AN IE S N B RO i R ok
REIR.

% 3 FaceForensics++E{IF & (C23,C40 FE)LINER
(AUC 1 ,%)
Table 3 Experimental results on the FaceForensics++
(C23,C40 subset) (AUC 1 ,%)

This T8

IRGES o K s %
DF  F2F FS NT
LRNet (gl) 934 855 950 947
LRNet (g2) 942 90.0 96.6 96.6
C23 LRNet (gl+g2) 98.9 982 989 989
FALNet(ours) 98.9 982 993 975
LRNet (gl) 80.7 749 781 793
LRNet (g2) 825 776 830 813
LRNet (gl+g2) 946 87.1 96.8 943
C40 FAMM 90.0 91.0 928 855
SPSL 93.5 860 923 768
FT-two-stream 943 867 853 805
FALNet(ours) 957 935 982 979

T A B

L 2, W LUE B A TT %4 FaceForensics++4{
PRI A O 26 E AT TR E R . Bk,
FALNet 7£ FaceForensics++ %(##i4E (1] DeepFakes .
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Bt E1) AUC H HIIEE] T 99.5% 98.6%+ 100.0%
H197.9% o IX I ARA AT ZEAEAT X Lo Py 3 T B iy 4
W T AR W S R HEA T, % ) & 7E DeepFakes fll
FaceSwap FRIMEREJE N (1, 182 T #5630 58 58 1A
WACR . F TR, NEERTATLLEH, 5 LRNet J7 %
() =FpA 4R (gl. g2 A1 gl+g2). FAMM. SPSL UL}
FT-two-stream A Lt, A 75 S 78 DY Fffh itk T B B 1Y
AUC i3 W25 8w, AR MhIESn] EAHEE 56
H I TTAE, AUC 73l T 0.6%, 0.7%, 0.7%, 1.1%,
JEIL T T 22 B Oy 3t T B B4 PR R R
4.5 BZEEBIHTME

T MERATT & H.264 55545 AR 750 RS A S
F& kM, ASH >4t FaceForensics++3 35 45 1 [ 4
T BT . /23K 3 s T AT % FALNet 1r

T I A A AR

HOE, E RN C23 B, AT RAE
DeepFakes. Face2Face Il FaceSwap L [FIUERf K 73]
IEET 98.9%. 98.2%F1 99.3%, HU1G T fAds i,
BT LRNet J7 &1 2 A4k, {& NeuralTextures |
(10 HE A 23 B LS T A DR s 2800, (RURS I &5 SRR SR ik
BT 97.5%. 1ERAGREN CA0(m A7 Z) I, A5
% {£ DeepFakes . Face2Face . FaceSwap #
NeuralTextures U FH 0418 T B I HEARG E (ACC) 73 51
EF]T 95.7%- 93.5%. 98.2% Al 97.9%, 5 HAhx}
FE 7R b, A TT S AE DU M P 3 T B b IRk e AH LG
TUMTAE, AT T 1.1%. 2.5%. 1.4%. 3.6%.
KR T AR TT AL i I A T MR BRIt A )
By NSRRI B o

R T ARG AT OB A5 T W s 4 )
PE, B9 B LA T AR RS, ARTT =M
PERERA L. B M7 AT IR AA (R AW) Fif
AT, FRAE ARG EEAT T .

6, AJTEAE IR IR E A (RAW) L) AUC 734
LB T 99.1%, X — 45 RBAR T 5 T8 2 i NP1k
(1) Xception®I T4F . £ C23 K425 F, AUC 4350k
97.5%, FHECJRAGEARE TR T 1.6%. 1£ C40 484 )
T, AUC 73808 94.1%, FHECIAGEER T I T 3.4%.
RO B A7 00 138 0, AUC 2306 BTG, (H3
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I IR . 5 HAl VAR b, R4 Xeeption J7VALE
JE GG EE 1 AUC 23 50 s T AN &, (HAE C23 Al
C40 JE4Egeon) v, HvERe MR RO, 20 T R
T 6.4%H1 13.2%. 1] X-Ray P27 ¥EA4E I 4a %08 i
PEBE T B T4 B3, AUC 43304 C40 4R 900 X
H 61.6%, FBET 37.5%. XM 4 R T4
FYURFIEAE TN IR 4 (A B s o
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Figure 9 AUC score of different methods under
compression

AR 3 J5 % FALNet Al LRNet 34 5K F T i % i 55
YE RTINS 5, 1 Xception F1 X-Ray NPK: B 45 25 (]
ENRIIAE 5o WER, 78 Ed 5 I, Xception
K B AETERE, R, BB EL I RS,
Xception 1 A8 235 N, JE T EIE 2301 X-Ray
UL AU R 52 AHEE, e T O AU
W AR R AR L BRI InAse, BAHamm &
etk o ASCTr RAETXAT C23 FIl C40 FE4ARY, PEREIY
AN T 1.6%H 3.4%, et T T EHG A= 1
HABTT e X 45 R T IR OB A A DA
S, IO AL S Hs 4 5 W I, RE A8 A DR A I
(RIS e PR R 1
4.6 ERMREAMEPAEEEEEITH

R T SRS AL AS N 6 A I R R A
EREMERH TV, A3 7E FaceForensics++ Social ik
£ BP0, KA T T R ISR Z AL R
% 4 IR THAYLE FaceForensics++ Social Hi 42 %0
WEFB EATT% FALNet S53AL TAEMEREMI LS. 765
MHASFE T, MG Es R R Ok AR
N, WA T RIZ R R, fEX—AHLg, BiAE
FaceForensics++ #4411 C23 ¥4 LTI, 153
(A5 HE/E FaceForensics++ Social iR AOM 4R EIE T
MEK, DARSTEGAE bR st N 286800, DAABER AT
XFANFIFPSE R 4 2 AL RE T o

F 4 FaceForensics++ Social EIEEFLILER(ACC 1 ,AUC t,%)
Table 4 Experimental results on the FaceForensics++ Social dataset (ACC 1 ,AUC 1, %)

PhitFB

HAE & LoRIIPIES DeepFakes Face2Face FaceSwap NeuralTextures
ACC AUC ACC AUC ACC AUC ACC AUC
FAMM 91.00 97.35 93.73 96.93 94.50 98.72 89.00 94.97
FT-two-stream 92.50 97.55 82.50 89.69 90.25 95.98 73.00 81.90
Facebook Re-network 74.44 83.81 76.75 84.63 77.75 84.86 63.75 69.91
Capsule 92.20 98.18 88.02 95.49 93.30 98.58 72.28 80.99
Mesonet 86.22 93.83 84.50 91.75 82.50 89.61 70.01 83.25
FALNet (ours) 97.83 97.83 96.74 96.74 97.46 97.46 96.39 96.40
FAMM 90.75 96.17 94.25 97.97 95.00 98.82 88.25 92.44
FT-two-stream 93.48 97.82 80.50 86.80 79.25 91.76 77.00 80.85
Re-network 74.44 84.01 73.25 79.39 68.17 73.00 67.75 74.58

YouTube

Capsule 92.74 97.71 87.22 94.71 82.78 97.53 70.70 82.11
Mesonet 85.25 93.67 79.95 88.66 77.00 84.32 66.17 81.32
FALNet (ours) 97.48 97.48 97.84 97.84 97.85 97.86 95.70 95.71

TE: DO AR, R IR

A LU BT AL K o Do T By s,
Ay HoAth e 77 2 AHEE, 72 ACC I AUC #5453
REIATAT M4 R . MEEFIAE Facebook 1~ Lk
fER I . A LA DeepFakes. Face2Face. FaceSwap

F1 NeuralTextures VY ¥ 04 it T Bt (1) #E i % (ACC)
S AIEE] T 97.83%. 96.74%- 97.46%K1 96.39%, [F]
i AUC A4 R, X B T AJ7 4 Facebook 1
£ FO0S &Rl O 3 T B RS I B8 ) s o @ik oy AT A
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YouTube ¥ & I PERER I AT DL, A TJ7 R A
DeepFakes. Face2Face. FaceSwap F/l NeuralTextures
I HER R 5 97.48% « 97.84% . 97.85% Al
95.70%, [FIFEOREE T8 ITERE. 19 Facebook -5
FHEE, 477 %45 YouTube V- 15 L 114 BER A7 9% 5)), (H
AR R

G5 RARWIASOT AR A A2 P & Facebook
A1 YouTube 1% i) Oh & AN, PR+F T R 45 ik il
PERE . BE— DRI T A SCTT AL I SE bR Bun iy, fe
ORFF AP S i, RIS R W% 7 RAMNAE 245
IR R R, A5 B S B2 B[R R
AIRGF Iz AL BE ) A E FE 1 o
4.7 MEHEBXE LM eI IEREE

TR EE T LR AE B RO a2 2R R TS OC B
MR REVEAT VR, WIER 5 o, ASER S X i
PO B A R 2 B TE T AT T R SE R, T
BT P8 O B I % ) B v DL R P e 2 I g
H IR P TR 5 | N RS i A W 4 R R s . K
FAIEAE RN, 0 & A D T B Bt 45 )

HEHE TR,

SIS R R W, B VLIRS B RO 3 R 35 [ B
I, R P T &, B K2 LT fE
WA S 4 o A RIS B R P IEFEIT, 767
I3 PR 3 T B o R4 2R 1A BE AT R 78 40 %5 1
57 R I — R MR R, HE ks, T
Dy 3 TS P T 50328 22 (0 I N AT AR Sk e A 1 1) (1 35
W, {15 8A4E Face2Face [ C23 Fil C40 25 FHL
137 98.20%F1 93.53% M HERR, AHLL T H IENLIA
B DA L 1% 04T, XBERV, Ko
T 2 455 T LIRS 8l FI B i 2k R (MR AE, Tl
A0 B R A FIRFIE SR, B2 T X B O 3 1)
PUEE ). ML Z T, AR 4% 13 T B T8
Bl S (40 4 248, JEIE 7 4 R VLIRS 3 R Bk i
LRI, I A5 R B O 3t A AT 55 Th R ILAS K
AT VLT 10 15 R DG B R Y 4%, fR AR e Rk
ARG 22 o [RII, AxEEB N 4% B e i
i, SRA T A OCH AU MAE B, T A LT
S P BT I P48 K

x5 MHEIBXRBELMEZITHEMEREITMEACCH, %)
Table 5 Performance evaluation of the facial landmark network design scheme (ACC 1 , %)
P& o4 5% 25 44 4y WETH
DeepFakes Face2Face FaceSwap NeuralTextures
RAW 98.20 98.84 99.28 97.85
KPR T AR e C23 98.20 97.84 98.57 98.92
C40 95.32 93.17 97.85 97.49
RAW 99.64 97.85 99.28 97.13
WLRZ B+ 3 C23 98.20 97.48 99.28 99.28
C40 95.68 92.45 98.21 98.21
RAW 99.64 98.56 100.00 96.06
WLPE B+ Oh it R 2R C23 98.56 97.12 99.28 99.28
C40 94.60 93.53 97.49 96.06
RAW 99.64 98.56 100.00 97.85
WS B+ Ph it SR 2R+ C23 98.92 98.20 99.28 97.49
C40 95.68 93.53 98.21 97.85

T IR AR .

[ I, 6L I o 3 42 14 5 | N ) A5 7R 20 Rt AT i
FeTte XS RRY, W TR L Dy It R I A 55K
PRI Oh 3 RO 8 R 2. IR E PRI BOR W
JORE R =) B DX SRR AT 1B T, X SR nT e AE
R )R I 1) P E B, B A — sl LTz 9 e A
BE, IR Py 3R AT LA B AL 7R G 4 b A i 3K 28 4
(0 Dt IR, T i vt X VR P Dt R A i -
WE G2 RER, I P&, MKW L

b A PR B2 O 3 WA P FRDRR AL, AT i v A 0 ) 4
Tff Ik R s
4.8 1EBUAIRRRRIE AR

ARSI 30 Tk o P A g P 4 R R ) AL AT
FIAAL,  SERON ML AP RS R0 Oy 3 AW ) ) ik
T, FFRER IR S RUIR) 1R 34 0] g5 28 ) ) 45 R 1)
DTk o A SZ G EF X FakeAVCeleb 45 i 45 i H
FaceSwap Fll Wav2lip P40 A [] 77 72 A2 B 16 O J A A0
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Figure 10 Attention visualization of FaceSwap forged videos in the FakeAVCeleb dataset
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Figure 11 Attention visualization of Wav2lip forged videos in the FakeAVCeleb dataset
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