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Abstract With the advent of large models like ChatGPT, the security of Al-generated content has garnered increasing
attention from researchers. To ensure that the final behavior of models aligns with human values, alignment techniques
play a crucial role during model deployment. These techniques adjust different pre-trained models through fine-tuning or
other methods to enhance their reasoning capabilities on specific tasks. Alignment security attacks have attracted wide-
spread attention from academia and industry, but there is currently a lack of systematic review on alignment attack tech-
niques for large models. This paper begins by examining the security risks faced during the deployment stage of aligned
large models. It investigates potential vulnerabilities throughout the deployment process and reviews existing alignment
techniques. A comprehensive study of current alignment attack methods is conducted, including prompt injection attacks,
adversarial attacks, privacy leakage attacks, and backdoor trigger attacks. The analysis identifies security vulnerabilities
and potential attack techniques within alignment methods. Secondly, from the perspective of security risks posed by
fine-tuning downstream tasks, the paper analyzes how the fine-tuning process compromises the security limitations of
aligned large models. It investigates behaviors during the fine-tuning process that may cause alignment security vulnera-
bilities, providing a detailed analysis of the impact of fine-tuning on the security of secondarily developed models. Thirdly,
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from the perspective of multimodal development of large models, the paper introduces the architecture of multimodal large
language models (MLLM). It summarizes and analyzes the fusion technologies between different modalities within these
models and highlights the characteristics of attack concealment due to the continuity of MLLM inputs. Finally, the paper
provides an outlook on the future development direction of alignment attack techniques for large models. By deeply ex-
ploring the current state and potential risks of alignment attack techniques, the research aims to inspire new ideas and di-

rections in academia.
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