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Abstract In the realm of Internet architecture, Web servers function as pivotal elements, facilitating extensive data in-
terchange and intricate business logic execution. The security posture of these servers is intimately tied to the overall sta-
bility and resilience of the information systems. Web server programs, as critical components, have received extensive
attention from attackers. Consequently, the significance of diligently exploring and promptly remediating vulnerabilities
within Web server programs cannot be overstated. The mutation-based greybox fuzzing method is widely used in vulnera-
bility mining of Web server programs. This kind of method usually takes real HTTP messages as "seeds" and mutates the
"seeds" to generate test cases. The quality of the test cases depends on the selection of the mutation locations and the
scheduling of the mutation operators. Existing methods mainly follow the preset rules in the selection of mutation location
and the scheduling of mutation operators. Blindly following the preset rules renders the mutation less targeted and less
efficient, resulting in many invalid test cases, which affects the efficiency of fuzzing. To address the aforementioned prob-
lems, HTTPFuzzer, a reinforcement learning guided greybox fuzzing method for Web server programs is proposed.
HTTPFuzzer’s mutation process is partitioned into two stages. The first stage is the mutation location exploration, where
the seeds are segmented first, and the exploration of each segment is transformed into a multi-armed bandit machine prob-
lem. During the segment exploration process, according to the code coverage and the responses of the test target, the seg-
ments that can make the test target respond correctly and improve the code coverage is selected as the mutation-regions.
The second stage is the mutation operator scheduling stage based on Q-learning. This stage aims to improve the code cov-
erage, dynamically adjusts the mutation operator scheduling strategy, and the fuzzer selects better mutation operators ac-
cording to different mutation-regions. Experimental results demonstrate that HTTPFuzzer can produce high-quality test
cases, surpassing benchmark methods by covering more execution paths within a shorter time frame. Furthermore, it is
capable of triggering crashes and uncovering potential vulnerabilities in a shorter time.
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Algorithm 1. Operator Scheduling for AFL

Input: Input seeds: Seeds; Target Program: Target.
Output: Error queue: O Error; Seeds queue: O seeds.
1. Initialize Q seeds

2. Initialize Q error

3. WHILE TRUE DO

4 Select a seed S from Q seeds

5 FOR opt IN fuzz_operators DO
6. FOR i IN range(len(S)) DO
7 S’ = Mutate(S, opt, i)

8 Send S’to Target

9

1

IF ERROR occured DO
0. Update(Q_Error)
11. IF S’is interesting DO
12. Update(Q_Seed)
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Host:__127.0.0.1:8080\r\n
Upgrade-Insecure-Requests:__1\r\n
User-Agent:__Mozilla/5.0\r\n
Accept:__text/htmLapplication/xhtml+xml;\r\n
Connection:__close\r\n
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Figure 5 Example of HTTP message
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Algorithm 2. Segment Selection Algorithm

Input: Segment scale list: Seg_scale,

Expansion factor: boost,

Initial a value: alpha_base,

Initial g value: beta_base;

Output: Segment index: index.
Initialize alpha base = 1
Initialize beta base = 1
FOR item IN Seg_scale DO

o._origin = Sum(item)

a=0,_origin *boost+alpha_base
S = p_origin +tbeta_base
distribution = B(a, )
index = location of max distribution in items
10. RETURN index

1
2
3
4
5. pS_origin = Count 0 in item
6
7
8
9

BOEFE R AL BEIR R NZ O TE. ZRfrE
R TAEMSE L 3 FiR. HAevGs%
Seg_scale. Seg_scale FIE TR TCHEALE— 4
K (List), BN N B, Tl sk 40 Bk
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RITRAT I E A BN 5 R RS . G IRk
Mutation_area 413 H] T 76ifi n] R4 B AR B, 1%
FIZARAE R 3 RIS R, RIERRER b
F num up BT 2 IRER, YHRRIKEKT num_up
IS RIR R o 5L 3 S 4 A7 S AT, N T
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WA ER R G4 T o A0S 3 1EE 747 FTR, BL 70%01
NEZ S A 2 AT Bk 8 . TRk $eBa, RHAHMN B
HEATAS S AR M 1, HEXT Seg scale HEAT BT,
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S FEfF AR BUY Beta 20 {H )G, X T B
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Algorithm 3. Mutation Area Exploration

Input: Segment list: Segments,

Expansion factor: boost,

Output: Mutation area list:Mutation _area:

1. Initialize Segment scale list: Seg scale

2. Initialize list Mutation_area

3. FORIN range(num_up) DO

4. IF random.rand < 0.3 DO

5. index = randint(0, len(Segments)-1)

6 ELSE

7 index= Seg_selection(Seg scale,boost)
8 Test _case = mutate(Segments,index)

9. Socket.send(7est_case)

10.  get reward(index,Seg _scale)

11. Calculate Beta distribution of each segment
12. IF Beta distribution > mean value DO

13.  Mutation_area.append(index)

14. RETURN Mutation_area

piiBuIE A B 1R 2o S| DS K S PR R Ep O =E
B AT IE T 9k, AR SO 07 18 B 428 (B
AR S, R 2 B TS TR R R S U 4 B
Beta /) Alif. & “GET”. “ 7 f1 “\r\n” J& T 3.2.2
A ETIA R ET PR B, AR S O ARG, AR A
B Beta 70 A UK o 100 AR URL AR UBCAS )
“/index.html” F1 “HTTP/1.1” #4748 5 0] LLAT 2505
BRI 55 T, R e s E, Bt -
B AT i 1) Beta 43 A -

=2 EFIMHRZEY Beta S {E

Table 2 Segments and Beta value

i 5 SE2 Beta 3 fii{H
NO. Content Value of Beta
1 b'GET' 0.00235
2 [ 0.08385
3 b'/index.htm!' 0.99423
4 [ 0.19562
5 B'HTTP/1.1' 0.97763
6 b'\r\n' 0.02139

33 EHTF Q-Learning TS HE FiHE R
Z T MAB [ A EIR R, v AL A
WHAE I BAE R AR i AR S 57 I JE B 15 AEAR B



154 Journal of Cyber Security 15 JH\ % 42441, 2026 43 H, B 11 4%, 21

J7 SRR R AR RIS, AN TR AR S T S
MR )R e, DA AR e O, S T
MRRRLE o AN [ (1) 28 S e 496 g 5 0 PR 22 S B 7,
AT DA G R — AN T 3RS I ek s n) il . Horp, 36
I (R P A AR 52 3 S AR AT PR I A S B 22 ) R AR S
%), KM Q-Learning SLyA#EATYRE, — J5i,
Q-Learning fig % 1R 4 Hh i [ A% S5 57~ 10 B 1) 5 B 75
SR, AN WA S AR S A, 32 e I e A
(AR 5 MG o 7 1, Q-Learning 5092 .4 v 21
IEAH L, i 0% X v S5 ASEA) 0 X0 285 6 1) e K,
AT AEAT PR ERTIST [B] PN B T A% %

331 BRETF R SMER T

T8 IE XA 28 S 5 W BRI 2 |1, 6 an T A
ST

1) 2R 12%[A](Mutation-region Space): 7t 3.2
AT TR B G, 193] T o] ARE B AR A E
PR JE A0 I LE R] AR S ], AR S X L W] AR Bl AR 5 FR
VRS R 23 ]

2) % R H T =% [6] (Mutation-Operator Space):
ASLTT VR T HE T AR S (ORI v, AR e A
W NANE AR S5 F-, ALFE Bitflip. Arithmetic. havoc
HRRBREA, AKX R SRR
RRrEFEE.

3) RJihi(Reward): JihZiE 7% 8 T Al AR 7]
AR S a] o BRI S, AR ABOR 28 i £ 5
BREIENL T, XHTENZREF, 255k
A2 55 23T AR T, MREAT IE [ 122 Jih,
17 WA il o

4) Q fH(Q_value): BIRIMRZ LA
AR, ARSI IR R S AR e R A R T A
BAPEIN B  THER Re HL B AR e
TR RS, AT EE ORI 2, T
PR AT REHOR IRIAN G . RIE, Q (HTHE AR
PR 101 A S o AR e 1, IR BRI T
REXEPEM AL A B e 1o SRS SR AL T Q 8
HEAT, Mt Q AE I ik e A8 e B 1R B LA &%
A SRR

S E TR TR E 7 s 16
3.2 WPTIABH AR BER, R DASRE S0 AR S A R 1)
AHRAG B o ATELE AFL 3Ll Bk rin e, 48
SHEFAE Y AFL 240 TRRRF—2, B4 Bitflip
FRYNEF . Byteflip 2 H T M havoc 5155 L2 FiAs
A AR S R FE RO i 45 G AR ek ) A
AR, B QMEAR, M THAtlR s ik
PR Q {H . 78 Q EHE T, ATAUR AR, FIKA

ST, RBP4 HACGRR A ORI A2 57 5
TP E.

Mutation ‘_ Mutation
Area _\ Opetator
255 EHHT
PLEoh
Update
Qffi# Qfi

Q Table

ey A
Seljéillgirtlggﬁl"est 2 Reward
Yes
\ 4
e TS

Choose next seed

B7 ZRETFEERRMIERRE
Figure 7 The workflow of the Mutation Operator
Scheduling Module
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Algorithm 4. Q table initialization

Input: Mutation area space: m_area,
Mutation operator space: m_operator,
Qutput: Mutation area list:Mutation _area:
1. Row len =len(m_area)

2. Column_len = len(m_operator)
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3. CREATE a 2D array of size [Row _len, Col-
umn_len] filled with Os as Q Table
4. RETURN Q Table
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Algorithm 5. Q table update

Input: Mutation area space: 4,

Mutation operator space: O,

Current mutation area: 4 _current

Current mutation operator: O_current

Initial Q table: Q table

Current reward: reward

Output: Updated Q table: Q table

Initialize 6,y

Next A = (A_current+1)%len(A4)

O _current = Q_table.loc[A_current].idxmax()
predict_next =max(Q_table.loc[next A])

O value = Q table.loc[A_current,O_current]

. O value new = (1-0)*Q value + O*(reward +y
*predict_next)

7. Q tableloc[A_current,O_current]|=Q value new
8. RETURN Q Table

oA w N

$£T Q-Learning RO I B W55 6 T
G, RASHE 4 ¥1hate Q 14K S 3L T 11T 1 Q
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Algorithm 6. Fuzzing based on Q-Learning
1. Initialize Q table

2. Initialize Round

3.  FOR IN range(Round) DO

4 IF random.rand < 0.3 DO

5. Choose randomly

6. ELSE

7 Choose based on Q table

8 Mutate and send to SUT

9 Get reward and update Q table
10. Choose next seed

FERTB YL TS (KA T, B T % 4 e
R BRI Z S, R Q ERAF A pesfefiidls, L
P AU 2 0 T ), MRS T L . T
VR R T AR SRR A R, ST T RO



156 Journal of Cyber Security 15 JH\ % 42441, 2026 43 H, B 11 4%, 21

NGRS
4 SKIRIGIE

8 T 86F HTTPFuzzer A 20, 76— &40 84
SERFEY EIFRE T RAESEK: . HTTPFuzzer JR A T H
# 8 7F Ubuntu 20.04 LTS R4 I, 1217474 16GB.
JRA T HIEL T C iS5 A Python I SRS A, H&
BRI R T

FESZI 2RI b, 1 58 o B IR 491 1)
AR A B PR R M BRI 2 A i A
TR B34 204, 383F HTTPFuzzer J7 k(KA #.
P Sy HTBORTIAR I BOR, IR A BT« %127
5 A8 T O DA A SOV EIEAT VRS, 37 F1 AFLnwe.
AFLNet & E9i T HSHA TR XL
41 MiXABIRE

SO T AR BRI, SR 3.2 TR ik
WA S B TR R, EANI e R, Bl 62 54
S 5

R TFAATT 75 BT 800 #1407 BRZR, &
SR ERRFET MAB, SRS BT 04T o

SE B At AT AR T SR OE S . Wl 8 BT
N, ZMBL AT 82402 4TI, Hoh 2109 4]
il T1%4% 7 “GET”. “PUT” — KM BLHATAL 5, 7~
AT JCEAE SUT @b o b T 532 1 22 il )
TR TR HLE], B E RS, Tk
BRI A, 25 B A MR (R R N T ek 2D, 3 B T
TR B, A8 T AR

TR Bk
HFEWAElL]

ARl

Q Q Q Q Q Q Q Q Q Q

Q Q Q Q \) Q \ Q \)
\) \) \) \) \) \) \) \) \)
N I I

8 TRUERZRMEMNXAGISH
Figure 8 Distribution of test cases in the mutation
location exploration phase under default configuration.
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Figure 9 Crashes of Lighttpd
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==13725==ERROR: AddressSanitizer: SEGV on unknown address 0x000000000000
(pe 0x000000000000 bp 0x615000000300 sp 0x7ffeddb51d88 T0)

==13725=Hint: pc points to the zero page.

==13725=The signal is caused by a READ memory access.

==13725=Hint: address points to the zero page.

AddressSanitizer can not provide additional info.
SUMMARY: AddressSanitizer: SEGV (<unknown module>)

==13725—=ABORTING

10 Lighttpd 1.4.65 125 iRIi%
Figure 10 The crash site of Lighttpd version 1.4.65
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Figure 11 Crashes of Thttpd 2.26
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Table 4 First time to crash

CVE%i's  WAAHF  HTTPFuzzer AFLnwe AFLNet
CVE-2022-  Lighttpd
2~ > 2 >2
37797 1.4.65 2~9s 00s 00s
Lighttpd
CVE-2019- 1.4.51
11072 1.4.52 150~450s  >500s  >500s
14.53
CVE-2017- Thttpd
17663 226 200~400 s >500s >500s

X Lighttpd [itAs 1.4.51~1.4.53, HTTPHuntter
fiik 2 55— U I R I T AR TR AR 150~450 #P . X
Thttpd 2.26 A+, HTTPFuzzer fill & i it 1) B 1]
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Table 5 Path coverage information

HTTPFuzzer AFLnwe AFLNet
Lighttpd 1.4.65 684.0 680.4 654.0
Lighttpd 1.4.66 651.2 651.2 644.2
Lighttpd 1.4.67 677.2 655.6 658.2
Lighttpd 1.4.75 713.0 681.2 667.0
Lighttpd 1.4.76 722.0 689.4 661.0
Thttpd 2.29 395.6 399.2 395.2
Thttpd 2.28 411.2 401.8 410.2
Thttpd 2.27 400.2 397.2 399.8

AR SR H 10 75 2 (R RS T R A K [
Web IRk 55 85 F2ET o AIGAE VLA R, ARSGEICT
N2 HHEATAREPEN Nginx AR 28 1E A4 ML
%, JF5 AFLnwe SEATHE [ %f LG, SE5EHT T Nginx
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Table 6 Test Results for Nginx

HTTPFuzzer AFLnwe Increase
Nginx 1.24.0 819.2 529 54.9%
Nginx 1.14.2 832.2 531 56.7%
Nginx 1.4.2 844.2 564.4 49.5%
Nginx 1.4.4 853 587.2 45.7%
Nginx 1.4.6 810 577 40.3%
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