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Abstract The consensus algorithm is the key technology in blockchain to ensure that data is agreed upon. Practical By-
zantine Fault Tolerance (PBFT) consensus algorithm can effectively solve the Byzantine Generals problem, and is widely
used in distributed systems, blockchain and other scenarios due to its excellent fault tolerance and high efficiency. Howev-
er, the PBFT consensus algorithm has problems such as lack of reward and punishment mechanism, predictable master
node selection and high communication overhead, etc. Aiming at the above-mentioned issues, we proposed an improved
PBFT consensus algorithm based on the influence of nodes and weighted aggregation signature. Firstly, a reputation model
is designed to dynamically select consensus nodes, with different levels of rewards and penalties based on node types, and
a reputation recovery mechanism is designed to prevent “oligopoly” nodes from being generated. Secondly, established the
influence assessment mechanism, proposed a novel K-Shell algorithm combining the global and local structure to assess
the influence of consensus nodes and identify the key nodes in the consensus network. Meanwhile, a verifiable random
function based on the influence of nodes is designed, which improves the probability of key nodes becoming master nodes
while making the selection method unpredictable. Finally, we proposed the weight aggregation signature scheme to optim-
ize the consensus process, which reduces the communication overhead and signature volume of the consensus process and
improves the consensus efficiency of the algorithm by assigning weights to the nodes for the aggregation signature. Expe-
rimental results show that compared with the original PBFT, the average throughput of this paper’s algorithm is improved
by 65.7%, and the average delay is reduced by 38.9%, which effectively improves the consensus efficiency of the system.
In addition, compared with the typical improved algorithm of PBFT, this paper's algorithm has an obvious performance
advantage, and it can be better applied to large-scale consortium chain scenarios.
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