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Abstract The existing shuffling protocols based on secret sharing have some problems, for instance: the existing shuf-
fling protocols mainly focus on the design of theoretical framework, and lack the specific algorithm for each step of the
process; Most of the solutions of the existing shuffling protocols using public key are not efficient when dealing with large
data sets. The existing shuftling protocol lacks some applicability and is not very practical in some application fields. In
view of these limitations, this paper designs a verifiable layered shuftling protocol based on secret sharing. At the same
time, in order to combine the specific application scenario, this paper also designed a privacy protection scheme based on
the shuffling protocol. In this protocol, an improved share conversion algorithm is constructed on the basis of inadvertent
transfer protocol, and the original data set is shuffled without exposing the original data set. The Benes arrangement net-
work is used to realize the shuffling layer, and then the complex shuffling task is divided into multiple sub-tasks that are
easy to implement, which improves the processing efficiency of large-scale data. Furthermore, the idea of verifiability is
introduced, which ensures the security of the shuffling protocol by allowing participants to confirm that the shuffling
process was correctly performed. The correctness of the proposed protocol is analyzed strictly in this paper. The
ideal-reality simulation paradigm was used to evaluate the security of the shuffling protocol. The time cost, security and
time complexity of algorithm of the shuffling protocol are compared with other protocols. The results of the protocol show
that the verifiable layered shuffling protocol based on secret sharing can meet the security standard under the malicious
model. It has certain advantages in efficiency when dealing with large-scale data sets. It improves the applicability of the
protocol and further promotes its application in the current environment.
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