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Abstract Instruction-tuned models have been widely applied across various fields and tasks due to their excellent ability
to understand and follow instructions. However, this capability is also prone to malicious exploitation, leading the model
to generate harmful content. Current methods for enhancing the safety of the output content of instruction-tuned models
still have some shortcomings, such as the safety-tuning that can undermine the model's helpfulness, and lack of robust de-
fense against jailbreak attacks, and using pre-trained content moderation models for content filtering can slow down the
model's response speed. In response to these challenges, this paper introduces a novel fine-tuning approach known as
Safety Classification Fine-tuning (SCFT). The motivation for SCFT is the observation that instruction-tuned models are
vulnerable to misuse due to their inability to assess the safety of "instruction-response"” pairs. The embedding vector of the
EOS token in the hidden state output of the model's final decoding layer, which is used to end sentences, contains the se-
mantic information of the entire sentence and is very suitable to judge the safety of sentences. However, the fundamental
structure of the model determines that it does not have classification capabilities. To address this, we have added a new
classification head to the model's output layer. This head is trained to classify sentences as "safe" or "unsafe" based on
sentences' semantic information, while the model is simultaneously instruction-tuned for general capabilities. The
well-trained classification head acts as an internal "discrimination mechanism," controlling the safety of the model's output.
This allows the fine-tuned model to actively judge the safety of "instruction-response" pairs during inference and prevent
the output of unsafe content. Further analysis reveals that with the "discrimination mechanism", SCFT can unify the train-
ing objectives of the model's utility and safety, achieving a better balance between the two. It also maintains the symmetry
of knowledge between the model's general capabilities and safety capabilities, and expanding the safety training data to the
pre-training data distribution, enhancing the robustness of the model's safety capabilities. Experimental results demonstrate
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that SCFT is a resource-efficient, end-to-end safety-tuning method. It significantly reduces the Harmfulness Rate of the
fine-tuned model by approximately 91%, lowers the average harmfulness score from over 4 points to 1.36 (on a scale of 5,
the higher the score, the more harmful the model), and achieves a 0% harmfulness rate in jailbreak attacks, all without in-
creasing additional computing resources or compromising the model's general capabilities.
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14 END FOR
3.4 SCFT #ERTE

2:3.3 U SCFT S 20 “ A bl ” iz
WO R HE R L R A & 3 o, e P
NTBEAT s AL BE (D), RTEHABAL, LN 5
(@), #A! Blocks(®). i th J=(@)45 2R 51 1)
RN BRI Y ()22 A R AR A, AR 2 4
RNBRZE e 2 15 i AR A K N 2 (B~©))

SCFT (14 F i P2 = 2L F, 455 5040 Yo 4k 2045 23
TR AN 53 o A TR IS ) KAl TiiAk 3 SR Sl
YIRS AH ] [ A%AR Format « 431 #% Tokenizer LA K¢ &
7 ) 1 JF 46 (BOS) 1 R Bk b ad, F TP I
Question ¥4 Ky 1A =5 P41

Tokenizer

Qutput Lm Logits

Input lds

Inputlds = [BOSid , Tokenizer (Format, Question)} .

LR HE PR (1) ok A2 5 IR 28 AL, AN [) R 2 25
N 2 A — O A S R T A, i A R
I A B B i — AN 1], BERAE AR —
A Token [N, L% FH A TR A2 G N A0
R SOCRIB BTN AR AT 5k 1, EOS token
REE LN EREN, PRtk EOS token 1] kA 1]
A T H NP Prompt AR A B ] Response
(I8 SUAF IR, 0 IS BE 0 v SUE S B “ FH - 4
N-TERI M N7 (1) 22 A bR A, BRI 22 4 2Rl
4 ) FC At R N 2

BT BIRONHER R HIR, R D6 SCFT 135
(13 2 PR A R HE R B A T T

lhidden dim|
Lm head | |
5 | |
———
| Hidden State(N-1) |
@TDecoderXN
Word Embeding

Preprocess
[ e
@

3 EERIEE

Figure 3 Process of inference

B 28 220y SR IR IS TR AR
S ST 2 Ay I8 Sk I 4R A T BT (AL
i = {W* VVO*’ T W;’—l’ I/Vl:nihf:ad’ I/V(;;sihead} 4

0 embedding >

FEH RN 2 B W peading » 152 Blocks HH 25K
BRI, Wi pead 72T 5 BESKIOBUEE, W peaq 7E2Y
FELIIBE, I IS Q

% N : O , Format , Tokenizer |,
* * * * * *
0 = {VVembedding > WO s> T WN -1» I/Vlmfhead > I/Vclsfhead } °

i BSR4 Output o
1 Inputlds :[BOSid, Tokenizer (Format, Q)];

2 HS «w?

embedding (Inputlds) 5

3 SV Wy (W_fﬁ (s (HSO))) :

4 NextTokenLogits < S(HSN T W:ﬂ b )[—1] ;

5 NextTokenld < Decoding (NextTokenLogits) ;
6 IF NextTokenld £~ /& EOS, :

7 ¥ NextTokenld #3112 Inputlds K JE;

8 HH 2~6

9 Logitsy, < S(HSN’I [-1]*w )

cls_head
10 T < argmax (Logits, )
1LIF T /& SAFE:
12 Output < Tokenizer (Inputlds)
13 Output < Sorry, as an Al language model, I



200 Journal of Cyber Security 15 JH\ % 42441, 2026 43 H, B 11 4%, 21

can't offer any illegal or harmful advice and guidance. We
should observe moral and legal norms in order to build a
healthy, just and stable society. Can I help you with some-
thing else
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WIS AN AR ZR A i, IR SRR L B AL E T L BA gk 2D ]
REM R ., 32 DL R AT N AR : O/
0 () g 1N R 2, @) MY AT TR 1) B AR A, AR
T (e N B i, @O 2 M N R 4. B e it b
IR BR A AL AR 0 A SR 6] o 1) B OB A
(E L

5 KRR

AATREET LLMs A5t A sh Ak v FIN T3
i ) &5 AT R 7R, MBI J5 A5 20 1) 2 4 ok AT
PEMANTT T3 BT SCFT B 2, i Ja % SCFT [tk
REREAT I . AT PEAL 25 R EE T Llama2-7B-base,
SCFT 7£ Llama-3.1-8B-base. Mistral-7B-v0.3-base-
Qwen2.5-7B-base. Gemma-2-9b-base _I th 5 A1) 45
K, W Co

51 ETF LLMs IR EsITESE

T B BNk VAN T 25 SR A s R TR )
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B, R 4.18 F 26.52%, IXEET Qi 2 AP
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PEBIURE AL A SCHE (300 572 SCFT ] AAT 2L
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SCFT LR TIE M Z 2T Z MR ERK.
SEEG IR LG T SCHRR[ 1917 $i7 2 TR I I IE 7] 22 4>
Him CAHR = ik i) i 20 e Atk 1Y) 7 v2:, 84/ Bianchi
i NI K e b, R AT AR R P N 3% [ IE )
LA (N F R PR 1200 FHk IHAEH
GPT4 AR A P Y, X i) W K 22 2 06} 1) & (1) 46
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551% . 28 SCFT 15 21 (AR AL IR ] LAY AR B AR B o o) 5
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HEMVED M 4.1 5 BEE] 1.352 47, HEERAHN 0%,
TEEHEA F0 R B R 2 SR AT E— 22 40 #t, Jail-
broken ¥ HEAL A IR HIRIE L, —H L4 H
B R S MIRATRE FF), — 2 DAL C I Ak B M Fa s 1,
M 1T H, SCFT 15931 (R i Sk i 2
AR, FAHESBEE 1 i, AFEY
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Table 1 Results of instruction-tuned model on safety evaluation datasets

VR AR it Red Harmful Malic Jailbroken
Teaming Instruction alicious Competing Mismatched Average
Objectives Generalization
FT: tetptur) 4.0 3.29 3.2 4.286 4.615 4.056
FT Helpful, Harmful) 4.18 3.849 3.43 4.393 4732 4.148
Harmfulness Score
s ﬁﬁi”) Bianchi +3% 3.62 3.003 3.114 2.821 3.038 3.167
AT ALY 3.96 3.82 3.629 3.286 3.538 3.37
SCFT . (elptul, Harmful) 1.36 1.39 191 1.176 1.269 1.352
FT: Hetptur) 24.5% 40.69% 28.57% 50% 34.62% 42.59%
FT Helpful, Harmful) 26.25% 47.32% 31.43% 60.71% 34.62% 48.15%
Harmfulness Rate
(ﬁﬁ“%”) Bianchi +3% 19% 19.24% 17.14% 28.57% 30.77% 29.63%
ST ALY 27.25% 44.48% 28.57% 42.86% 23.08% 33%
SCFT etptu, Harumtun 2.25% 0.95% 0% 0% 0% 0%

(VE: Harmfulness Score 7= 1- 244 FEVF3(5 23fil), Harmfulness Rate <7 % R (AT )M 2024 5 20 (50 (1 ot b, BB i

Wi I3 ) 96 T PR )

SCFT 7& %4 P i fi 45 48 (False-Refusals)
IR ERA8 T fR4F P45, Bianchi % \IERIL: “ 44
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Figure 4 Results of instruction-tuned model on pseu-
do-harmful prompts dataset
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Table 2 Results of instruction-tuned model on utility
evaluation datasets
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Table 3 Comparison of training overhead between
SCFT and standard instruction fine-tuning
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Table 4 Inference speed comparison of models ob-
tained by different fine-tuning methods
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Table 5 Evaluation results of SCFT on different base models

VEA ISR Ky Red I;Iriirtmful e . Ja%lbroken
Teaming tsi;EC- alicious Cor.npe.tmg Mlsma.tchc?d Average
Objectives Generalization
FT 3.79 2.81 2.11 3.88 4.04 3.94
Llama-3.1-8B FT 4.14 3.75 4.14 4.09 3.96 4.04
SCFT 1.68 1.32 1.43 1.21 1.81 137
FT* 4.09 4.40 3.86 3.92 3.90 391
Mistral-7b-v0.3 FT 4.02 3.27 349 4.18 3.83 4.02
Harmfulness Score SCFT 1.16 1.16 1.16 1.31 1.73 1.50
(5 i) FT* 3.87 3.98 332 4.40 3.97 422
Qwen2.5-7B FT 3.89 3.84 3.58 4.40 3.83 425
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VEA ISR K Red Harmful Jailbroken
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Human: What is the difference between a migraine
and a regular headache

Assistant: Migraine is a type of headache, but it is
specifically defined as a throbbing, pulsing, or painful
headache that is usually located in one side of the head,
and can spread to involve the entire head, or any part
of the face, or a particular region of the neck.

Human: I'm also feeling very nauseous and sensi-
tive to light.  Are those symptoms of a migraine

Assistant: Nausea and sensitivity to light are also
symptoms of migraines. However, it's more common
for these symptoms to last for less than a day in mi-
graine sufferers. Also, they are often only associated
with the actual migraine and not the pre-migraine or
post-migraine symptoms. Migraines can affect the
whole body including nausea, vomiting, pain in any
area, and sensitivity to light.

TEFR L WORBT B, — B “Assistant: 7 A%
F8 73 (1453 2K (Loss) 2 MY 18 FE [n4%, SEFT AL, iy
“Human:” 355 135K (Loss) WA 2 T+ BB AL .
DRI, A SO 4k 5% Dt R SO B4 e o — A o
(Prompt, Response, SafeTag) ¥ = 04, Hrh,
A “Human:” [N EAEAN Prompt , B “ Assistant: 7
(1IN ZAE A Response , LAZS R M1

Prompt =[“What is the difference between a mi-

graine and a vegular headache , “I'm also feeling very
nauseous and sensitive to light. Are those symptoms
of a migraine ]

Response = [“Migraine is a type of headache, but

it is specifically defined as a throbbing, pulsing, or
painful headache that is usually located in one side of
the head, and can spread to involve the entire head, or
any part of the face, or a particular region of the neck.”,
“Nausea and sensitivity to light are also symptoms of

migraines.  However, it's more common for these

symptoms to last for less than a day in migraine suffer-
ers. Also, they are often only associated with the ac-

tual migraine and not the pre-migraine or

post-migraine symptoms. Migraines can affect the
whole body including nausea, vomiting, pain in any

area, and sensitivity to light.”]

SafeTag 7& X 4% K4l 10 %2 4 b5 %, W R
Response TAEAEAT H N, W4 SafeTag J3 0(FR7R
XAHRA 2 IHHR), BT 1(FRRIX 5
LA . AR Prompt 215 %182,
#Ay B LLMs ZE i 25 8 24 ), it DU 2
Response 522410, SRAT LW IZSRAEA L 24211
Anthropic Helpful Base % 1li%ida 8265 H 12 H
RINZBETY N RSB A7 28 i A B, il AN A
ARG UG5 I s AN S A s, v UK %5
Pate P £ 1Y) SafeTag 1. Anthropic Red Team
w2 IR LLMs (1228 H I aldn,
DLURR i B 45 R £ 1) SafeTag BN 0.

n A~ (Prompt, Response, SafeTag) — TG T
82 MO B S D, IINZRir, £ 10 Ak 2 pR 2L
Preprocess ¥ Prompt A Response % {8 4 #% 2 (R
Format AR P82 I 450 4 250 R 517 414 A A 1
RN, LA IR i, PHE S I SCAR AT

Text = “##HtHuman: What is the difference be-
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tween a migraine and a regular headache ###Assistant:
Migraine is a type of headache, but it is specifically
defined as a throbbing, pulsing, or painful headache
that is usually located in one side of the head, and can
spread to involve the entire head, or any part of the face,
or a particular region of the neck. ##t#tHuman. I'm also
feeling very nauseous and sensitive to light. Are those
symptoms of a migraine ###tAssistant: Nausea and sen-
sitivity to light are also symptoms of migraines.
However, it's more common for these symptoms to last
Also, they
are often only associated with the actual migraine and

for less than a day in migraine sufferers.

not the pre-migraine or post-migraine symptoms. Mi-
graines can affect the whole body including nausea,
vomiting, pain in any area, and sensitivity to light.”

15 B SCA TP B Text % e 4y 3 50 % 51 )7 5]
Inputlds W, W& T 4> H RS Mask,, (K2 3&E 77
2 UL A bR £ Preprocess ), KA ic 51~ (token)
FE 7T T B H A K (Loss), Hrp WA Response 41
(1) Mask,, 3 1, ARG 354 00 Aert s 58 Sk
I 2K (Loss) I, 3 FFAT VAR B 451 2K (Loss),
B Mask,, =1 {3870 A7 B UK (Loss) 4 22 5

Fi% T 2022 FAEAMKEE D%
MPFRAR 2 22 o IAE BN RT3
282 |71 35 A A JEL D R K 2 I 9% 4 ) 22 4
IV IR 2507 . WFFTATUE Y N T8 i
YA, WIS OGRS KB A 524 R

S ) . Email: yu_miao@163.com

(S U S S S NN ) € ET St
TS S TR0 TR B gk . A
FUAEC N TR RE Bl 4. WP
AT R 22 4 R R 1), B e R 4L
%R 244 . Email: hey56316@163.com

EIT/N s S VNG 0 € e
NI NNEYNE A TR e 2
GO N THRE. (5 E ARG LA WITN
BB AE: KBER  B 2 4 S XU )

Email: songguo@nudt.edu.cn

B, BEAEH] T Response #i73 H1451 2K (Loss) -
K7 A M T ARTOIATEEOLE, Bn A
M, FEHZR IR RS “Assistant: 7 53 H8S
5T, s A T 2808 I geEd .

B LIRS HBE

A SCAEAS FH T A TR R AT SCAR A I, A
H HuggingFace Transformers [1] Generate /775, AT
TRAEVPAL &5 AL HERA 1k, AN B AT B8 14 0 4 Hi (1)
ZHREER A S A, R H T AR AR Y SR (greedy  de-
coding), RJIIE#Ed KA AFMEAR 1K 0], & 28 B #r i)
(Token) (1) K& &4 1024,

C SCFT EANFI LAY _F (R P4l 45 241

K Tt DU TR O )7 %€ SCFT WA R,
A CIBAE Llama-3.1-8B-base. Mistral-7B-v0.3-base-
Qwen2.5-7B-base. Gemma-2-9b-base [l T SCFT,
HT LLMs Bt B3 vl 25 Rk 5 Pros. M
ol DLE H, SCFT f& LIABIA FRINH T 5
Llama2-7B-base BAAHLIKIZCR, SCFT Al LA Xt
Ir) PO A5 0 rh iR N 22 A0, 2 v R 2 T 4B 2R
T TS S8 B 4 IS Ji ) (18 2 2 P R o Bk i 1)
EREE.

E\P S SO S S NSNS 1) e G TR
UNEI SN N 2 R NI =0 E A (U
AR, WERAEEOS N TR e B ERS
A, WIFUNAES: KR [ B4 &
A 5. Email: s120210221@163.com
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