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Abstract Blockchain's immutability has become the cornerstone of trust in decentralized systems, but this feature has
also been exploited to store illicit content such as violent, pornographic, and terrorist information. Chameleon hashing,
which enables content modification while preserving the hash value through the use of trapdoor information, is recognized
as a key technique for achieving blockchain editability. Existing approaches either rely on centralized chameleon hash
schemes, granting editing authority to a single entity and undermining blockchain trust, or adopt distributed chameleon
hash schemes that maintain trust but fail to detect malicious node behavior during editing. This results in systems operat-
ing on erroneous information, producing incorrect outcomes, and wasting computational resources. Moreover, these
schemes either retain edited information on the blockchain, contradicting the principles of blockchain editing, or require all
network nodes to participate in secure computations to generate trapdoor information and masking data, leading to high

communication complexity ( O(n)) that limits scalability in large networks. To address these issues, this paper proposes an
efficient blockchain editing scheme designed for large-scale network environments. The proposed scheme replaces tradi-
tional hash functions with chameleon hash functions in the Merkle root generation process to achieve seamless editing. By
utilizing proxy nodes for information aggregation, the scheme reduces communication complexity from O(n’) to O(n?).
Homomorphic encryption secures trapdoor and masking data, enabling encrypted aggregation and eliminating node de-
pendency on these values. Additionally, the integration of zero-knowledge proofs and commitment mechanisms supports
the identification and exclusion of malicious nodes, ensuring stable operation with accurate information. Experiments
conducted on 211 blockchain nodes deployed across four cities demonstrate that the proposed scheme outperforms existing
methods in efficiency, with its performance advantages becoming increasingly pronounced as network size grows. Fur-
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thermore, rigorous security proofs under the ideal-real model validate the scheme's strong security properties, showcasing
its potential for practical application in large-scale blockchain networks.

Key words redactable blockchain; distributed chameleon hash
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