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Abstract Various information leakages such as power and electromagnetic are generated during the running of crypto-
graphic devices, and The utilization of information leakage poses a serious threat to the actual security of cryptographic
device. Leakage detection is an important technology to assess the risk of leakage of cryptographic device, it is to find the
evidence of dependency between leakages and sensitive data through hypothesis testing. Detecting only one specific type
of information leakage ignores the inherent correlation between multiple information leakages, so it is difficult to fully
characterize the actual security of cryptographic devices. Multi-channel fusion leakage detection is a new direction to
overcome this technical defect. This paper proposes time-frequency characteristics based multi-channel fusion leakage
detection. In both of specific and non-specific scenarios, time-frequency characteristics based multi-channel fusion leakage
detection fully utilize the characteristics of hypothesis testing t-test, Hotelling's T2 test, F-test, and Wilk's Lambda test, and
combine these four hypothesis testing methods with the time-domain and frequency-domain characteristics of information
leakage to deeply explore information leakages related to sensitive data. This paper analyzes the feasibility and applicable
scenarios of time-frequency characteristics based multi-channel fusion leakage detection by examining the relationship
between multiple factors such as frequency information leakage density, signal-to-noise ratio, dimension, etc and the
number of measures required to detect. The experimental results show that the false positive rate of the new method pro-
posed in this paper is reduced by 99.33%-99.97% compared with the existing detection methods when the number of sam-
pling points is the same. In the case of specific test, compared with the existing detection methods, the number of measures
required to detect by the new method in this paper is reduced by 15%-52%. In the case of non-specific test, compared with
the existing detection methods, the number of measures required to detect by the new method in this paper is reduced by
29%-64%.

Key words cryptographic device; side channel analysis; leakage detection; time-frequency characteristics; multi-channel
fusion
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