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Abstract As a new type of mobile application that connects digital space and physical space by location interaction,
online social networks can provide users with real-time and convenient online services. When users use the service, their
private location information is submitted to the service facing a serious risk of disclosure, including hijacking attacks over
mobile devices, man-in-the-middle attacks through network and inference attacks in server-side. This paper was targeted at
the potential risk in server environment. It was based on the main characteristics of online social networks and conducted a
review study on the defense techniques of both the specific and the combinational inference attack in online social
networks. The paper started from the perspective of attack and defense to clearly present the latest progress of online social
network users’ location privacy studies. Firstly, based on the in-depth analysis of service model and data characteristics in
online social networks, the mechanism of attack models was compared under the traditional specific attack scenario and
new combinatorial attack scenario. Then, the classification of user location privacy protection methods was analyzed
against inference attacks. For the defense of the specific inference attacks, it was divided into three parts, including data
encryption against decryption attacks, identity jamming against re-identification attacks and location distortion against
location inference attacks. For the defense of the combinational inference attack, it contains protection solution against
three types of same angle combination inference attack, protection solution against three types of two-angle combination
inference attack and protection solution against all-angle combination inference attack. By analyzing and summarizing,
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this paper summarized the differences and characteristics of different inference attack defense schemes, and
comprehensively described the evaluation methods and indicators of defense effect. Finally, the research direction of
inference attack and hot privacy protection issues was summarized and prospected, which provides ideas and methods for

the research in this field.
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Figure 2 The network structure of online social
network
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Figure 3 The potential attack scenario for
server-oriented environment in online social network
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Figure 4 The logical structure of existing attacks in
online social network
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Figure 5 Diagram of the relationship between combinational inference attacks and specific inference attacks in
online social network
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Table 4 Statistics of defense schemes and their effects against combinatorial inference attacks
HEWTH ALE BRAAIERR % BRI
Ui GRS (R A S 1 1o Sl £ O A VA = T R X (= (T - S S < o &
SCHCESC B R s o0 Bah EIH I B W B OB R B o4 B s i 5 fF RE
s ifi Tl Wil % Balh B ¥ & Wik Yok o E OB A4 K S O AV AV AV ;3
bilK: | 3 i i A S R R = o A fr
B I B K i Einl
ifi i i A H b
(FIfE)  PTCPIRM! 4 v VA4
iRyl PPTRE] v/ v v/ S/
g [58] Ve'4 v v v/ v/
ENETIR PrivSTLP? v 4 v v
TR [83] SIS v/ S O/
(FAE) [43] o/ v/ v/ v/
HEE DFPS[6] Va4 v/ v/
RAB MoveWithMele! A4 v v v
IR
R
[8] v v/ v/
Eclipsel®! Yo/ v /v v v v
(FAE)
[52] O/ v/ v SO/
AL
[54] v v v v
Bk
[55] v v v/ v/ v
Bk
[61] V% v/ v v
RETT
2 [62] v v 4 v
[63] v v /
[84] N4 v/ v/ v
[67] v v v v v v
CPPBl v / v v v
[85] v v/ v/ v/ /
[69] v v v v
MobiMix[33! v v v v
Location-Privacy v 4 v v
XXTE Meterl”!
HAEH [71] v/ v/ v/ /7
ﬁﬁl&fﬁ GCSB7 v/ v v v V
IR QDERE¥! v/ v v v v /
MES CASTB v 7/ v v v v
[42] v v v v v v
v
DPLPU% v v v v v v
[53] v v v v
DKMI™! v v v v v v
2RHE PPGNNU4 v v v
HAHE v/
Wi [75] v v/ v/ VA
i [76] v/ v/ v/ Va4

LES




Tyl S5 HRAHRE T O AR 2 AR AT W 2% T A B R RL TR 255

PRANJ7 T ettt i e ek 50k A8 “ T EER”
(R E s AR S5, P AL & A )8 280
B, AR, RS T AR G AL A8 W 25 1 EAT AL
B BEORA DR AP T 1T 1 P Bk Aok AN BT P AN 7 TR AT
iR,
6.1 TELMRMEAPMAERFAMEBERE
B

(DEETEREE 7 S M BGEA A P S PRI A R

A7, DL RNN(recurrent neural network) 4y {3
FRR JEE 2 SRS A I s Kl 110 4 B 7 T R 3 1 155
(RIPEREDL A, 58447 AT BEAN 8 11 Moy 25 A HI R 4 5
TERE R Mt . BN B A A IR Bt R R
Buidi, TR AE 264128 W 266 B 7 o B gy 11 3 78 1A
o HHUE, G0 I L TR 2 27 2] R 2 Bt
SEVEOAR R L 5835 AL A HLHIKE A AR 5T IR R
WA HARITE, B TR I M Bk 2T
BLAS 27 2] A% e BU ks 2Z 7] 52 15 T8 BCH AR R R AL 2 B
KR FR; WERAAAEHANK R, AT IRE I
B Mty B BE T LR 2 ) AL G B i A AL
TE OB B R 2R o b3 ) 38 () S AT 560 T 4 1T
2018 F P B AL AE AR N A2 9 FH 7 B RA A 5 L AT
HEEM.

(2) HeT 2V T Al A 1A B A A Yt

KRB AT 5N, fEZett A2 M 2 Hdls L2
WS R AR, R A4S ) L 4 Tk
SRR N, 1T AR T 2 S o AR R 1 A7 RS R I
G TR K g —T71H, 2R AES AL AT 2%
Noh Al sk T e BTN Ui &, AL
B EABGERAL T 2 AT AR, H S R, (R
— P AEAN [ AR S A1 A8 94 465 o (R AT A A AN S AH [,
AT e A A% ) R Rl HE B b il SR X —
BT IEN AR RVERE i 5y — 7, /2t
WY 2% o (R A7 AR S AT AT 26 B AR 2 e BB
BAREA B SO BHE TP Hubik. Wi-Fi {5 5%, X
SR B AR B AN 7, AP A E R FASR A TR K
ST AASRIR, AT o) 3 28 5 RO AT RS
XTI AR L —

(3) Hia TR B 5 a4 Bl

RARLIARE 5T, Bl 2 L 27 S BT
R JE 27 YRR KA T I Ak, 6T I U AR 2
TURTERTE B DR R 2 A e W L 2 U KA
Fa b O — AN EE AT . BRI, XTI
DRAFSEIRY B8 AT HRAR b R 53 4 W7 Bt sl PN a0 S M
9 NS B B & B, B o AR - A7
B RRAA DA BT E

253
6.2 HEHHXMEAPMERFATERE

7k

() SEERARIINA G T ZE VAR

FEHRAENE A (10 20 & HE Wy B i, AR Ze i — 1 R
POT PRI SR AT IR, IR IR T KW
WFICR R BT EEORUE T 2 ARG IR Y
F AL B RSAL K T3 S, R0 B R AR EEVE
R R 55 3 DR B A R I AL IR RATAR AN L, 1K
b W23 W 5 ORI T IR ROR o BEAh, ANTF]
PRI T W RE SI AN R I A B, Ak, friP
T RAER S Z a2 T 5N B AE Bk th 2 1S
FAE MR A5 THT ) A5 Sk AT 0 245 21 5 91 Wi St A
R DRI I RE S, TR TR R E R
XTS5 TR A IR R . O TR T AR R A
T AL i EE I8 00 5 SR I )

(2) FETHEE AN E AR B R4 B

FERBIEIATT T, O SR TR 2 ST I A
BRI AEJC ey, T AR A B 2 S SRR AT L )
BB REAA DR AT o H K LU ALY 7 0 28 M1 57 o A
R AR Tr) 7t i H RITRIEST 2 i ORI (7 T 2
o AW SR ORI A AL I B S A, BRI
L RUBEHL I F A A IRANIRZR, T LUK T A5 23 s 4
PR AFRE— DI

(3) TSR AR A B R A & TR

T, FE T2 U TR AR S Ak AT 2% M dE, K
i AR AT LA P 22 Bt 950 10 i 45 SR EBCSE DA i 14 1)
R AL B R, AR AR AT W 4 TP FR 07 8 B A
J TR B 2 AR R, T Ty T A A
(V)22 ax ) J 2 — o AT 7] 2 Y55 R0 1 S o B
FACRY I (K I R v, AN TR ol U3 Y 1) DR 4 vk
FIREANSAR A, o] 6 A3 25 i o B 1) Bl gk —
DHBMA G B RARY TTA WA S R HEZR
W AR I )2

B3

[1] Chen J M, Zhang W D. Review of Point of Interest Recommendation
Systems in Location-Based Social Networks[J]. Journal of Frontiers of
Computer Science & Technology, 2022, 16(7): 1462-1478.

(FRIT3R, SRSCHE, BT EALAT S R XS e R LR T).
HEHIFI 52,2022, 16(7): 1462-1478.)

[2] Jiang H B, Li J, Zhao P, et al. Location Privacy-Preserving Mechanisms
in Location-Based Services: A Comprehensive Survey[J]. ACM
Computing Surveys, 2022, 54(1): 1-36.

[3] WuXT,JiGL, Dou W C, et al. Game Theory for Mobile Location
Privacy[C]. The 2nd ACM International Symposium on Blockchain and
Secure Critical Infrastructure, 2020: 106-116.



254 Journal of Cyber Security 7 B &A%, 2026 -3 H, HF 114, F 2 H

[4] Piao Y, Cui X H. Review on User Privacy Inference and Protection in
Social Networks[J]. Computer Engineering and Applications, 2020,
56(19): 1-12.

(CFMAESSR, HEIRIE. ARSI 2 P B AR 5 LR AP I ST IR 0],
HEHL RS0/, 2020, 56(19): 1-12.)

[5] Li WX, WuH, Li C S. Survey of Semantics-Based Location Privacy
Protection[J]. Journal of Computer Applications, 2023,43(11): 3472-3483.
(FFReE, R, FEM. ETE UL E R LR ). 7156l
Y/, 2023, 43(11): 3472-3483.)

[6] CaoHL, Tang H N, Wang F, et al. Survey on Trajectory Representation
Learning Techniques[J]. Journal of Sofiware, 2021, 32(5): 1461-1479.
(Erigpk, IO, £, & PUlFORF I BRI TR
7R 2021, 32(5): 1461-1479.)

[7]1 Solanas A. Handbook of mobile data privacy[J]. Computing reviews,
2019, 60(10):366-366.

[8] He X F, Jin R C, Dai H Y. Leveraging Spatial Diversity for
Privacy-Aware Location-Based Services in Mobile Networks[J]. /[EEE
Transactions on Information Forensics and Security, 2018, 13(6):
1524-1534.

[9] Hua J Y, Tong W, Xu F Y, et al. A Geo-Indistinguishable Location
Perturbation Mechanism for Location-Based Services Supporting
Frequent Queries[J]. /EEE Transactions on Information Forensics and
Security, 2018, 13(5): 1155-1168.

[10] Li W, Zhang Y X, Gu D W, et al. Ciphertext-Only Fault Analysis on the
MANTIS Lightweight Cipher{J]. Acta Electronica Sinica, 2022, 50(4):
967-976.

(5, kM, ARk, 45 B YA MANTIS 1RSSOk 23
MIT]. #77249R 2022, 50(4): 967-976.)

[11] Matsui M. Linear Cryptanalysis Method for DES Cipher[M]. Advances
in Cryptology — EUROCRYPT ’93. Berlin, HeidelbergSpringer1994:
386-397.

[12] Yuan K, Cheng Z W, Yang L W, et al. Research on Timed-Release
Encryption System Based on Multiple Time Servers[J]. Journal of
Electronics & Information Technology, 2022, 44(12): 4319-4327.

GEFL, FEEAE, Mlesl, 5. BT 2 ) RS54 AR B s o 2 Al
W] 751 E59R, 2022, 44(12): 4319-4327.)

[13] Chen R M, Wang Y, Huang X Y. RCCA-Secure Public-Key Encryption
Based on SM2[J]. Scientia Sinica (Informationis), 2023, 53(2): 266-281.
(B2, B35, kT, E% SM2 &k RCCA 24,
EENF: (G EF 2023, 53(2): 266-281.)

[14] Zhao G F, Wu H, Wang S S, et al. A Location Privacy and Query Privacy
Joint Protection Scheme for POI Query in Vehicular Networks[J].
Journal of Electronics & Information Technology, 2024, 46(1): 155-164.
CRAEEE, R, EASKS, S 2RI POL A IR B R AR T
FAFRA TR WL, TS 176859R, 2024,46(1): 155-164.)

[15] Shokri R, Theodorakopoulos G, Danezis G, et al. Quantifying Location
Privacy: The Case of Sporadic Location Exposure[M]. Privacy
Enhancing Technologies. Berlin, HeidelbergSpringer2011: 57-76.

[16] Xu C, Ding Y'Y, Chen C, et al. Personalized Location Privacy Protection
for Location-Based Services in Vehicular Networks[J]. [EEE
Transactions on Intelligent Transportation Systems, 2023, 24(1):
1163-1177.

[17] Son J, Kim D, Bhuiyan M Z A, et al. Privacy Enhanced Location
Sharing for Mobile Online Social Networks[J]. IEEE Transactions on
Sustainable Computing, 2020, 5(2): 279-290.

[18] Lin T L, Chang H'Y, Li S L. A Location Privacy Attack Based on the
Location Sharing Mechanism with Erroneous Distance in Geosocial
Networks[J]. Sensors, 2020, 20(3): 918.

[19] Polakis I, Argyros G, Petsios T, et al. Where’s Wally? : Precise User
Discovery Attacks in Location Proximity Services[C]. The 22nd ACM
SIGSAC Conference on Computer and Communications Security, 2015:
817-828.

[200 LiM Y, Zhu H J, Gao Z Y, et al. All Your Location Are Belong to Us:
Breaking Mobile Social Networks for Automated User Location
Tracking[C]. The 15th ACM International Symposium on Mobile Ad Hoc
Networking and Computing, 2014: 43-52.

[21] Stern J P. A New and Efficient All-or-Nothing Disclosure of Secrets
Protocol[M]. Advances in Cryptology — ASIACRYPT’98. Berlin,
Heidelberg: Springer, 1998: 357-371.

[22] Li R, Liu A X, Xu H L, et al. Adaptive Secure Nearest Neighbor Query
Processing over Encrypted Data[J]. IEEE Transactions on Dependable
and Secure Computing, 2022, 19(1): 91-106.

[23] ZhouY W, Wang Z L, Qiao Z R, et al. After-the-Fact Leakage Resilience
in Identity-Based Encryption[J]. Science in China (Information Sciences),
2023, 53(3): 454-469.

(HEM, EIRBE, 270, 55 SO EspLEIr b i EE 22
YE). P EFF), 2023, 53(3): 454-469.)

[24] WeiJH, LiJ Y, Lin Y P, et al. LDP-Based Social Content Protection for
Trending Topic Recommendation[J]. /EEE Internet of Things Journal,
2021, 8(6): 4353-4372.

[25] Sweeney L. k-Anonymity: A Model for Protecting Privacy[J].
International Journal of Uncertainty, Fuzziness and Knowledge-Based
Systems, 2002, 10(5): 557-570.

[26] Rao J, Gao S, Kang Y, et al. LSTM-TrajGAN: A Deep Learning
Approach to Trajectory Privacy Protection[C]. [lth International
Conference on Geographic Information Science, 2020:1-17.

[27] Ren Q, Tian F, Lu X Y, et al. A Reconstruction Attack Scheme on Secure
Outsourced Spatial Dataset in Vehicular Ad-Hoc Networks[J]. Security
and Communication Networks, 2021, 2021: 5317062.

[28] Machanavajjhala A, Gehrke J, Kifer D. {-density: Privacy beyond
k-anonymity[C]. Proceedings of the International Conference on Data
Engineering, 2000.

[29] Song B, Yan X Y, Tan S Y, et al. Human Mobility Models Reveal the
Underlying Mechanism of Seasonal Movements across China[J].
International Journal of Modern Physics C, 2022, 33(4): 2250054.

[30] Theodorakopoulos G, Shokri R, Troncoso C, et al. Prolonging the
Hide-and-Seek Game: Optimal Trajectory Privacy for Location-Based
Services[C]. The 13th Workshop on Privacy in the Electronic Society,
2014:73-82.

[31] Zhu L H, Hong H B, Xie M D. A Novel Protection Method of
Continuous Location Sharing Based on Local Differential Privacy and
Conditional Random Field[C]. Algorithms and Architectures for Parallel
Processing, 2022: 710-725.

[32] Zhang J D, Chow C Y. Enabling Probabilistic Differential Privacy
Protection for Location Recommendations[J]. IEEE Transactions on
Services Computing, 2021, 14(2): 426-440.

[33] Bordenabe N E, Chatzikokolakis K, Palamidessi C. Optimal
Geo-Indistinguishable Mechanisms for Location Privacy[C]. The 2014
ACM SIGSAC Conference on Computer and Communications Security,
2014:251-262.



Tyl S5 HRAHRE T O AR 2 AR AT W 2% T A B R RL TR 255

[34] Shi X J, Zhang J R, Gong Y. Intelligent pseudo-location recommendation
for protecting personal location privacy[C]. [EEE International
Conference on Artificial Intelligence and Computer Applications, IEEE,
2021:172-176.

[35] Palanisamy B, Liu L. Attack-Resilient Mix-Zones over Road Networks:
Architecture and Algorithms[J]. [EEE Transactions on Mobile
Computing, 2015, 14(3): 495-508.

[36] Zhang S B, Liu Q, Wang G J. A Caching-Based Privacy-Preserving
Scheme for Continuous Location-Based Services[M]. Security, Privacy
and Anonymity in Computation, Communication and Storage.
ChamSpringer International Publishing, 2016: 73-82.

[37] Nisha N S, Natgunanathan I, Gao S, et al. A Novel Privacy Protection
Scheme for Location-Based Services Using Collaborative Caching[J].
Computer Networks, 2022,213: 109107.

[38] Zhu H T, Zhang L, Feng W M, et al. A Users Collaborative Scheme for
Location and Query Privacy[C]. 2016 IEEE 22nd International
Conference on Parallel and Distributed Systems, 2016: 383-390.

[39] Gupta R, Rao U P. Achieving Location Privacy through CAST in
Location Based Services[J]. Journal of Communications and Networks,
2017, 19(3): 239-249.

[40] Han X, Huang H L, Wang LY. F-PAD: Private Attribute Disclosure Risk
Estimation in Online Social Networks[J]. IEEE Transactions on
Dependable and Secure Computing, 2019, 16(6): 1054-1069.

[41] Zhang J, Li C W, Wang B T. A Performance Tunable CPIR-Based
Privacy Protection Method for Location Based Service[J]. Information
Sciences, 2022, 589: 440-458.

[42] Li Y H, Cao X, Yuan Y, et al. PrivSem: Protecting Location Privacy
Using Semantic and Differential Privacy[J]. World Wide Web, 2019,
22(6): 2407-2436.

[43] Chow C Y, Mokbel M F, Bao J, et al. Query-Aware Location
Anonymization for Road Networks[J]. Geolnformatica, 2011, 15(3):
571-607.

[44] Ghinita G, Kalnis P, Khoshgozaran A, et al. Private Queries in Location
Based Services: Anonymizers Are Not Necessary[C]. The 2008 ACM
SIGMOD International Conference on Management of Data, 2008:
121-132.

[45] Khoshgozaran A, Shahabi C. Private Information Retrieval Techniques
for Enabling Location Privacy in Location-Based Services[M]. Privacy
in Location-Based Applications: Research Issues and Emerging Trends.
Berlin, Heidelberg: Springer, 2009: 59-83.

[46] Ding J C, Yu N H, Lin X Z, et al. Bitcoin-Based Payment Protocol for
Private Information Retrieval[J]. Journal of Cyber Security, 2019, 4(6):
1-9.

(THER, 6TBRiE, PRIEIE, 45 JET LR IR 15 B R ST
W FELEF7R 2019,4(6): 1-9.)

[47] Perifanis V, Drosatos G, Stamatelatos G, et al. FedPOIRec:
Privacy-Preserving Federated Poi Recommendation with Social
Influence[J]. Information Sciences, 2023, 623: 767-790.

[48] Li Y X, Zhou F C, Xu Z F. Privacy-Preserving K-Nearest-Neighbor
Search over Mobile Social Network[J]. Chinese Journal of Computers,
2021, 44(7): 1481-1500.

(FFHR, A, R SR KT R I En LA 2R B ATk
PRI /- FHIHR, 2021, 44(7): 1481-1500.)
[49] Baracaldo N, Palanisamy B, Joshi J. G-SIR: An Insider Attack Resilient

Geo-Social Access Control Framework[J]. [EEE Transactions on

255

Dependable and Secure Computing, 2019, 16(1): 84-98.

[50] Li W H, Li C, Geng Y L. APS: Attribute-Aware Privacy-Preserving
Scheme in Location-Based Services[J]. Information Sciences, 2020, 527:
460-476.

[51] Niu B, Chen Y H, Wang Z B, et al. Eclipse: Preserving Differential
Location Privacy Against Long-Term Observation Attacks[J]. [EEE
Transactions on Mobile Computing, 2022,21(1): 125-138.

[52] Xia X Y, Bai Z H, Li J, et al. A Location Cloaking Algorithm Based on
Dummy and Stackelberg Game[J]. Chinese Journal of Computers, 2019,
42(10): 2216-2232.

(LA, 1E%, 5, 55 JETRALERN Stackelberg 2R (L B
BEASNR. HEHIZ4R 2019, 42(10): 2216-2232.)

[53] Wu Z D, Li G L, Shen S G, et al. Constructing Dummy Query
Sequences to Protect Location Privacy and Query Privacy in
Location-Based Services[J]. World Wide Web, 2021, 24(1): 25-49.

[54] Ghoshal P, Dhaka M, Sairam A S. On the Effectiveness of Differential
Privacy to Continuous Queries[J]. Service Oriented Computing and
Applications, 2024, 18(4): 381-395.

[55] Liang H C, Wang B, Cui N N, et al. Privacy Preserving Method for
Point-of-Interest Query on Road Network[J]. Journal of Software, 2018,
29(3): 703-720.

(B, B, T, 5 BRI GBI RY S
). #AFF#R 2018, 29(3): 703-720.)

[56] Hakeem A, Curtmola R, Ding X N, et al. DFPS: A Distributed Mobile
System for Free Parking Assignment[J]. /[EEE Transactions on Mobile
Computing, 2022, 21(12): 4279-4295.

[57] Zhang C, Zhu L H, Xu C, et al. Location Privacy-Preserving Task
Recommendation with Geometric Range Query in Mobile
Crowdsensing[J]. [EEE Transactions on Mobile Computing, 2022,
21(12): 4410-4425.

[58] Zhu X J, Ayday E, Vitenberg R. A Privacy-Preserving Framework for
Outsourcing Location-Based Services to the Cloud[J]. [EEE
Transactions on Dependable and Secure Computing, 2021, 18(1):
384-399.

[59] Huang Q L, DuJ B, Yan G Y, et al. Privacy-Preserving Spatio-Temporal
Keyword Search for Outsourced Location-Based Services[J]. /[EEE
Transactions on Services Computing, 2022, 15(6): 3443-3456.

[60] Kang J, Steiert D, Lin D, et al. MoveWithMe: Location Privacy
Preservation for Smartphone Users[J]. IEEE Transactions on
Information Forensics and Security, 2020, 15: 711-724.

[61] Hong S, Duan L J, Huang J W. Protecting Location Privacy by
Multiquery: A Dynamic Bayesian Game Theoretic Approach[J]. IEEE
Transactions on Information Forensics and Security, 2022, 17:
2569-2584.

[62] Zheng Z R, Li Z T, Jiang H B, et al. Semantic-Aware Privacy-Preserving
Online Location Trajectory Data Sharing[J]. /IEEE Transactions on
Information Forensics and Security, 2022, 17: 2256-2271.

[63] Min M H, Yang S, Xu J H, et al. Intelligent Semantic Location Privacy
Protection Method for Location Based Services in Three-Dimensional
Spaces[J]. Journal of Electronics & Information Technology, 2024, 46(6):
2627-2637.

(XWE, 3, R, 45 Z4e2s g IR SS A Be i S B R
AR IR, #7515 B R, 2024, 46(6): 2627-2637.)
[64] Chakraborty S, Shen C, Raghavan K R, et al. ipShield: a framework for

enforcing context-aware privacy[C]. Usenix Conference on Networked



256 Journal of Cyber Security 7 B &A%, 2026 -3 H, HF 114, F 2 H

Systems Design & Implementation, 2014: 143-156.

[65] Xiao CY, Chen Z, Wang X, et al. DeCache: A Decentralized Two-Level
Cache for Mobile Location Privacy Protection[C]. 2014 Sixth International
Conference on Ubiquitous and Future Networks, 2014: 81-86.

[66] Shokri R, Theodorakopoulos G, Papadimitratos P, et al. Hiding in the
Mobile Crowd: LocationPrivacy through Collaboration[J]. [EEE
Transactions on Dependable and Secure Computing, 2014, 11(3):
266-279.

[67] Liu Y J, Wu W Y, Flokas L, et al. Enabling SQL-Based Training Data
Debugging for Federated Learning[J]. Proceedings of the VLDB
Endowment, 2021, 15(3): 388-400.

[68]Cuellar J. R., Morris J. B., Mulligan D. K., et al. Geopriv reqs[EB]. IETF
Internet draft, 2003.

[69] Palanisamy B, Liu L. Effective Mix-Zone Anonymization Techniques
for Mobile Travelers[J]. Geolnformatica, 2014, 18(1): 135-164.

[70] Wei J H, Lin Y P, Yao X, et al. Differential Privacy-Based Location
Protection in Spatial Crowdsourcing[J]. IEEE Transactions on Services
Computing, 2022, 15(1): 45-58.

[71] Chen ST, Li W H, Yao Y Z, et al. Location Privacy Protection Method
Based on Lightweight K-Anonymity Incremental Nearest Neighbor
Algorithm[J]. Chinese Journal of Network and Information Security,
2023, 9(3): 60-72.

(BR2ERr, 2 10, Bz, 5. HEY K BRI E kR
AR, W5 S B L £57R, 2023, 9(3): 60-72.)

[72] Zhang S B, Mao X J, Choo K R, et al. A Trajectory Privacy-Preserving
Scheme Based on a Dual-K Mechanism for Continuous Location-Based
Services[J]. Information Sciences, 2020, 527: 406-419.

[73] Shokri R, Theodorakopoulos G, Le Boudec J Y, et al. Quantifying
Location Privacy[C]. 2011 IEEE Symposium on Security and Privacy,
2011:247-262.

[74] Wu'Y C, Wang K, Guo R 'Y, et al. Enhanced Privacy Preserving Group
Nearest Neighbor Search[J]. I[EEE Transactions on Knowledge and Data
Engineering, 2021, 33(2): 459-473.

[75] Zhou C L, Chen Y H, Tian H, et al. Location Privacy and Query Privacy
Preserving Method for K-Nearest Neighbor Query in Road Networks[J].
Journal of Software, 2020, 31(2): 471-492.

RHCAR, 7K AL, HHRE, A5, CRf b7 B RRR A i) Y 25 B FA R 1 K
TAREWTVELY]. HAF79R, 2020,31(2): 471-492.)
[76] LiuY, DuY M, Tian J. Privacy Protection Algorithm for Cloud Obstacle

g T 2021 FAEAR R M 4 4% ] 22
ANV RAG R 250 . BT 95 1y 22 Bt
WENUE B S5 M %24 AP0, CCF 4 I,
F AR B R A E.

E-mail: mazhuo@jspi.edu.cn.

Shortest Path Navigation Based on Homomorphic Encryption[J].
Application Research of Computers, 2021, 38(6): 1859-1864.

GRS, AL, . T RIAIN 2 1R = PR e i e A I
VaFARI VL] 2/ EHLIHTTTE 2021, 38(6): 1859-1864.)

[777Hu H B, Xu J L, On S T, et al. Privacy-Aware Location Data
Publishing[J]. ACM Transactions on Database Systems, 2010, 35(3):
1-42.

[78] Cicek A E, Nergiz M E, Saygin Y. Ensuring Location Diversity in
Privacy-Preserving Spatio-Temporal Data Publishing[J]. The VLDB
Journal, 2014, 23(4): 609-625.

[79] Li N H, Li T C, Venkatasubramanian S. T-Closeness: Privacy beyond
K-Anonymity and L-Diversity[C]. 2007 [EEE 23rd International
Conference on Data Engineering, 2007: 106-115.

[80] Cao Y, Xiao Y H, Xiong L, et al. Protecting Spatiotemporal Event
Privacy in Continuous Location-Based Services[J]. IEEE Transactions
on Knowledge and Data Engineering, 2021, 33(8): 3141-3154.

[81] Oya S, Troncoso C, Pérez-Gonzilez F. Back to the Drawing Board:
Revisiting the Design of Optimal Location Privacy-Preserving
Mechanisms[C]. The 2017 ACM SIGSAC Conference on Computer and
Communications Security, 2017: 1959-1972.

[82] Zhang W J, Li M, Tandon R, et al. Online Location Trace Privacy: An
Information Theoretic Approach[J]. I[EEE Transactions on Information
Forensics and Security, 2019, 14(1): 235-250.

[83] Li Z T, Ding B L, Zhang C, et al. Federated Matrix Factorization with
Privacy Guarantee[J]. Proceedings of the VLDB Endowment, 2021,
15(4): 900-913.

[84] Cao'Y, Yoshikawa M, Xiao Y H, et al. Quantifying Differential Privacy
in Continuous Data Release under Temporal Correlations[J]. [EEE
Transactions on Knowledge and Data Engineering, 2019, 31(7):
1281-1295.

[85] Tian J, Du' Y M, Li S, et al. Paillier Homomorphic Encryption Based
Location Privacy Protection Scheme for Crowdsensing Task
Distribution[J]. Journal of Frontiers of Computer Science & Technology,
2022,16(6): 1327-1333.

(HI#, FRz=, 220, 45 Paillier 125 FRIBRARA R TR AT 55 K A
SR HH LRI SR, 2022, 16(6): 1327-1333.)

[86] Niu B, Li Q H, Zhu X Y, et al. Enhancing Privacy through Caching in
Location-Based Services[C]. 2015 IEEE Conference on Computer
Communications, 2015: 1017-1025.

BIb T 2020 FAEAR R FE AR
SR AR AR A2, BUE f R
FUR K25 o SEHLRR A 5 BOR 27 e IR,
CCF £ b4, F RPN & Ekri . %
BT W 4. I A RN S RS0 .

E-mail: xushuai7@nuaa.edu.cn



Tyl S5 HRAHRE T O AR 2 AR AT W 2% T A B R RL TR 255

BOH TR EN ARG
TN RAF I L 22 A, BT 2R B K 2 P 2%
T E R B, CCF midiss
, FEERF G KR GEAL B 5
K4, 4t E . E-mail: jx.cao@seu.

edu.cn

o

EB  TRERETRAH SN A
BAVSRAF 247, DT A 2 it
SOUE B Mg 2 4 R TAE. #d%, CCF
o By, RS M 4% 72 0] %
4, WEIARS WS Pl . E-mail:

wagnqun@jspi.edu.cn

257

HR¥ T 2017 1 r 5K B
LA N A, UL o
Beih SHLE B S Mg w2 RN 2
PIEEWTE AL IR, EEOTITOUL
W g% 25 ) 2 4, KR A2 9 o E-mail:
xialingling@jspi.edu.cn



