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Abstract Electromagnetic emission exists in the process of information transmission and display in computer display
system. Using TEMPEST technology (Transient Electrical Pulse Analysis Surveillance Technology), radiated electromag-
netic information can be easily intercepted. In video images obtained through electromagnetic leakage, the text in the im-
age often contains very important information, which is also the focus of our attention. Therefore, for images obtained
through electromagnetic leakage, the recognition of the text area is a crucial task. However, the signal-to-noise ratio of the
emitted video signal received by the receiver is very low, and it makes the restored image difficult for effective text recog-
nition. There are few text recognition methods for Chinese text images with low signal-to-noise ratio. In this paper, We
propose a CRNN (Convolutional Recurrent Neural Network) text recognition model based on domain adaptation, which
uses the unlabeled text images collected in the electromagnetic emission environment as the target domain data, and uses
the normal labeled text images as the source domain data. The model combines the Convolutional Neural Network (CNN)
with the Domain Discrimination Module(DDM), and then then the semi supervised learning training method is adopted to
make the final feature layer extracted by the convolutional neural network be the common features of the target domain
dataset with random noise and the normal source domain dataset. As they are common features of both, the impact of var-
ious random noise is minimized, and these robust common features can be maximized for subsequent character classifica-
tion. which improves the accuracy of text recognition in images emitted from target computer. This model was tested on
publicly available datasets RCTW-17 and CASIA-10k in the context of electromagnetic leakage restoration, and the evalu-
ation indicators were Precision and Normalized Average Edit Distance (NAED). Compared with mainstream recognition
models, The domain adaptation based CRNN has significantly improved the accuracy and normalized average editing dis-
tance of text images restored by electromagnetic leakage.
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Figure 7 Focal Loss curve of positive samples
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Figure 8 Focal Loss curve of negative samples
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