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Abstract With the rapid development of lightweight virtualization technology represented by container technology, its
position in the cloud computing is becoming more and more important. Lightweight virtualization technology does not
create independent operating systems for virtual instances but uses some kernel features to realize the isolation of CPU,
memory, network, and file system, which can achieve the full utilization, reasonable allocation, and effective scheduling of
hardware resources more efficiently and flexibly. It has brought new technical architectures and operation and maintenance
models such as cloud-native to the cloud computing industry. Meanwhile, due to lightweight virtual instances on the same
host machine sharing the kernel of the operating system and images in the public repository lack effective security detec-
tion, the security isolation mechanism of lightweight virtualization technology is weaker than traditional virtual machine
technology. It also brought about new security risks and introduced new security challenges to cloud computing technolo-
gy, which have received widespread attention in both academia and industry. But its security problems lack systematic
research. To understand the security research progress of lightweight virtualization technology, this paper deeply studies
and analyzes the security problems and solutions of lightweight virtualization technology. Firstly, we introduce the archi-
tecture and application scenarios of lightweight virtualization technology. And we summarize the attack threats of the
lightweight virtual instance layer, host machine layer, and hardware layer by the hierarchical model, and generalize the
security vulnerability of the image repository and other auxiliary systems. Then, the principle, implementation scheme,
types of network attacks that can be defended against, advantages and disadvantages of the existing security defense me-
thods and mechanisms are introduced and analyzed. Finally, this survey paper discusses the future work and suggested
security research directions of lightweight virtualization technology. We believe that it is an effective method to improve
the security of lightweight virtualization technology by enhancing virtual isolation, ensuring image security detection, and
unifying security evaluation criteria.
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Table1 Summary of lightweight virtualization tools
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Ali Elastic Container Instance, ECI
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Figurel The comparison between traditional and lightweight virtualization architectures
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Figure 2 The attack methods used in lightweight virtualization architectures
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tualization architectures
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