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Abstract With breakthroughs in quantum theory research, public key cryptosystems based on classical mathematical
problems can be cracked by Shor and Grover algorithms with large quantum computers in polynomial time. It becomes
very urgent to design cryptographic algorithms that can resist quantum attacks. Many post-quantum algorithms have been
studied on the lattice, because the lattice cryptography has some excellent properties such as strong portability and
easy-to-implement characteristics, and it has become a current research hotspot. With the purpose of meeting the security
and computational efficiency requirements for key exchange in user-user scenarios, this paper proposes a Three-party
Password Authenticated Key Exchange (3PAKE) protocol based on the Ring Learning with Errors (RLWE) problem,
which introduces the D, lattice as reconciliation mechanism, provides identity authentication between the server and two

clients through pre-stored passwords, and enables the participants to establish a common secret session key in an insecure
channel. In the Bellare Pointcheval Rogaway (BPR) model, it is proved that the protocol has mutual authentication security,
weak perfect forward secrecy, session key security and resilience to password guessing attacks. Compared with other
RLWE-based authenticated key exchange protocols, the implicit authenticatied scheme significantly reduces the number of
hash calculations, and the error reconciliation mechanism allows higher error tolerance and smaller modulus, which leads
to a significant reduction in message size and an increase in efficiency and security. Specifically, after balancing the di-
mensions, modulus, variance, error rate and selecting appropriate parameters, the error rate is reduced to 2°°' and the mod-
ulus is reduced to 12289, which further decreases the amount of calculation and communication complexity. The protocol
is implemented in C++ with NFL (NTT-based Fast Lattice) acceleration algorithm, which accelerates the polynomial mul-
tiplication and significantly improves the efficiency of the entire protocol. The results in practice show the protocol
achieves at most 17x speedup and provides 255-bit quantum security.
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