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Abstract Critical infrastructures such as smart grids and large industrial systems are large-scale human-cyber-physical
networks, with security threats coming from the cyber domain, physical domain, and social domain. The implementation
of system safety requires comprehensive intelligent countermeasures from multiple domains. This paper focuses on ad-
vanced threats throughout attacker reconnaissance, invasion, and destruction, and studies intelligent human-cyber-physical
countermeasure models and new mechanisms for observability and controllability. We first characterize the hu-
man-cyber-physical model based on the monitoring and control functions of critical infrastructure on physical subsystems,
and then model it from the perspectives of macro complex networks and micro entity relationships; the proposed security
threat model describes how attackers can fully utilize the correlation and vulnerability of human, cyber and physical ele-
ments to implement cross-domain infiltration attacks and multi-domain collaborative attack. To cope with the
multi-domain target exploration and cross-domain penetration, a multi-domain collaborative mobile target defense model
is introduced, and a multi-layer collaborative dynamic game model against penetration is proposed; to address the stealth
of multi-domain collaborative intrusion behavior, a human-cyber-physical multi-pathway framework for integrity moni-
toring is designed, and an anomaly detection method based on human-cyber-physical multi-domain correlation is intro-
duced; to deal with multi-domain collaborative attacks, security mechanisms for cyber-physical collaboration and secu-
rity-aware control algorithms are to be designed, and by regulating the uncertainty of operator behavior and correcting
cognitive irrationality, the security enhancement of human-cyber-physical coordination is achieved. The proposed hu-
man-centered security countermeasure model is relatively complete, which reduces the risk of humans as attack entry
points by introducing human-centered mobile target defense in the social domain; by introducing a human-centered net-
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work behavior monitoring approach, a monitoring structure for observing people on the loop is achieved; by reducing the
fragility of perception, attention, memory, learning, decision-making in the cognitive process, we can enhance our safety
control ability in the loop. These models will help strengthen the fundamental framework of cybersecurity and develop
novel paradigms for human-cyber-physical computation, and boost the security of critical infrastructure.

Key words critical infrastructure; human-cyber-physical convergence; mobile target defense; intrusion detection; secu-
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Figure 1 Cross-domain penetrating of StuxNet
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Figure 19 Security capability enhancement in view of
irrational factors
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