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Abstract Many smart home platforms allow users to define automation rules to manage smart home devices that may
interact in the same scenario. If there are logical loopholes in the interaction between these rules, it may cause the smart
home device to automatically perform unexpected actions that are contrary to the user's intention, thus causing safety haz-
ards to the user (for example, opening a window when the person is not at home). Therefore, it is urgent and necessary to
conduct research on rule interaction vulnerability detection technology. This paper conducts an extensive survey and de-
tailed summary of the research on smart home rule interaction vulnerability detection technology in recent years. First, this
paper explains the four key concepts involved in the research on smart home rule interaction vulnerability detection tech-
nology. This paper then summarizes the rule interaction vulnerabilities proposed in the research so far and divides them
into five categories, namely condition bypass, condition blocking, action conflict, action reverting and unexpected rule
chain. The formation mechanism and potential harm of each type of vulnerability are analyzed. On this basis, the paper
conducts a classification study on the existing interaction vulnerability detection solutions. According to the different tech-
nical principles of the detection solutions, this paper divides 20 representative work in interaction vulnerability detection
into three categories, which are TAP interaction vulnerability detection based on static rule analysis, TAP interaction vul-
nerability detection based on dynamic execution monitoring, and TAP interaction rule detection based on user perspective.
Next, this paper reviews and compares the relevant work from two dimensions: technical principles and implementation
effects. Finally, based on the current research status and development history, this paper proposes three research hotspots
faced in current research, namely TAP interaction vulnerability detection considering physical interaction, TAP interaction
vulnerability detection considering time factors, and security/safety properties expression in TAP rule interaction detection.
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