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Abstract With the increasing popularity of mobile internet, an increasing amount of sensitive data are stored on mobile
terminals. Thus, protecting a large amount of private data and sensitive information in mobile terminals from being ille-
gally viewed by others has become an urgent problem to be solved. A user identification authentication mechanism is usu-
ally employed for privacy information protection in mobile terminals. However, traditional authentication methods cannot
provide continuous protection after the user passes the initial authentication, which leads to privacy leakage. To address
this issue, identity authentication schemes have been proposed based on user touchscreen behavior, but their application
scenarios often have limitations—the authentication efficiency is often limited to a certain scenario or application, or the
authentication efficiency cannot be guaranteed when the operations in the session are sparse. Hence, this paper proposes
TouchAuth, a feature sampling method that supports multi-attribute association and an implicit continuous identity authen-
tication mechanism based on user touch screen behavior to overcome the above issues and achieve real-time identity au-
thentication when using mobile terminals. Based on the proposed feature sampling method, TouchAuth samples the user’s
touch screen behavior data and judges its legitimacy using typical machine learning approaches. Additionally, we intro-
duce a decision-step mechanism to improve the stability and accuracy of TouchAuth, which determines the users’ legiti-
macy by comprehensively judging the legitimacy of multiple touchscreen behaviors in the decision steps. Experimental
results on a public dataset demonstrate that TouchAuth can detect the attacker with an average EER of 11%, based on data
from seven touches, as defined in this paper. Moreover, TouchAuth overcomes the problem of authentication efficiency
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being limited to a certain scenario or application and not guaranteed when the session operations are sparse.

Key words privacy protection; implicit continuous identity authentication; touch screen behavior
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