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Abstract In the field of non-cooperative communication research, the blind identification of codewords that have un-
dergone scrambling and encoding is of critical significance. Existing studies primarily concentrates on two aspects: the
blind identification of individual channel-encoded codewords and the blind identification of scrambled codewords. These
methods typically falter in complex scenarios where scrambling and encoding are concatenated, and they also suffer from
reduced recognition efficiency in the presence of coding errors. To overcome this limitation, this paper introduces a novel
algorithm that enables joint blind identification of both scrambling and convolution codes within concatenated configura-
tions. The foundation of this algorithm lies in the entropy rate of shifted equivalent codewords. To begin with, we leverage
the inherent characteristics of convolution codewords after scrambling to construct shifted equivalent codewords. This
innovation transforms the challenge of scrambling blind identification into a more manageable problem of determining
equivalent convolution codes. Traditional algorithms used for deciding on shifted equivalent codewords are known for
their complexity and exorbitant consumption of computational resources. Acknowledging this obstacle, we propose a
streamlined decision-making method specifically tailored for convolution codes, which is based on the information en-
tropy rate. The relevant parameters required for the successful implementation of this algorithm are derived with precision,
resulting in a solution characterized by both low computational complexity and high operational efficiency. Our simulation
experiments provide compelling evidence for the effectiveness of the proposed method in the context of joint identification
of scrambled convolution codes. In scenarios where the channel transmission bit error rate is maintained below 6%, our
method achieved a scrambling recognition accuracy exceeding 84.5%, and a joint recognition rate for both scrambling and
convolution codes that surpassed 80%. These results not only aftirm the efficacy of our approach but also demonstrate its
robust resistance to noise, underlining its potential applicability across a wide spectrum of non-cooperative communication
systems.
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Figure 2 Structure of a synchronous scrambler
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Figure 3 Structure of convolutional encoder
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