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Abstract In the era of Big Data, the scale of data generated by the public in their daily lives is enormous as never before.
The analysis and applications based on the users’ data have supported the development of various industries and have also
raised public concerns about privacy violations. The local differential privacy model is commonly used in statistical tasks
to protect users’ private data. It reduces the risk of privacy leakage by adding random noise to the real data. However, the
high utility of the local differential privacy model accompanies the reliance on large-scale data as well as the high privacy
budget, and thus a better balance between privacy and utility remains to be explored. In this paper, we exploit the property
that data values have different sensitivity levels and propose a novel local differential privacy framework called SDLDP
which supports the data with different sensitivity levels. The basic idea of this framework is to provide different levels of
privacy protection for data with different sensitivity levels and reduce the amount of noise added for less sensitive data to
improve the utility of noisy data. In addition, two mechanisms based on this framework are proposed in this paper:
SDGRR and SDPM. SDGRR optimizes the classical discrete perturbation mechanism GRR in local differential privacy
and it is applied to frequency estimation tasks. SDPM optimizes the continuous perturbation mechanism PM in local dif-
ferential privacy and it is post-processed by the EM algorithm to efficiently estimate the mean values. The experimental
results demonstrate that the two mechanisms proposed in this paper significantly enhance the accuracy of the frequency
estimation results and the mean estimation results respectively compared with the state-of-the-art based on the local dif-
ferential privacy model.

Key words local differential privacy; privacy protection; mean estimation; frequency estimation; EM algorithm

BITER: sk, fE L, WF5T 5, Email: zhangmin@iscas.ac.cn.
A3 [ K SR R (No. 2022YFB4501500, No. 2022YFB4501503) %t 1.
ek 1 39: 2023-10-24; 200 H : 2024-01-17; 5@ %% H 1 2025-06-19



WRIET 45 SDLDP: P SCRFECH RBUK S 2 IR A H 22 5 B RAHE K

1 35l

FEEZ A TFH. FBFA. n 7SR me
B ah & om0 e, F P Bs s AN WA AR5
M FE R AR R, R BT 7 Hdls 0 A 2 LA 3 7
o el iR 45 e R R X, R R I 5] Kk
TORARNT B A M & [ AR FE G, DRI 5 T B FA TR A
FORNIS M AE . Al 22 7y B FA(fEIFX LDP, Local Dif-
ferential Privacy)!'J& — 25 ok (1 2 2 Ba A (R4
MEZE, FCVFH] P AR A O B S B s AR S B AL 3, iy
R 25 25 BT 53 B P IR M P i, S8 B2 M e ot
145, B RS, BRI, bk o,
LDP HERLIE T A% Hrov g X, BRI AL
W 75 I ) 15 21 AH (7] HA B )R 2 LU AR A2 e AL T
e ML, Hrpe b, RBFRTKEBE. 55b,
LDP HESR )2 4 5 RT- 1) SER AT S RE D) T8
K, B O BRARY IR LG, 2z A
RO A5 28 =7, X W25 FRAIC 17 P B A itk & 1 X
Moo (KL,  LDP HEGEAUSZ B3RS 32 Sk P,
M HAE T 43 LN R, i dn: 3¢ 2R 28 =) Y H
LDP PSS b it A7 1 emoji 2451 288
] 42 i RAPPOR S I3 i+ Chrome 311 5 2% Hh B AA
HUSCEE 55 43 B FH P 005 99 0 AT A

e LDP W iSO HI T 48 oF AT 45 1) HE 4
6 0 4t 8 AT 52 PR 55 A SR AL = (R T
WEFEN D3 —J7 1125 18 i AR I G v 45 ik LDP
RIS, 53— 7 B AN [F) I 7 55 R R R s 5K, ox
LDP HEZEHEATERAL RS () “HA5thAL” 2iid, 40 PLDP
(Personalized Local Differential Privacy)”, ULDP
(Utility-Optimized Local Differential Privacy) ®%%, 5
2 LDP HEZUAN[E], “RAhAL” A Ak SR RN
AN N TSN 5 19 2 [ e H A% BB R Wi 2 AH (7]
FEREAVH, M2 456 5B A ORI 75 3Kk, AU
I3 B EAT RS 29 W, TR A R AN T PR R
HCST A st R 29 A8 S, AT B AR Ay 5 2 A s o 1)
W PR, SIS VTR B

FETHARBUR L) “HantAe” & “RA5hi” LDP
HEZE (K] )57 - Murakami 25 AT~ 2019 415 IR H
7% ULDP(Utility-Optimized Local Differential
Privacy)*@%@[g]u&%?@iﬂi%Eﬁ%ﬁiﬂ%ﬁﬁﬁ'%ﬁ
L. ULDP HEZE WK 1(a) s, ok s i X
O U dg AR AL &, B B AL S 2
PrifE LDP fR47, Z405h AT fers 2IRUR A St D)
(BRSO Fr7R) o T A E U R E A T AN T EE R B
Fh, BT EC A (R k (3)TR), Eipk LA

41

B B RUE R ) (RIE7 3k (2)FT7R), BAB kX
3 3 SO T U I SE R U - ULDP A
MU R E « A U B (P shE I, KRR T
W P UL, AEUR A THESS B3 FRAR T iR .
SR, (RS2 SEER st AT A U X 2
P AR MUK, REEE ISR EAT A . 1
w1, FEGEUEBE ORI, SRR RN SRk
FHALT “Relr” “ VS S50 WP, HAEURk s b s
ey R, FEARE AR IE S M H U R S et R
H, el vy e A R A TN B T Y R A A 32 B
SEIKI B R R o EAh, ULDP nJ R 5% 5% 21 S5 20 1) B
SR, FEHSMNABEFAMEEs o« H1F ULDP XU
MRS 1 AR B R (R 1) 12k (3)), Bk
AT LU E AR RSO St ) 10 D S e D AR
A, L 2 HE AU AR A Y 7 1) S R LS B
i A UL MRS IR ), Ik ULDP W fig 4
e FCSEHU PO ABURCR I o TIAE R 0 3 5t R, LS B
(RIS A B i B A L, ULDP H i KA
(¥ B FAME 7 -

A X fiti
T | g Lo L) y, |
/,_
— @ — DL cLopiksh
| X |3 |y | emmm <2 s
] B, sz
(a) ULDP
B X i sk
G PO —E
. (2) L
T D@

— (3)/». — ()3(). e-LDPHLE)
i | &, |0 @) | e <L wsmmne
] L B, ez

(b) SDLDP

E 1 ULDP 5 SDLDP 3Lt
Figure 1 Comparison between ULDP and SDLDP

BERE BRI R, AR SCER T OB AL SR
PR T A 22 77 B AAHESE SDLDP(Sensitivity
Discriminant Local Differential Privacy), @& 1(b)fr
/Ko SDLDP R AKHEIX 30 “m”  “AL” W
TR, B X, X, A PR AR SR A (R R 2
KBRS 55 LDP HEZUAH LL, SDLDP iy 1 Ik
EEAE P it E L, DAS e s s v . 5
ULDP AHEE, SDLDP 4 iy SBURE I (1) 48 20 i i Y [



42 Journal of Cyber Security {7 224 2#4)k, 2025 £ 7 H, 10 %, 5 4 ¥

PR A 8, W5 T BRI BRI
EEHE, T AT RNE 10 T k(2)),
SEAN AT LM R 0 RS o X T U A s, JRAT I
U SCHR[9-11 1R H I N BL et #f B2 B2 &8 LDP ML B FA
PRI T332, SR DL it 07 e T R 2R 55 W g 7 ks 1) 2
SEHUAE, 55 DR R B 2R TG i B AL A 1) B A OR3P 1
RE B O o BHEOR RS2 58 (1) 43 Bt &5 B 1 3R B BT
SDLDP #Liil B e Dy # 5 LDP HLEIAH A, 1k
F ULDP #Lil, I H] SDLDP [ B A (R4 RER
T ULDP.

FiAb, AT Sl B A R (R A A
55 R S R B () A VT 4532 tH SDLDP HESE R
1387 HL ] SDGRR(Sensitivity Discriminant General
Random Response)#l SDPM(Sensitivity Discriminant
Piecewise Mechanism). FA T SL5 56 UE T PN 8
L1 e 0 N 5 S 1= 5 il s e e 1l
A LDP SeHENUHILEANNATSS BRI TR 2, 45 5%
B A SO R PR LRI R 152 22 35K T LDP SekdlL
i, JUIHAERRFAT /N (e < 0.3), SDGRR [
Ji1R 7=t GRR(General Random Response)f£#y 1 4
g, SDPM 134 )7 i Z K T PM(Piecewise
Mechanism)%] 2 MK

AL DTRR S R

(1) B T — B S4Bt U K A 22 oy
FaAAMESS SDLDP, s IC B Zom Htfs 32 AN R 7
i) SV NV AR

(2) $&H T SDLDP HEHE N (W4 2k v B ALl
SDGRR, &7 H7 FH 856 45 Sk B T H A e fl oF 5
Z W FET GRR;

(3) HIRFEFASALIY LDP AELL R % B E AN v
e, $ett SDLDP HEZL R BBl SDPM. 5 PM
FHEE, SDPM F#AIC T 9087 7%, Il EM(Expectation
Maximization) 5L RE— B FRAK T B TR 2.

2 HxIE

Bl St R s B 2 AT AT 45 1A B A Ak A T 2 2y
B AL AU (0 T B ST 2. o, X TIERAGTIMESS,
WF90 2 3 T B AL 3 SR AR 320 T GRRIPL,
RAPPOR™, OUE™HI OLHPS 1, SCHR[2]3% H 1
i LDP HEZE 1], GRR 7650 IR 5/ s 26 300
B o X IIME GE AT 4%, Wang 25 AP 43 BEBL]
(Piecewise Mechanism, PM), AR Zcdis i3
b o PR AR A PR A S IX ) Py, I LA Hr R DA
A A M N 0 MR R, S B
+ LDP R A A5 THH L Li 25 LT 5 PM

FEACLIP) REAREE W T A 2 e R 0 2 A 1) 7
HL#l(SquareWave mechanism, SW), HAESMEAL V1T
5 LIHERERILE PM B, Ji4b, b x4
(161 s e iy L VA5 AT 45 thoAg AR AR AL ML o

Ty, 2% REE TR A AP R FR P ) B
RRTEVFZ 55 B RADEN, Y20 TAEE
ARHZE S BARARESE (A s Mo HTT, HIEEE A2
(A SR ISR, — KR e BRI,
58 ST B PRI B0 2 1) %) it 3 LU S s 2 1)
(RIS B BEAH S, $20: Local d-Privacy! ™41 CLDP!'!
Pt B L PG s by 5 0 1) R B, i O
T, A E A 5 e s AR
SE FPEAE o I T VA A e 7 R TR AR LS 5
NS 10 9 2 2 AH G, 4 N 5 B 20 K Uk 25 5
BEIX 530 Ty —hnith ik S AR R A, 25 184
PAELERUR L 22 5, hy A [l B0 38 10 5080 2 e AR )
(RIBERATISE . B SCEES (1 ULDP B8 T 2k, it
HHE R 3 A B S AR BRI, 2 i E AN ]
IOE7ZeA) 1N RPN 7] 2 M eps e N TR E L 9 S
MRS IS0 HR 22 . MinID-LDPU R b Atk 145
T A R IE, SRR B0 AR R R N
FaRATIE A& T IE R — AN BRI, 24 thE XN
Pr{F(x) = y] < ™™« Pr{F(x") = y], HIXf TAEEPIA
B NFE x N x', ZBEN L] F P30 AT = A
Py (R RBE 3 ARABLE F P A N B8 1D B RA T A A /s
{8 min{e e} YA . HLAR MinlD-LDP 75 0] n] LUKt
ULDP A4 4 H—Fhpifl, (H552 1 MinID-LDP 5
A% . MR 3L e B M) MinID-LDP 35 AL
2min{e |x € X'} -LDP, [ H g sm 2 Ak bh Bk e X
B A, HET ULDP DU 2T AT M 2%
Fo WA, AR DTS A PG AN R R B AL 75
Ko Bt PLDPY S VR PR 19 5 D i 3 435 1Y)
BaRATHA, b P B PEAI BR FA R o SR A
RS AN LDP BAA AT 78 43 BRAA T REE %
TS, PLDP A R THEe v 45 S iy mr Fl 4.
A ) SDLDP 78 ULDP [ 5L 858 T 2247k,
AN SRAT: 35 A B N R AT v RO B o il 2
e -LDP(Hl ULDP ¥ (6)%! SDLDP [¥=X(10)J7r),
1M L2 SRAT 2 A & BB i N BT & ol 2
e -LDP(EJl SDLDP HI:X(8)F1718)-

3 &R

AREAE LG RS A5 E X, RN AR
Wb Z= 7y BEAATRSE X, S e /8l T A A 22 23 Ba A



WRIET 45 SDLDP: P SCRFECH RBUK S 2 IR A H 22 5 B RAHE K

8, B General Random Response(GRR)F! Piecewise
Mechanism (PM).
3.1 ERESFSEX

1 HIH TSI E SR T e L. FER
n B, B4 TR A B R B Sk i N 7 ]
X RN & x,, RBITE FH  EEAE B
WAL, BRI —WEZ A0 f o B i H i
XA B ARG v o B A s Dy ik Y
Mk v RS AE, S T Bl D B AR A o
EEAGIEIINE TR

x1 HFSEX
Table 1 Definition of symbols

1 EX

" IRr

x P BB S T R (s
y LA S AL

/ 1 W R B 1 2051243 1
% 55 1 40P R
x 55 1 45 (AL AL 2R
7 P HLAL SR 10 G50 A
7 %/ i

N T AR R B AL, & F P SR AR R x, 34T
AHBENLEL S, Bl AL IR 7 E i A i o A= R Y
R YERERLAS B X o P R R X RS
By, Bl E s s T R ) g
OMAG AT EHEAG T BB A TR S5 . AT H AR
& B R S HE R AR, [ B ORI B g
Gevt o AT YRR o
32 AHESEFL

A M1 22 /3 B4 Fh(Local Differential Privacy, LDP)!!
J& PRI T RS B RAPR AR e
wr:

EX 1. €-LDP. X} F VeeR", BlHLIL p& £
F:X - Y ili/&e-LDP, % HAGX T Va,x e X Fl
Vye), iie:

Pr[F(x) = y] < ePr[F(x ) = y]

Wi /& € -LDP IR BHATLAK o8 50K FT 6 i N B8 1
BRI AT [ AT (R B FALR Y o K FAT 2 PN
s, Push s b AH R R 2 AR AT 1) . IX A
VT FEPE B R TS e 5, e BN, W) AN [l SN
75 2 AH [F) %t (0 e 28 0 AR, BIYRRURL OR 4P B 5

43

3.3 LDP #sh#l

A AR e -LDP 4R S AL, B
General Random Response(GRR)!' il Piecewise
Mechanism (PM)®!. GRR S5 T-BpLmi 12, —
2001 e -LDP BUH, & THURAE TS5 . 7EE
I IR NI (| X < 3e + 2 )R I, GRR (1) 32 %
JEREP PR TPAN/ €/ L RV IR 7/ M SN <X
Hox, A5,

General Random Response(GRR)m] it GRR 1]
BSOS &, RS X . GRR R
i LN WA L s B sh i AN ME X, e X, B i

.
X, eX:

Pr(x |xy =P 6 = 1)
q, otherwise.
e 1 e
Hpp= , 4= , | X RN
| X |+e —1 | X |+e —1

X WITEN, e NIRRT,
WX A), ¥ T vaxex bl vyeXx, H

Pr(y|x) e 1 . -
de|f)52L¥|+e—1/LY|+e—l=e > AT GRR 3
JE € -LDP,

H T ANV CL X S SUSEAE I H AR £, SRR
R A R T x RBLIRR £, RS A

W x, IECSEHE f

ﬁ:ﬁ—q
P—q
HRAESCIRI2], 7, £ ARG, BDE] ] = /.

AN, ARIESCER[2], K2 O H I s b R A
RKZHOIT H H bR PP, 4 HER I 1) DS B
1T BRARAR AR R il TH iR 22 o 0 T L SEARAR RAIC I
Hodh, TG 22 R el
s X 2+€
Var [f;] —n(e‘ e ()
N T ARIERSAAE, 38 e HUEE/D, Rt nrk:
e MLMARRIT I, [] IR 28040 AP Sl R ASE | A | e A
PERUASE n ok 200, DALk
Var'[f,]=0 (@j 3)

n
AQ)EY, B EHEB R, GRR 45T
Fe RS, TSN FH P B R DU R 22
PM G H T REAG TH K € -LDP BRI, 3320



44 Journal of Cyber Security {7 224 2#4)k, 2025 £ 7 H, 10 %, 5 4 ¥

R AL B 20N, DU MRS 4 A H x, $83)
AR ITE s, A0 7S A R B AR 2 SR n R A
KAF I, M T P 5l 1) ]

Piecewise Mechanism (PM)®! % T-#i A fH x, e
[-1,1], PM A8 DU A2 35 B2 R 4, HRahH A x;
Wit x e[-C,C]:

p, i x e[l(x),r(x)],

Pr(x; | x,) = \ @)
L i e[-C,i0x) U (r(x), C.
e
c/2 c/2
1 e—e C+1
;H\: EF‘ C: e + 5 = . le = 5
o1 Py 0 TS

xﬁ%» F) =1(x) + C—1, e HEAFABL.
WX @), W TAEZRNDMRMA xx e[-11], U

RATEH ye[-C,C, it D < P e
Pr(y[x) p/e

M PM i A2 € -LDP o B SCHR[3]RT %0, 45 & 4 A x,
PM IR0 7 AR ) 2 o, (RS mAS F, B E[x) 1= x;,
I H 7 250 2 -

2 c/2

x X; e’ +3
Varly; |=—7—+—7—5
e =1 3 -1

B VS TS A X (B, AR A X
Rfli &g, Bi:

©)

A 1 /2 *
X —;;xi
DA A e 7 4R e, 2 LS, Il o, Bl
G IO X R B X Tt
34 ULDP
ULDP(Utility-Optimized Local Differential Pri-
vacy) HEAL PN B 1) iR, Mok B it X 90 i
A g 5ARBURTY X PIEK, Pahf s ak il o o
SZ ARSI RBUB R i ), AR I HE H SR R R
AT ) o HB e R
FEX 2. (X, )p,€)-ULDP. 45 X, e X F))pe),
YT VeeR", BENLEREF: X > Yl 2 (Xg,Vp,€)
-ULDP, 4 HAY LN AN G4 1l ar:
1. X[ T Vye)), fF{Exe X lifs:
Pr{F(x)=y]>0 H X T Vx #x & Pr[F(x)=
y]1=0
2. KTV, x e X, Vye ), i
Pr{F(x) = y] < e"Pr[F(x ) = y] (6)

HI 26 2 11)20(6) 1T %11, ULDP % AT 5 AN AR
Vp T IR € -LDP fRY7 . J35h, gttt 1 nl g,
Prahfimth 2] ) FIAHRA A E RS E— R E 1, B1Y)
HH TR s 7 Bk E A A Y i B S
URR(Utility-Optimized Randomized Response)™
s& ULDP HESL R E10) 2 i S i B LA ALY, 3L
WA, =Y, JFHWE X =)
M, =), ALl RS LR BN x, e X,
R ) e V!
¢, ifx;eX;andx, =x,
¢y, if x;eXsandx; € X5\ {x},
Pr(x; | x) = c,, if x, € Xy andx; € Xy, (N

. *
¢, ifx,eXyandy; =x,

0, otherwise.

oo . g

e 1
= ’02: ’03:
X, [+e—17 T X, [+e-1

| ij - RHRLHISL.
S e_

3.5 NMHHrEFEE

ABE BT eI 21 i A s 45 o Wi 2 i
(AR By, DU TG ol AP i 2
i H AR 2 - R A 15 )5 3 W Prix | y] B KA A £L
I x, AERPCEh s AR y RS R 21
DU T A IR A ()

A(y) £ arg max _,Prx| y]

Prly | x]n(x)

Prly]
= arg max ,_ Pr{y | x]n(x)

Hod o m() Ko oA B WL R MR,
Pr{y | x]=Pr[F(x) = y], ®RHALHE x S A A
WABHUH F(o) BN Hm s y M. 56— D HES Ik
MU 2, 55 BTk A Pry] 2 — N S
Hlli x JooRIHE . AT N e 5 A AR g, D
TR A I Be A () WA
A(y) =arg max . Pr{y|x]
RIAE WP B AR y (9 B0 SR D d5 K2R B B0 i
y IR . AR, ASCH & i A\ S
S I 53 A (1) DU 8T
X LDP ALHIF(e), TR A DU = Aok 1
IR ACC FE R ILBa ARG AT, SA F bk A
T2 LDP ML) B A A2 BH ST AOUI )48 3l s

=arg max,_y



WRIET 45 SDLDP: P SCRFECH RBUK S 2 IR A H 22 5 B RAHE K

{5 e S o P P 1 U, R AR 470K P

R LA DL B G B

VLT S % ACC N
E[ACC]=PiLA(F(x;,)) = x,,]

ok, AGF(x,,) FoRHCT 00 54 th 0 F,,)

R FC AR, x,, FR I (24

4 BRESREAKME S FRFL

41 EX
SCRFRR U I AN b 22 4y B FARESE SDLDP
(Sensitivity Discriminant Local Differential Privacy)[t]
FEA AR 1(0)Fr7R e FRAT TR 20T H (e 4k X
R 43 Ay e R R B A, R MR R B
SDLDP X} X, (R4 45 [R) T A b 7 73 Ba A, Aok T
X, WHEEE RS, A L.
EX 3. (X, X, ,€)-SDLDP. &ML & ECA
F: XY HPMABxY=x,0x HX,nX, =0,
Wiy =),0),, ), =0 H)Y, =X . T
VeeR", FiliE(X,,X, ) -SDLDP, 4 HAL4LL
T =N R
1. 4T va,x e Xy, Vye Vil
Pr{F(x) = y] < ¢Pr[F(x ) = y] ®)
2. XFVred, LK VY e X, \ {x} T2
Pi[F(x)=x]>0 HPHF(x)=x]=0  (9)
3. 0T v, x e X, Vy e, il
Pr[F(x) = y] < "Pr{F(x ) = y] (10)
ZAF 1R, X, TIEEWA = BURI N Z F
ol it Y b m—(E MR AL, X PP AR Bl
JE R B RL TS e i f, I RCUR A X s SRR B N T B
AR SR T e -LDP. M 4AF 2 4l 1A
BT E L ENBUR I AN xe X, & F
a1, , WAE TR x A5, 254403
H, BB, R O I RO N (10 BE L PR R
Yy Uixt e Ti4b, mBUSE AN LR Refi 3 ),
XA B T I OB N (¥ B Bt i, 38 e 4 il
FRAICHUR N, AT 1S BT 700 52 M S U N, TG
12 DUAE e (P R 3 DX v AU i N 5 IR SO B N T
A, PRUE T U R o
4.2 EEEIEIREAIBUR S R FEN D SDGRR
BEXT B U, A SCRR TR (X, X e) -
SDLDP [#1BE LI (Sensitivity Discriminate General

45

Random Response, SDGRR), #iiAu1 T,

Sensitivity Discriminate General Random Re-
sponse (SDGRR) I AN BHIE S X=X, LU X,
Vy =X, MY, =X, . SDGRR K H LU T R R % % b5
BN x, € X BEATHRE), B E (X e V-

. *
¢, ifxeX,andx =x,
. *
¢, ifx,eX,andx; eV\{x},

1

Pr(x; | x,) = ¢, ifx ek andx:eyH, (1D

¢, ifx,eX; andx, =x,

0, otherwise.

¢ 1
SR ¢ = ¢ ,Cy = ,Cy =
| X |+e—1 | X |+e—1

| X, |+e —1
| X | +e—1

o T HML L] SDGRR (¥ AR, X BLAIA AN
HIEIF o BOETES U PIR AR 5t X={“&
JE7 W7, TRy, b UK b
Xy = {“ Oy, ARSI A X, = (BRI, <l
iE” o W)= 1“7y, Y = { “BiRm”, “Ng
WilE” o AN b s US g, B1 “ 20, SDGRR
W LU R IR ¢ Bl «“ S A, 1 LA (1 Ak
oo, it “NRIWI” B CREIRIR 7. A E N A IR
s, Gl “HERPE” , W SDGRR LKL o, Hir i 4
PRI ARG, B UK o, ik U
Bl “ B, AT ReE RN

SEH 1. SDGRR i & ( Xy, , X, € ) -SDLDP.

WL 1 X F v x e Xy, flvyed, mi(n)
g, DTOIY <G e @y,

Pr(y[x) o

2. MFvxed, ULk vx eX, \{x}, X (11)m]
A, Pr(x|x)=c;, AT Pr(x|x) =0, HLR(09).

3. KT Vax e X Al vye)), , maan a4,

P00 b e wataoymor.

. € RIS,

Pr(y|x) ¢
2 L ik, SDGRR Wi &( Xy, X, € ) -SDLDP.
“L”il:'l;“o

J T AT X IR f, RS n L &
SDGRR #u8) (¥ Mg 4 h o, LA f, o 34 T
UK, B x e Xy, MRS x HELIRER L

Prlx; =x;1= fie, + (1 f)e,



46 Journal of Cyber Security {7 224 2#4)k, 2025 £ 7 H, 10 %, 5 4 ¥

M B RURAG T3 x, IS T A
]71‘ -G
Q-6
FEE, 7115 x, e A, MR 1 e KSR A V1
fi - Zxke Xﬁj}kcz
C3 ’

SN R f; WSS, BB 7| =

[K % SDGRR X iy SIS B 1 A As v 7 vk 5
GRR A, ArCASLTr 2R a i an=NQ)fir. EH 2
251 T SDGRR H I ABUSE s AR AL VAT 22 6

i =

2. SDGRR HVEAUSEE SR AL T 5 22
N * o |X |
H = Hrpg =Tl
Var [f] O(a2n|x|)’ s x|

W X x e X, J},Eﬁﬁﬁ{ﬁﬁﬂ

Var[fi] _ Var[zfi] _ Var[zZi] ’

c nes

oo Bt HL AR B Z i N Pr[Z, =1]= fc3+ZXk€XH
frey PSR o34,

V”Uﬂ=b%+§%E%ﬂ%£;7%—§;5@ﬁ®}
3
_ (Zxke ;\./kacz)(l—Z:XkE Xﬁfkcz)

2
an

fi(l_ zxkex fkc2) fi2

4
T

G n
N fIBONE, A ¢y e MO, 18] Var| 7, | 1T
fi5%:
(|X| te-l- zxke ank)zxke ank
2
n(|/'\,’L|+e6 —1)
AR R B, T e BN, 4 e MBI
35, LA R A S MUSE | SRR P A 1

|X“Wﬁ

a7 X 1
Var [ﬁ]_o(nmf -0 pERFY (13)

e,
Bl 2 XL TAEAFRIBRFATIE T, GRR(E SDGRR
(1) = U E 2 705 SDGRR PR BURAHE L

Var*[ﬁ]z (12)

FI, R4 a

& 75 O AERAL AT By 22, BRI T X2 5
3 (12). H:7 SDGRR_L/H &7~ SDGRR [HI{H/ i ik
s 2, 58T R SR BUREUE X, o5 BUE
15 0 (LR o AR SCHR[20], 45020 A1 A B AL T
A1) 7 WS N o Q5 S B8 1 9 Tk e = =1 << )
1, SDGRR P ICHUSE R R 3%l v U7 22 A0 T
GRR, FLAGASUEEE (1 & bk, R i, X5
A3 I L

10°] >~ --- GRR (SDGRR_H)
S~ — SDGRR_L-75
S~ SDGRR_L-50
“~~._— SDGRR_L-25

(=1
L
/

/

/

=1
b

variance

ot

04 06 08 1.0 1.2 1.4
3

2 GRR 5 SDGRR S it EX b
Figure 2 Comparison of variances between GRR and
SDGRR for frequency estimation

4.3 FEHRKIRERD R EHE SDPM
FEXRESE R A A THESS, A AEPMIK
el b, e TR (A, X, ,€) -SDLDP [¥15 BEWL
(Sensitivity  Discriminate
SDPM), HiAfELI .
Sensitivity Discriminate
nism(SDPM) L4 AH X =[-1,1], Hrb &, =[1,r],
Xy =[-Lhu(r,1], f sk y=[-C,C1, H
Y, =X, =[L,r1H)Y, =Y\), =[-C,))u(r,C]. SDPM
WA LR SRR N x, e X EAT IS, i g

Piecewise = Mechanism,

Piecewise Mecha-

Ffx eY:

Lo oyeX,, WEX@KD 5, il
X e[—C,C];

2. Fix; e Xy, ARAE LU BERE L 8 B sh x,

it x; e )y wix:

p, ifx =x,
Pr(x; [%)=1 p . (14)
=, ifx; €)).
e "
_€l2 .
o = e(/ze pzl—(2C+l—r)£€, e B
2e €
A



WRIET 45 SDLDP: P SCRFECH RBUK S 2 IR A H 22 5 B RAHE K

4] 3 o 7T AR 4N x; . SDPM (104t fi
NIRRT . 5N x, o i AR (1 Ga)
R(FT), Iy Y=[-C.C]., Hifa
BT PM TR, B DA SRR p ik 2
S U B 1 M40 (S () 7 (1, ), )] P9 F 5,
DMIMER p/ e it FOM B SO S (AR T B %0
A WGBSR (1) RI()TR), it i1
(A 0 3y Lty DA RERESS p i FTSEA o,
UMEHEE p/ e il 3, o g

pdf pdf
o)
—t— P : p
ple’ 3 E ple
N | —

L ! ! L * : L L L x‘
-C c " -C % b ¢
(@) fii A x,=0 (b) i A x,=1/5
(a) input x,=0 (b) input x,=1/5

pdf pdf
e —p
ple’ ' ple !
N liiI
C alb C vT¢ ¢
(©) fA x,=1/2 (d) fiA x,=1
(c) input x,=1/2 (d) input x,=1

3 SDPM iR A%, REMBEXIE A

+4)

Figure 3 The Probability Density Functions (pdf) of
SDPM’s Outputs with the Low Sensitive Range as

1]

EBE 3. SDPM i (X, , X, ,e) -SDLDP.
WERH. 1. X Vi, x' e Xy fl vy e Y, Hal@)nT4n,

Pr(y|x)< p — l%l ‘8 ‘—\L
Pyl pre 0 PO

2. T vxeX, L VX' eX, \{x}, Hzl(14)7]
A, #FPr(x|x)=p', Pr(x|x)=0, HuHLR©).
3. % T v x e X Al vy e)),, @R 14)

g, DO < P e sk oyar

Pr(y|x)  ple
2k BTk, SDPM i /2 ( Xy, X, € ) -SDLDP.
HEHE.

SDPM X i AU i (K14 80 7 305 PMUAHIA], P

47

LIRS 7% 58(5). R EA1% & SDPM
S RS SRS 1077 22 o Ak e, B
YUK [ [—c.c] < [-1,1], 720 4.

SEH 4. SDPM (1RGSR (0 hah i H 175 2

e'? 43
3(66/2 —1)2 ‘

. 2
WE W Varlx, 1=E[(x;)’]- (E[x:‘])2zj':;%dx+

N Var[x; 1=0

(Ca —03)(e6 —e'?)
366(66/2 +1)

X Cpx2 _
J‘x[ pxzdx+J.c de—O =

c/2
. e+l
frﬁ)\C—eF/z_l, 15

66/2 +2+e—€/2 (66/2 _1)03

3 1) _366/2(66/2 +1)

:0( ¢ 43 ) ()
3(e? —1)2

K 4 nIRAL T EARF MBS AU R, SDPM 14K
Bz 77 X0k SDPM_L)5 PM #5775 (1 12
SDPM (1) sifgugkdi s /720, Wy SDPM_H)¥ i K i
7o W LUE H SDPM_L (177 2%/ T PM, HBEH
RaFATRAL 39 i, SDPM. L (4 A fe i 5%

T A IE, B EEA R e A
SDPM SN x ... x, 7, 1 SE R S
KALE P (Expectation Maximization, fi#j#K4 EM)!!
iV BB 1) o A, ARG VS A (R 41

RS, B X =[-1,1] B4kl 5
Hd AR X, ={SP, 80,80 o R,
R Y =[-C,CT RIS N 3 =S, 85,85 o f
WAk, RIC@) R (14), P15 5 #% M2
My » FHHEREICER m AARHIN x e S" 22 SDPM

Pkt x" e S IR, BN

my =Pr(x’ € S} e §7) =[ . _gou Pr(x" | v € §/")dx’
Hrph Pr(x" | x e S™) 1 SDPM (K350 e& $h 5

b5, HET BRI M, FH PR
B R x5, x, 7E ), EIRANIISM AT £, EM B
VLA ISR KA LA S AR e B LL(f) -

Var[x; 1=

LL(f)=In[Pe(7| )] =In] [Pr(s; | 1)

k=1



48 Journal of Cyber Security {7 224 2#4)k, 2025 £ 7 H, 10 %, 5 4 ¥

=20 PO [ €S (16)
k=1

—-— PM (SDPM_H)
N\ —— SDPM_L
3 10!
ks
g
>
Q
;
g ]OU
=

4 PM 5 SDPM Wi/ ZEXf Lt
Figure 4 Comparison of variances between PM and
SDPM

B NHARE X, EIBSRA A £, H
X N kARSI, N AN T
DX i) S™ MR LA IR AR AR LA 1.

5, R RSS2 A5 fJ5, BT
Vi N B (2 X

d
X = [middle(S")- /1]

i=1
v, middle(S™) b 55 i AN TR S e,
F A5 VB 3AG F b i AR T )
B A .

6. T HX16)IHHE

T =

LL(f(t+1) ) _ LL(i(Z))

7. END WHILE
8. RETURN f

&5 1.EM &3
WoN: B XX, X TR R
IR M ;
it NBER A f
1.l RGeS B I Y), R f
2. WA £ 385150 A
fM%ﬂ%ﬁ%WAW;
3. WHILE ¢<10000 AND z>¢f-107° DO:
4. PR T X ST, T
. O
B3 e
Jeld] Zke[d}fk My
5. s O
fA;»(t+l) :E/ZE

EM S92 (s 1) 52 4% 3 3 K 1 W 7 Tl . — 7 1,
ik mg FBE s T IX ] ), B A, T
W 75 B x50, , ISR ARIE N O(n); H—T7
W, SRR PO AR, W d A TX
i, DRISL S £ A G ¢ YK PRI IN 1) 52 2
Ot-d*) . NILERTHEIENOMn+1-d*) .

SEH 5. EM Sk &S B AL A f
(1) 5 KA T

WE: 4 TE EM WS s s sR i, N
B B 0F H bl AR B B R (16) & M es 2P . A
Pr(x, | x, € SI") /&1 SDPM 4k 5) b8 Fehf e 1) — A
R, T UG AR bR B (14) 52— AN R 5

UE K

EM SEA5 2 WS EAN T 45 Foe A i, (22
EM 5L REM BRARAE R AR 25 . e B 5 Ui EM &
IR S i N B AR I s KRR A TF, BT EM
BB R A T e B 1 2 e AT i 7 A M S 1)
By NBE 3 A o EM ST R B U R A N 20 A1k
A PR AT A, BN O A A TR 22,
T RE— S A T 25 o SCHR(S, 14,22]t 5%
B, LT EM (W A7 E S HEAHE LA
R ZEM Y ER ZET/N . HE EM Sk BARARE
PRAE S5 B TE i, E2 BE PR UE A T 5 2 e FR AR 3R
K-

4.4 ETNMEIEFER RIS

37 ¥l SDLDP Lt ULDP 7 mfsUs R % ds b
AT SR B AR e, AT TR SCHR[9-11]+ )3
= LDP ML BRFATE (¥ DU Soids vk, Sttt 7
SDLDP 5 ULDP #k$i K itifie J1. % 1E %] ULDP HEZE
N A T 1) R AR S L, BT TSR DL
ST 43 S0 e T 17 8 R 30 (1 ULDP ML) URR
F1 SDLDP #L#] SDGRR.

XfF SDGRR, AR F 4 Hh 1)k 26 2% 5 ek 200 (R
A(11)), WImHrsF A BB kg A

A(x;) = arg max  , Prlx; | x]=x;
IR A W R Y N NE= S |
T U B X, e Xy, DU R 20l T R



WRIET 45 SDLDP: P SCRFECH RBUK S 2 IR A H 22 5 B RAHE K

ACCqppn WIHITER N
E[ACCpgrr]= Pr[A(x:) =x;]
=Prlx; =x]
=Pr[SDGRR(x,) = x,] (17)

eE

T X +e -1

T3k, BATE R DU T X GRR B
ot A 0 R 7 R T S S AR, Lt )
K% 5 SDGRR A [0,

XF T URR, ARk A s M % %% 152 vk 25 (B =X
(7)), SEme s x;, DUMECT A (R Bt %
& Ay

A(x;) = arg max,_, Prlx; | x]=x,

M T HUB B E A X, e Xy, DUM-TRCF Mo

(I TN ZE ACC, e 1912y
E[ACCye]=PrA(x; ) = x,]
= Pr[xi* =x]

=Pr[URR(x;) = x;] (18)
o
BEAEES
T X &, AR A7) R C(18), DU
T A BB ) ZR00 L

E[ACCsprr] < E[ACCypp ]
B DU 3R T A X6 SDGRR B %A T URR,
M SDGRR X e 502 B 11 Ba A OR 4 1k g v T
URR, FB T SDLDP HEZEXS i USCEAR (1) B AL Oy
PEfE s T ULDP HEZE,
4.5 %4k SDLDP #1#|

AN B SRy RS 143
St W, FEgevt S BE I, AR IR S
DR s AT REAN AL . FRATTBR T —Fh AN HEAL
SDLDP HLiill L S s 5K 45 ik, VAR P AR s
AR RBURR T 3K, AP A k) 2 e AT AU X ]

EA AL SDLDP ML, 44N F P R A H 152
B AR A, AR5 252, DL SDGRR B}
SDPM {43l 5 AL B R Us it B s, B FH P ok
a5 AR 5 m /AR AR K 4y 77 L Rk
LS HARWEE T o B 5 K MR U A AN T
X4y 07 SRR = R —28, IR R A TR —2K
P % SRR TS, Ak -2 P
oS IUE AR P RME AN VTS, AU EM 592
A= P ¥ME. Ba, MR SCERk23-24], K
P e /Mb T ZE 107 KRB SR 145 3

49

19)
i=1

Horp k Lo P OB H v Ron e i R
Raaik, AT SR B ME; Vay RS 0 2K
FUP IR 7 22 AEBRAG THESS 4 0 SDGRR [ A
THIT 22, AESEAL TS T SDPM (V3B 5 %% .

5 SCIGVTE

5.1 SRt
5.1.1  HEE
H T IAEASCEE H Y SDGRR Al SDPM (13RI,
AR 2 ANEARSE By AT T AEAS TR AEAG
TSRS, Forh N F1 A 2 0 A A0 7 B A R UK & 1
FTAG TR, AT 5 s B 4 0 3% L R UK 8 1k,
Ak TR
AN OB HIEEZH I 2458285 S
TANRMANLSEEEE, K AR 18 1M
B R o BT B A U R PE—2 77 (Education
Attainment, EA)FIGSUHIR A5 (Marriage Status, MS)%>
ST AAL TS, o BEA B RAT 18 AN,
MS JEER 7 A0
TR E 5 FHIRE L EE AR 25000 44 )L
(1) R W A A P AR R, R 25000 43 kG
e FIAR (1) A OB o % 18 1 R B vy A B 1)
R UK R T, FRATT A AR X AN B M B RT3
FEANTESEE o SEB0 I B AR 34T 70— Ab B, R
e kN N E RN REE ) T B W
5.1.2 PrTERS
BT 32 1% 22 MSE(Mean Square Error) % &
flivhas RHER e, Hoe .
1 & 2
MSE =03 (y-)
H, m RS R, vy MESHE, v, AT
MSE #i/)s, WAk v 45 SR . 4 BRI R ATL 52 22 3%
Wi, Fdilidsg T 10 IRE R SR ME, Blm=10.
PATME A=A R 7 DU R AL TE A I H
FUSAE M0 B g Mook s % ACC (v P R
e X

ii= i

(20)

> ICAR) =x;)

n

ACC =

@
JCrp, o R EOR x A 7 R,
X, h 5§ AP U T(AGY) = x,) A3reisL,
Ay =2, F5 BT WIE B, 0 TCAGS) =x)=1



50 Journal of Cyber Security {7 224 2#4)k, 2025 £ 7 H, 10 %, 5 4 ¥

W FF A ) #x , W I(AQ ) =x,)=0 . ACC #5,
IR BB BT R B A PR AP 7K PR A o
5.1.3 Xtk

GRR 30 2 UM B (1) 20 81 LDP WL, 3& T
WA SS, BAANHZ 0 3.3 5,

URR ULDP HEZE T (1 & SO H s zh L], H
AN, 3.4 35 URR-25/50/75 53 SIAR AU U
15 B 25%/50%/75%0] URR J5¥2;

SDGRR A 42 H1ff) SDLDP HEZL T [ B
B shpLE, HANHS 0 42 7. SDGRR-
25/50/75 43 AR i MU 3805 TE R 25%/50%/
75%[%) SDGRR, SDGRR-Personalized {03 4.5 74
IANPEAL SDGRR;

PM & THREE S AR 4 80 LDP HL,
HARNHZI, 3.3 755

SDPM  ASCHE H 13 /2 SDLDP (134 S 70 s
WEHLE, BARAHS W, 4.3 15, SDPM-25/50/75 43
AR S U Ik B 25%/50%/75% (1) SDPM,
SDPM -Personalized X 4.5 15 4¢ H (1) H4L SDPM .
52 RKEERSHH
5.2.1 SR

T EBAEN DS S 551 EA F1 SA A&
£ E, LA T LDP HEAL T ) GRR, ULDP HEAL (1)
URR, PLAASCHEH ) SDGRR FIM4L SDGRR(IE
23 SDGRR-Personalized) I iR AL 113 7R 22 . FAl)
9 URR F1 SDGRR & & oy U HOC(E 38 oy Ll (R
|| /|| A /] X))h 25%, 43l Rk URR-25
Lj SDGRR-25, M4k SDGRR 5732 ¥ & e SURCHU{H
AT EEA 25%, 50%, 75%I0 7T B4R 0k 40%,
30%, 30% . X LL 45 AP S B, EANFIBRAA AL T,
SDGRR-25 5 SDGRR-Personalized 35 Ak 15 2

-@® GRR
- SDGRR-25

-4 SDGRR-Personalized
- URR-25

0.5 1.0 15 2.0
e
(a) EAJ@ AN THE R DT 825
(a) The MSE of Estimations on EA Attribute

A GRR 2N I% 1 MR, [FNST URR-25 47 1
ANEEY . KRB YA R P BRAA TSR, AT
GRR XJAT = A KU R 1482 77 2, SDGRR F#
TARBUR AR (PSR RE, SRR U EHE () L e
H IS A P 7S e v, BRI T R R AR T
ATAPE, 1T URR 20 TR BUR SR (B FA, fME
B2 B AU, R 22 s/ . 45 JA R i,
SDGRR-Personalized JL"FEi& £F1 SDGRR AHI[A[#)
WZE, IXUE T 4.5 FrH AN AL A R

TN, BATEIT T m /AR BRI ) R 3 L AR A
RAG VRS BE IR, XL T v SO 8 Ay LA [
If SDGRR J7ikMEHL, Kl 6 &7 T/t EA Hil SA 4
MEHENE Bai R, o SDGRR-25/50/75 &R
P BB 5 1y HE Ry 25%/50%/75% 1] SDGRR J5¥2:
5 7R, SDGRR 1 fa BBUS AR I Lhbk vy, 2 22
K, SDGRR-75 I A%IT GRR; RZ, ®7%E FFF,
SDGRR-25 f{lk, 1 URR-25. X /&K K 5 URR 24
st 7 AL, SDGRR (1)1 RESE T 32 2k 1 Aa itk
R RBUBE I B FACRY

SDGRR 5 URR M2 545 T, URR ## T GRR
[ INFBRAR T v IR (1) R RS DR A2 B DAL
AP PERHETE, 1 SDGRR AEMS (U e Ak B 1) [
R FEE S GRR AHIF, BIALT URR, [F]0 2 AT
AT W8 2 0] BN, 76 s U EUE I oy
25%I1}, SDGRR #3777 2% URR =2 — MR,
M4 GRR PR T4 — M =L (WEl 5 Fiw), 1Rk
FAPERTAT F 2 VA T 3R 1Al
5.2.2 WEMNT

TAVor A S AR R AR AR R0 “ 5
w7 JEYE LB T E A TS - PM 5 SDPM(ED
SDPM-50) 2L 2 A~:4L SDPM(El SDPM-Personalized)
(3T R 2 o SEI R B B R — 1t 22 [-1,1].

107 -@® GRR
- SDGRR-25
-4 SDGRR-Personalized
10 - URR-25
g 10°
=
10™
10 = ‘
0.5 1.0 1.5 2.0

e
(b) MSJEHEAHE Y iR 2%
(b) The MSE of Estimations on MS Attribute

El5 TREBMARETHRGETHEREX L, EPSHREES L 25%

Figure S Comparison of frequency estimation accuracy varying epsilon with high sensitive values reaching 25%



WRIET 45 SDLDP: P SCRFECH RBUK S 2 IR A H 22 5 B RAHE K

-2
107 @ ® GRR

SDGRR-75
#- SDGRR-50
B SDGRR-25
@ URR-25

= 10

107

10°

0.5 1.0 1.5 2.0

e
() EAJEPEAHE I iR 22
(a) The MSE of Estimations on EA Attribute

51
107 -@ GRR
SDGRR-75
% SDGRR-50
. » W SDGRR-25
10 @ URR-25

7107
=

10°°

107

0.5 1.0 1.5 2.0

€
(b) MSJB AL A X TR 2E
(b) The MSE of Estimations on MS Attribute

6 REARFESBUREVES EL, SDGRR HYSR G T ER X EE

Figure 6 Comparison of frequency estimation accuracy with different radio of high sensitive values on SDGRR

AR — e, BE A p IR U X A
[—p, pl, AN E S BUE X )4 [-1,-p) U (p,1] -
SDPM-50 " Uk X ] (5 th % 4 50%, SDPM-Per-
sonalized ¥ & mfBUK X [A] H LEA 25%, 50%, 75%(1)
FA P L4553 50K 40%, 30%, 30%. 45 R 7 Fis.
TEARFIBEFATIEL N, SDPM-50 15 SDPM-Personalized
KB T PM, H e B/, SERBEE . Y e=0.1H],
SDPM-50 #H#A: T PM YT iR BARL 2 MR .
5 SDGRR 24LL, SDPM [#) = n FH P SR - U405
()53 e PR A, ok B AR AR BB Bl B AR S, 42
R AT e, BeAk, 455588 SDPM-Personalized
(i 22 R 5 SDPM-50 #23L, BT PM, Bk T
AL A 0 .

FiA, AKX T SDPM - 7E i SR IX 8] o B 4y
WA 25%, 50%, T5%0) =Rl & T 87 % . 8
SRR THE “ARTE” R “ 57 AN E TRt

, @ PM
10 & SDPM-50
-4 SDPM-Personalized

0.5 1.0 1.5 2.0

&
(a) FEAHE MY 2
(a) The MSE of Estimations on Weight Attribute

Legi i, Bl SDPM 1)) 48873 iy BRURE X i)
to g5 WoR, fEIAMRFAHE T, SDPM-25 KIN
KI8T SDPM-50 5 SDPM-75, gt X [ )s,
Bl TH 45 B kA . X2 T SDLDP PEfgfe T K
I RBUBE S TR A ot s BBUER X ] R /MR A it
AR P v, R T 5 T e

SDPM X iy BUR B s B FA R FE S 5 PM AH
[, e PR RO BT, I B U B (1
ARSI I T8 R o 3%, i, M B RA TG
3 0.1 i, SDPM A1E: T PM 4 7R ZE BRI LT 2 AN 5
HRAE 7 FR).
523 Wil

A5 BIAEN 35 S 55 4L (1) EA FH SA P&
PE BT EE T DU 6 SDGRR . URR Al GRR HH
e BRUB I B T B R ACC o B9 FEOR T S8
g% EAFIMBRRTE T, Vi X SDGRR

& PM
. & SDPM-50
107 -4 SDPM-Personalized

=107

107

0.5 1.0 1.5 2.0

e
() Bl iRz
(b) The MSE of Estimations on Height Attribute

7 AERARE TS ES T ERIEX

Figure 7 Comparison of mean estimation accuracy varying epsilon



52 Journal of Cyber Security {7 224 2#4)k, 2025 £ 7 H, 10 %, 5 4 ¥

, SDPM-75
10 -+ SDPM-50
- SDPM-25
10
m
w2
s
10°
10° F.\-\'/.\.\H
0.5 1.0 15 20

3
(a) REANTHER B TR 2
(a) The MSE of Estimations on Weight Attribute

SDPM-75
& SDPM-50
107 - SDPM-25

©» 107
107

'\-\-/././-\_\.

0.5 1.0 1.5 2.0

e
(o) Bt HER Y iR 2:
(b) The MSE of Estimations on Height Attribute

8 WERRRISHURXE & Lk, SDPM RIHE IR XS b

Figure 8 Comparison of mean estimation accuracy with different radio of high sensitive range on SDPM

0.7+ >¢ SDGRR-25
URR-25
0.6 { “* SDGRR-50
- URR-50
0.51 — SDGRR-75
4 URR-75
QO 044t GRR

0.5 1.0 1.5 2.0

e
(a) EAJB P B LT %
(a) Adversarial Success Rate on EA Attribute

091 . SDGRR-25
08 URR-25
—% SDGRR-50
0.7{ @ URR-50
—— SDGRR-75
o 06 4 URR-75
3 —+ GRR
<05

0.4
0.3
02

0.5 1.0 1.5 2.0

3
(b) MSJB iy dets i Th %
(b) Adversarial Success Rate on MS Attribute

9 METEF S YRR B G R T E X L

Figure 9 Comparison of adversarial success rate of bayesian adversary to high sensitive data

MY K Th %5 GRR JEAMSE, BET URR, Jf:
H U 3k LI SDGRR HGPt e (14
B &k, AR ORI B L 25% 0, SDGRR
FHELT URR B Y 3 T B2 30%. 1X 4K B
SDGRR i i s H s M B AR R T URR, 5
BATPER AT — B 4.4 7). A6, DI
FXF MS JE P Bt e %20 T EA J& 1, X
DRI A 8 450 H B I, 50T B B ) (R R K

6 ZLHERIE

ASCHE T — P SR ES U AU B 4 () R ot
1k LDP H£42 SDLDP, 7 HBUSE G 1 B A PR 7
SRR [ (R PR 0, 3 et A UG Ak 030 I B R £
PREEE, SEPUECR AT R S R RL I BT . 3T,
SDLDP [r] I 3l 45 129 55 70 R 3 455 704 B30 114) B L A e 2
S8 M, ASCEEW TS A AR AR TS 1
SDGRR, VLA T BE ML vH 451K SDPM, BEif
a3 AT RH S 56 &5 S 34 3 WO g v e e v B AR T

LDP RSt pLE]. F 5 LA R i e
245U SDLDP ML, % SDLDP AEZL R H7E
FIEAEH TS5t

5% 30

[1] Duchi J C, Jordan M I, Wainwright M J. Local Privacy and Statis-
tical Minimax Rates[C]. 2013 [EEE 54th Annual Symposium on
Foundations of Computer Science, 2013: 429-438.

[2] Wang T, Blocki J, Li N, et al. Locally differentially private proto-
cols for frequency estimation[C]. 26th USENILX Security Sympo-
sium, 2017: 729-745.

[3] Wang N, Xiao X K, Yang Y, et al. Collecting and Analyzing Multi-
dimensional Data with Local Differential Privacy[C]. 2019 IEEE
35th International Conference on Data Engineering, 2019:
638-649.

[4] Qin Z, Yang Y, Yu T, et al. Heavy Hitter Estimation over
Set-Valued Data with Local Differential Privacy[C]. The 2016
ACM SIGSAC Conference on Computer and Communications Se-
curity,2016: 192-203.

[5]1 Apple. Apple differential privacy team, learning with privacy at
scale [EB/OL].[2017-09-08]. https://machinelearning.apple.com/



WRIET 45 SDLDP: P SCRFECH RBUK S 2 IR A H 22 5 B RAHE K

[10]

[11]

(12]

[13]

[14]

[15]

docs/learning-with-privacy-at-scale/appledifferentialprivacysystem.
pdf.

Erlingsson U, Pihur V, Korolova A. RAPPOR: Randomized Ag-
gregatable Privacy-Preserving Ordinal Response[C]. The 2014
ACM SIGSAC Conference on Computer and Communications Se-
curity,2014: 1054-1067.

Chen R, Li HR, Qin A K, et al. Private Spatial Data Aggregation
in the Local Setting[C]. 2016 IEEE 32nd International Conference
on Data Engineering, 2016: 289-300.

Murakami T, Kawamoto Y. Utility-Optimized Local Differential
Privacy Mechanisms for Distribution Estimation[C]. 28th USENIX
Security Symposium, 2019: 1877-1894.

Arcolezi H H, Gambs S, Couchot J F, et al. On the Risks of Col-
lecting Multidimensional Data under Local Differential Privacy[J].
Proceedings of the VLDB Endowment, 2023, 16(5): 1126-1139.
Gursoy M E, Liu L, Chow K H, et al. An Adversarial Approach to
Protocol Analysis and Selection in Local Differential Privacy[J].
IEEE Transactions on Information Forensics and Security, 2022,
17: 1785-1799.

Gursoy M E, Tamersoy A, Truex S, et al. Secure and Utility-Aware
Data Collection with Condensed Local Differential Privacy[J].
IEEE Transactions on Dependable and Secure Computing, 2021,
18(5): 2365-2378.

Warner S L. Randomized Response: A Survey Technique for
Eliminating Evasive Answer Bias[J]. Journal of the American
Statistical Association, 1965, 60(309): 63-69.

Kairouz P, Oh S, Viswanath P. Extremal Mechanisms for Local
Differential Privacy[J]. Advances in neural information processing
systems, 2014, 27.

Li Z T, Wang T H, Lopuhaé-Zwakenberg M, et al. Estimating Nu-
merical Distributions under Local Differential Privacy[C]. The
2020 ACM SIGMOD International Conference on Management of
Data, 2020: 621-635.

Ye Q Q, Hu H B, Meng X F, et al. PrivKV: Key-Value Data Col-
lection with Local Differential Privacy[C]. 2019 IEEE Symposium
on Security and Privacy, 2019: 317-331.

FRIEE CCF 44 0i, T 2020 4F{EPY
2 PR R VLR 5 H AR T
FAG T 22 o BRAE P E R e A

-~ WEFURT RIS o 55 £ 5 DR B S 56 5 199 4%
_—

7 A 22 A T B T L 2 BTN
REAR 22 SRR . BB HE:
ZEor BaFh BEH%: 3] o Email: yaqing2021@
iscas.ac.cn

k8l CCF @mgissil, T 2007 A5 [E
B2 Bt AT VSR FH B AR Ll
PAFAZEAT . PUATHh ERL 22 Bk 5T
FiaE T 515 BORRE S50 =W . W
AT N K Hl 2 4 SRR . DFFT%
BRELES: ZE0rFafh. RN . AT BaFA

{4, Email: zhangmin@iscas.ac.cn

[16]

[17]

[18]

[19]

[20]

[21]

[22]

(23]

[24]

[25]

[26]

53

Gu X L, Li M, Cheng Y Q, et al. PCKV: Locally Differentially
Private Correlated Key-Value Data Collection with Optimized
Utility[EB/OL].  2019: 1911.12834. https://arxiv.org/abs/1911.
12834v1.

Wang T H, Li N H, Jha S. Locally Differentially Private Frequent
Itemset Mining[C]. 2018 IEEE Symposium on Security and Pri-
vacy, 2018: 127-143.

Alvim M S, Chatzikokolakis K, Palamidessi C, et al. Metric-Based
Local Differential Privacy for Statistical Applications[EB/OL].
2018: 1805.01456. https://arxiv.org/abs/1805.01456v1.

Gu X L, Li M, Xiong L, et al. Providing Input-Discriminative Pro-
tection for Local Differential Privacy[C]. 2020 IEEE 36th Interna-
tional Conference on Data Engineering, 2020: 505-516.

Ye M, Barg A. Optimal Schemes for Discrete Distribution Estima-
tion under Locally Differential Privacy[J]. IEEE Transactions on
Information Theory, 2018, 64(8): 5662-5676.

Bilmes J A. A Gentle Tutorial of the Em Algorithm and its Appli-
cation to Parameter Estimation for Gaussian Mixture and Hidden
Markov Models[J]. International computer science institute, 1998,
4(510): 126.

Murakami T, Hino H, Sakuma J. Toward Distribution Estimation
under Local Differential Privacy with Small Samples[J]. Proceed-
ings on Privacy Enhancing Technologies, 2018, 2018(3): 84-104.
Ye Y T, Zhang M, Feng D G, et al. Multiple Privacy Regimes
Mechanism for Local Differential Privacy[M]. Database Systems
for Advanced Applications. Cham: Springer International Publish-
ing, 2019: 247-263.

Zhang Z K, Wang T H, Li N H, et al. CALM: Consistent Adaptive
Local Marginal for Marginal Release under Local Differential Pri-
vacy[C]. The 2018 ACM SIGSAC Conference on Computer and
Communications Security, 2018: 212-229.

1990 US Census Data[DB/OL]. 2013. http://kdd.ics.uci.edu/ data-
bases/census1990/USCensus1990.data.txt.

SOCR Data Dinov 020108 HeightsWeights [DB/OL]. http:/
wiki.stat.ucla.edu/socr/index.php/SOCR_Data Dinov_020108_
HeightsWeights.

FtF#E  CCF £basil, T 2022 445
B 2 B O 27 T SR ] 4 R b 3R 45
A2 BT P R B A ]
EHHE S (5 SRR SL I F B PIFITA . BF
G K EE 24 SRRy . R
MR ZErRRRA . FLAR .
yutong2017@jiscas.ac.cn

Email:

£FiE3C  CCF /B4, T 2021 47E
R B R 2 o LR 5 HR Tk 3k
(RIS 23s o wes 2 (VA IR R SR RSP SRSt /g L R T
GRS T 5 545 DR B 52 3 = o 4% %
[f) 22 AN I 287 o BIFFTAE K
i e 2 5 RA Y . R EALHE 5
Fafh 17 B KR . Email: bowen2021@
iscas.ac.cn



