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A Method for Calculating Behavioral Risk in Network
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Abstract With the widespread use of the Internet in our lives, more and more software is beginning to collect more user
information to improve the user experience. However, there is also a significant risk of leakage of user privacy stored on
servers. Real-time assessment of network risks can not only help to monitor changes in network status, but also facilitate
the adjustment of network defense measures at any time, and timely defense against network attacks, reducing attack
losses. Traditionally, network risk assessment often uses statistical methods to calculate. This article proposes a new algo-
rithm for real-time calculation of network risks by using the Lie group model in mathematics to mathematically model
network systems. This article uses Lie group kinematics to describe attack behaviors in the network. By mapping the ma-
trix composed of indicators and topology in the network system to the Lie group, it gives the numerical definition of attack
behavior paths and network attack and defense. Using geodesic to calculate the distance between elements in the Lie group,
it serves as a network risk indicator, and proposes a corresponding network risk damage assessment method, thus quanti-
fying network risks and achieving real-time evaluation of network security status. In order to test the effectiveness of this
network security risk assessment method, this paper uses existing datasets and writes code to conduct relevant experiments
to evaluate the applicability and efficiency of this method. The experimental results confirm that the Lie group-based net-
work system behavior risk calculation method is effective for the objective quantitative calculation of network attack and
defense risk values, and can achieve quantitative assessment of network risks. Compared with other machine learning al-
gorithms, there is no significant difference in various indicators, and some of its characteristics have the potential for fur-
ther development.
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Table 3 Example of risk measurement indicators
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Figure 2 Network attack path
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Table 4 Measurement value

id  RENEAH(%) WERITEMECHEE5) BRI R R KB/s)
1 63 52 704
2 50 59 100
3 53 85 430
4 78 76 907

x5 WRE

Table 5 Initial value

id RENBA(%) liﬁﬁ;gﬁ Hﬁ(gﬁ“)‘”ﬂ:
0;1;? 40 5 703

1 28 2 217

2 58 8 140

3 34 50 341

4 40 15 103
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ST &I id=4 MRS 4), JOUmTe ks
KIS T AN & Va=(load, loophole, flow). ¥&H Bt
i = AN HUIME 5 4 40%, 15, 103kB/s, TkrAESL
{54 40%, 5, 703kB/s, ArufElJE 214 15:

¥, =(1.0,3.0,0.1465) (15)

XFTOUI R 2, FERE AR 43 i A 1.95, 15.2,
1.29, bW A K 16 frx:

AV, =V, =V,

=(1.95,15.2,1.2902) — (1.0,3.0,0.1465)  (16)
=(0.95,12.2,1.1437)

Joph B AU R A S A1 R 0K AR R IS
Bl Bl T Av,, HAEZLmg s, S
AR 34T 3 HIAERE, A 17:

040 1.08¢™  0.96
Y, =(1.08¢ 229¢% 8.14¢* (17)

096 8.14¢* 027

ARG ] DATHSE AR RO 4R PR, WA 18 Fs:
E, =d(Y,,Y,)=68.79600701702122  (18)
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E= (22)
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Table 6 Selected host information

id ip Huhik Ezit]

1 172.16.0.1 Firewall

2 192.168.10.3 DNS+DC Server
3 192.168.10.50 Web server 16
4 192.168.10.51 Ubuntu Server 12
5 192.168.10.19 Ubuntu 14.4

6 192.168.10.17 Ubuntu 14.4

7 192.168.10.16 Ubuntu 16.4

8 192.168.10.12 Ubuntu 16.4

9 192.168.10.9 Win 7 Pro

10 192.168.10.5 Win 8.1

11 192.168.10.8 Win Vista

12 192.168.10.14 Win 10

13 192.168.10.15 Win 10

14 192.168.10.25 MAC

B AN R AR W 3 o
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Figure 3 Topology structure between 14 devices
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Table 7 Network risk calculation value

B g gt TR vy s a1 R = ) Yty P
Fi— 14:19-14:23 JC(IEH H P #:1E) 420
J— 10:05-10:09 FTP patator 2947
J— 14:28-14:32 SSH patator 2416
Ji = 9:48-9:52 DoS slowloris 3076
JE= 10:31-10:35 DoS Slowhttptest 1935
A= 10:46-10:50 DoS Hulk 2208
5 = 11:15-11:19 DoS GoldenEye 2168
Jany 9:41-9:45 brute force 1992
JAPY 10:28-10:32 XSS 1052
JE Py 10:40-10:42 SQL injection 1962
JA 16:56-17:00 DDoS LOIT 2071
JA 16:03-16:07 Bot 1626
Ji T 13:52-13:56 Portscan 2240
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O(m’n).

&8 MEXLNE T EITFM

Table 8 Evaluation of network risk measurement

methods

ik Pr Re Fl
KNN 0.96 0.96 0.96
RF 0.98 0.97 0.97
CART 0.99 0.99 0.99
ID3 0.98 0.98 0.98
C4.5 0.93 0.94 0.94
SVM 0.97 0.97 0.97
Adaboost 0.77 0.84 0.77
MLP 0.77 0.83 0.76
Naive-Bayes 0.88 0.04 0.04
QDA 0.97 0.88 0.92
Lie Group 0.83 0.83 0.83
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