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Network Intrusion Detection with Deep Neural Network
for Supervised Learning of Discrete Hash
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Abstract In recent years, internet applications are expanding rapidly. Anomalous network traffic and operations seri-
ously threaten the security of cyberspace. Detecting attacks effectively in network has become an important research topic
nowadays. Applying Al in network intrusion detection has become a promising research direction. However, there are two
main challenges with existing deep learning-based methods: high dimensionality of massive traffic data and poor gener-
alization ability with high false positive rates. To address these issues, we propose a network intrusion detection model
based on Deep Supervised Discrete Hash Neural Network, where the learning objective is to obtain hash representations
for intrusion detection. This model consists of a lightweight multi-layer neural network and a supervised discrete hash
learning framework. The model adopts an alternating minimization approach to accelerate convergence by minimizing the
loss function. It learns a set of fixed-length hash codes that effectively preserve the similarity among similar network data
and reflect the differences between different types of traffic. The Hamming distance between hash codes is used for intru-
sion detection, in order to reduce the impact of redundant features and information loss caused by data dimensionality re-
duction methods on the final detection results. For intrusion detection, a method called Multi-Segment Index Hashing is
used to query the nearest neighbor hash codes and determine the traffic type, enabling fast and accurate intrusion detection.
The proposed model is experimentally validated on the CIC-IDS2017, NSL-KDD, and UNSW-NBI15 datasets, and its per-
formance is analyzed for accuracy and false rate. The results demonstrate that the model processes good generalization and
detection capabilities, and the learned binary hash codes can effectively reflect the differences between various types of
traffic. The accuracy of the intrusion detection achieved by the model surpassed 97% on the tested datasets, and the false
positive rate showed a significant improvement compared to the other benchmark methods.
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Figure 1 Flow chart of network intrusion detection based on DSDH
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Table 1 Confusion matrix
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Table 2 The number of instances in the CIC-IDS2017
experimental dataset

Bt Total Train Test
Benign 2271320 6000 2000
DDoS 128025 6000 2000

DoS 230124 6000 2000
Web Attack 652 450 150

Port Scan 158804 6000 2000
Botnet 1956 1200 400

Infiltration 36 30 6
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Figure 2 Accuracy metrics for hash codes of different digit lengths
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Table 3 Detection results of different types of cyber-

attacks

B Accuracy Precision Fl-score FPR
DDoS 99.13 98.41 97.72 0.83
DoS 99.45 97.55 98.88 0.96
WebXASt;acl“ 76.62 65.93 68.13 36.41
PortScan 99.93 99.19 99.25 1.02
Botnet 99.22 98.94 98.7 0.99

Infiltration 100 100 100 0
AVG 99.43 98.74 99.15 1.12
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Figure 3 The general distribution of hash codes for different types of network traffic data
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Figure 4 BENIGN-DDoS raw data (left) and hash code (right) PCA dimensionality reduction
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Figure 5 Distribution of Hamming distances between hash codes of different network attacks and the baseline.
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Table 4 Experimental results and comparisons

Hntk LY AC(%)  FPR(%)  F1(%)
NB-SVM[23]  98.84 3.55 95.04
CIC-IDS2017 HELAD[24] 99.86 2.15 99.58
OURS 99.43 1.12 99.15
RNN[25] 83.28 3.06
NSL-KDD A-DQN[26] 97.2 1.24 97.8
OURS 97.62 0.87 98.51
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