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Extended Mirror Theory and Its Applications in Message
Authentication Codes
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Abstract The extended mirror theory is a methodology for bounding the possible number of solutions for affine systems
of equalities and non-equalities with unknowns. It plays an important role in the provable security theory of symmetric
ciphers. This paper focuses on the extended mirror theory again and addresses the critical challenge of establishing robust
lower bounds for the solution count of affine systems of equalities and non-equalities across a wide parameter range. Our
primary theoretical contribution manifests in two key advancements: First, we formalize the inherent constraints of these
affine systems using a graph-theoretic description, offering an intuitive and powerful lens for analysis. Second, leveraging
this graphical perspective, we establish a new and significantly improved lower bound on the number of solutions applica-
ble to a wide parameter range of system configurations, which lays a theoretical foundation for the strict proof of the uni-
versal beyond the birthday bound (BBB) of symmetric ciphers. Then, the robust lower bounds for the solution count of
such systems across a wide parameter range are applied to the BBB-security proof of two prominent Message Authentica-
tion Code (MAC) constructions: EWCDMD based on the parallel construction of two pseudo-random permutations and
EWCDM based on the cascading construction of two pseudo-random permutations, demonstrating the practical power of
our enhanced extended mirror theory. Utilizing the extended mirror theory framework and robust lower bounds under a
wide parameter range, we rigorously prove that both EWCDMD and EWCDM achieve BBB security. Crucially, we derive
a universal security bound valid across a wide operational range, demonstrating that both constructions offer up to 2n/3-bit
universal security, where 7 is the bit length of the underlying pseudo-random permutation. Detailed comparisons with prior
works highlight the distinct advantages and novel contributions of our work. Finally, the BBB-secure MACs based on
multiple independent pseudorandom permutations are discussed, and an open problem improving graph-theoretic refine-
ments based on multivariable extended mirror theory is left.

Key words extended mirror theory; message authentication code; graph theory; pseudorandom permutation; beyond the
birthday bound security
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