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Abstract The fifth-generation mobile communication network 5G aims to integrate networks. Its standards not only
cover public communication networks, but also are applied to next-generation vertical industry networks. Traditional ver-
tical industry networks are Operational Technology (OT) networks that focus on industrial automation and control systems.
OT networks adopt a security domain division method to divide large-scale complex systems into different security
sub-domains and deploy dedicated security equipment/systems at the boundaries for security protection. In current practice,
gatekeeper and other equipment are often used to block malicious traffic in a hard isolation manner, which causes prob-
lems that seriously affect the pass of normal traffics. Relying on 5G's network function virtualization (NFV) technology
and software defined network (SDN), this paper proposes a dynamic security perimeter protection mechanism for 5G net-
work. This mechanism builds a virtualized border network security function resource pool and a border security service
rule base, analyzes the protection level of traffic arriving at the border, and generates dynamically a border security service
function chain based on the rules. The mechanism also has the function of optimizing the deployment of perimeter service
function chains, and uses modeling and heuristic algorithms to achieve multi-objective optimal deployment strategies that
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meet services protection level requirements and minimize processing delays. Based on this mechanism, we design an ex-
ample case of a dynamic security perimeter protection mechanism for 5G private networks in the subway industry, aiming
to serve engineering practice. Finally, we built a simulation platform based on Mininet+Ryu to simulate the security do-
main composition and boundary security capabilities of the 5G demonstration network in the subway industry, and con-
ducted experimental verification of the mechanism. The results show that the mechanism can generate effectively and dy-
namically perimeter service function chains and achieve the goal of controlling the passage of different protection level’s

traffic.
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nt 106: Current node: 2, Path: [1, 8, 9, 4, 7, 3, 2], Delay: 33 ms, Security Level: 9

nt 107: Current node: 2, Path: [1, 8, 9, 4, 7, 6, 3, 2], Delay: 36 ms, Security Level: 10
nt 108: Current node: 2, Path: [1, 8, 9, 4, 7, 6, 5, 3, 2], Delay: 38 ms, Security Level: 11
nt 109: Current node: 2, Path: [1, 8, 9, 4, 7, 5, 6, 3, 2], Delay: 38 ms, Security Level: 11
nt 110: Current node: 2, Path: [1, 8, 9, 4, 7, 5, 3, 2], Delay: 36 ms, Security Level: 10
nt 111: Current node: 2, Path: [1, 8, 9, 4, 6, 3, 2], Delay: 27 ms, Security Level: 9

nt 112: Current node: 2, Path: [1, 8, 9, 4, 6, 7, 3, 2], Delay: 36 ms, Security Level: 10
nt 113: Current node: 2, Path: [1, 8, 9, 4, 6, 7, 5, 3, 2], Delay: 39 ms, Security Level: 11
nt 114: Current node: 2, Path: [1, 8, 9, 4, 6, 5, 3, 2], Delay: 29 ms, Security Level: 10
nt 115: Current node: 2, Path: [1, 8, 9, 4, 6, 5, 7, 3, 2], Delay: 38 ms, Security Level: 11
nt 122: Current node: 2, Path: [1, 8, 3, 7, 6, 4, 9, 2], Delay: 41 ms, Security Level: 10
nt 123: Current node: 2, Path: [1, 8, 3, 7, 6, 4, 2], Delay: 34 ms, Security Level: 9

nt 124: Current node: 2, Path: [1, 8, 3, 7, 4, 9, 2], Delay: 38 ms, Security Level: 9

nt 126: Current node: 2, Path: [1, 8, 3, 7, 5, 6, 4, 9, 2], Delay: 43 ms, Security Level: 11
nt 127: Current node: 2, Path: [1, 8, 3, 7, 5, 6, 4, 2], Delay: 36 ms, Security Level: 10
nt 128: Current node: 2, Path: [1, 8, 3, 6, 7, 4, 9, 2], Delay: 41 ms, Security Level: 10
nt 129: Current node: 2, Path: [1, 8, 3, 6, 7, 4, 2], Delay: 34 ms, Security Level: 9

nt 130: Current node: 2, Path: [1, 8, 3, 6, 4, 9, 2], Delay: 32 ms, Security Level: 9

nt 132: Current node: 2, Path: [1, 8, 3, 6, 5, 7, 4, 9, 2], Delay: 43 ms, Security Level: 11
nt 133: Current node: 2, Path: [1, 8, 3, 6, 5, 7, 4, 2], Delay: 36 ms, Security Level: 10
nt 134: Current node: 2, Path: [1, 8, 3, 5, 6, 7, 4, 9, 2], Delay: 43 ms, Security Level: 11
nt 135: Current node: 2, Path: [1, 8, 3, 5, 6, 7, 4, 2], Delay: 36 ms, Security Level: 10
nt 136: Current node: 2, Path: [1, 8, 3, 5, 6, 4, 9, 2], Delay: 34 ms, Security Level: 10
nt 137: Current node: 2, Path: [1, 8, 3, 5, 6, 4, 2], Delay: 27 ms, Security Level: 9

nt 138: Current node: 2, Path: [1, 8, 3, 5, 7, 6, 4, 9, 2], Delay: 44 ms, Security Level 11
nt 139: Current node: 2, Path: [1, 8, 3, 5, 7, 6, 4, 2], Delay: 37 ms, Security Level:

nt 140: Current node: 2, Path: [1, 8, 3, 5, 7, 4, 9, 2], Delay: 41 ms, Security Level: 18
nt 141: Current node: 2, Path: [1, 8, 3, 5, 7, 4, 2], Delay: 34 ms, Security Level: 9

nt 147: Current node: 2, Path: [1, 8, 4, 7, 3, 9, 2], Delay: 38 ms, Security Level: 9

nt 149: Current node: 2, Path: [1, 8, 4, 7, 6, 3, 9, 2], Delay: 41 ms, Security Level: 10
nt 150: Current node: 2, Path: [1, 8, 4, 7, 6, 3, 2], Delay: 34 ms, Security Level: 9

nt 151: Current node: 2, Path: [1, 8, 4, 7, 6, 5, 3, 9, 2], Delay: 43 ms, Security Level: 11
nt 152: Current node: 2, Path: [1, 8, 4, 7, 6, 5, 3, 2], Delay: 36 ms, Security Level: 10
nt 153: Current node: 2, Path: [1, 8, 4, 7, 5, 6, 3, 9, 2], Delay: 43 ms, Security Level: 11
nt 154: Current node: 2, Path: [1, 8, 4, 7, 5, 6, 3, 2], Delay: 36 ms, Security Level: 10
nt 155: Current node: 2, Path: [1, 8, 4, 7, 5, 3, 9, 2], Delay: 41 ms, Security Level: 10
nt 156: Current node: 2, Path: [1, 8, 4, 7, 5, 3, 2], Delay: 34 ms, Security Level: 9

nt 157: Current node: 2, Path: [1, 8, 4, 6, 3, 9, 2], Delay: 32 ms, Security Level: 9

nt 159: Current node: 2, Path: [1, 8, 4, 6, 7, 3, 9, 2], Delay: 41 ms, Security Level: 10
nt 160: Current node: 2, Path: [1, 8, 4, 6, 7, 3, 2], Delay: 34 ms, Security Level: 9

nt 161: Current node: 2, Path: [1, 8, 4, 6, 7, 5, 3, 9, 2], Delay: 44 ms, Security Level: 11
nt 162: Current node: 2, Path: [1, 8, 4, 6, 7, 5, 3, 2], Delay: 37 ms, Security Level: 10
nt 163: Current node: 2, Path: [1, 8, 4, 6, 5, 3, 9, 2], Delay: 34 ms, Security Level: 10
nt 164: Current node: 2, Path: [1, 8, 4, 6, 5, 3, 2], Delay: 27 ms, Security Level: 9

nt 165: Current node: 2, Path: [1, 8, 4, 6, 5, 7, 3,9, 2, Delay: 43 ns, Security Level: 11
At 166 Y X 2 5 2. 3. 21 Dalay: 36 ty Leveli 10

1
ind Path 1, 3, 7,5, 6, 4, 8, 9, 2] Delay: 38 ms, Security Level: 11
ath from 10.0. 9 1 (D 18.9.9.2.10.9.0.1 ->] ->3 ->7 ->5 ->6 ->4 ->8 ->9 ->2 ->10.0.0.2

9 Mininet MR WA TFHRITELR
Figure 9 Mininet simulation of path finding in the
security domain simulation results
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ould not find sufficient path for flow from 10.0.0.1 to 10.0.0.2 with level
request: 9

ould not find sufficient path for flow from 10.0.0.1 to 10.0.0.2 with level
request: 6

ould not find sufficient path for flow from 10.0.0.1 to 10.0.0.2 with level
request: 6

ould not find sufficient path for flow from 10.0.0.1 to 10.0.0.2 with level
request: 6

ould not find sufficient path for flow from 10.0.0.1 to 10.0.0.2 with level
request: 8

ould not find sufficient path for flow from 10.0.0.1 to 10.0.0.2 with level
request: 9

ould not find sufficient path for flow from 10.0.0.1 to 10.0.0.2 with level
request:

ath: [1, 3, 2], Delay: 12 ms, Security Level: 3

Find Path: [1, 3, 2] Delay: 12 ms, Security Level: 3

ath from 10.0.0.1 to 10.0.0.2:10.0.0.1 ->1 ->3 ->2 ->10.0.0.2
ath: [2, 3, 1], Delay: 12 ms, Security Level: 3

Find Path: [2, 3, 11 Delay: 12 ms, Security Level: 3

jpath from 10.0.0.2 10 10.0.0.1:10.0.0.2 ->2 ->3 ->] ->10.0.0.1

E 10 fE8enFRE T SREE

Figure 10 Business flow path of traditional boundary

mechanism

Could not find sufficient path for flow from 10.0.0.1 to 10.0.0.2 with level
request: 8

Could not find sufficient path for flow from 10.0.06.1 to 10.0.0.2 with level
request: 9

Could not find sufficient path for flow from 10.6.06.1 to 10.0.0.2 with level
request: 8

Could not find sufficient path for flow from 10.6.06.1 to 10.0.0.2 with level
request: 8

Could not find sufficient path for flow from 10.6.06.1 to 10.0.0.2 with level

Path: [1, 3, 5, 6, 4, 2], Delay: 20 ms, Security Level: 7
Path: 1, 3, 6. 4, 21, Delay: 18 ms, Security level: 6
Find Path: [1, 3, 6, 4, 2] Delay: 18 ms, Security Level: 6

‘Could not find sufficient path for flow from 10.0.0.2 to 10.0.0.1 with level
request: 8

Could not find sufficient path for flow from 10.0.06.2 to 10.0.0.1 with level
request: 8

Could not find sufficient path for flow from 10.0.0.2 to 10.0.0.1 with level
request: 8

Could not find sufficient path for flow from 10.0.0.2 to 10.0.0.1 with level
request: 9

Could not find sufficient path for flow from 10.0.0.2 to 10.0.0.1 with level
request

11, Delay 18 ms, Security Level: 6

.3,
| ath 2, 4, 6 5 3, , Delay: 20 ms, Security Level: 7
Flnd Path: [2, 4, o, 1] Delay 18 ms, Securlty Level
). 0 0 - -

B 11 ahZSaFs Tl SRR
Figure 11 The business flow path of dynamic boun-
dary mechanism
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