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Abstract The governance of cyber pollution remains a pivotal challenge for those working within the realm of informa-
tion content security. The pervasive spread of vast quantities of harmful information across the internet not only contami-
nates the digital landscape but also poses a significant barrier to societal progress. Hence, tackling cyber harmful activities
has emerged as a forefront concern within national cybersecurity efforts. However, the encryption of traffic and the con-
stant shifting of client addresses introduce formidable obstacles to analyzing and mitigating cyber pollution. Pinpointing
the perpetrators and tracing the origins of these activities become increasingly complex in the context of encrypted traffic.
In response to these complications, in this paper, we propose an innovative method for linking actors behind cyber pollu-
tion in the context of encrypted internet traffic. Our approach involves harvesting the traffic characteristics associated with
each client address over a certain period to create a network behavior knowledge graph for that address. Utilizing this
graph, we develop an association model named PolluTracker, which leverages the capabilities of Graph Neural Networks
and the framework of Siamese Networks. This model aims to facilitate the association of addresses linked to cyber nuis-
ances and supports the ongoing analysis of their source. Our extensive experimental analysis, conducted over five months
using a dataset of real user traffic, indicates that our method can correlate harmful entities with a remarkable 99% accuracy
rate. This performance significantly exceeds that of four existing correlation techniques by up to 0.90 times. Moreover,
through a series of experiments including ablation studies, adversarial tests, and real-world scenario analysis, our method
has demonstrated its effectiveness in conducting long-term behavioral correlation analysis of targeted harmful users. Nota-
bly, our approach stands out for its robustness and its adeptness at evading adversarial efforts, marking a significant ad-
vancement in the field of cybersecurity and digital environment protection.
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Figure 1 Scenarios of the correlation between cyber pollution behaviors and subjects
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Figure S Attention visualization analysis results
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Figure 6 Address correlation ROC curves for all comparison methods
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Table 3 The AUC and accuracy performance of All
baselines under the correlation task
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Table 4 The ablation study on the S-month dataset
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