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Abstract The visible light visual recognition system equipped with object detection algorithms is progressively emerg-
ing as a vital perception system in the domain of unmanned aerial vehicle. However, object detection algorithms are sus-
ceptible to adversarial attack. In particular, physical adversarial attacks often manifest in the form of adversarial patches
embedded within real-world scenes, posing a more significant threat compared to digital attacks. Existing physical attack
methods primarily target close-range ground-based applications of object detection, and the generated physical adversarial
patches are easily perceptible by humans, thereby exposing malicious intent. To address this issue, a natural physical ad-
versarial attack method (Natural Physical Patch Attack, NPAP) targeting unmanned aerial vehicle visual recognition sys-
tems is proposed. Firstly, an optimization function tailored for multi-scale and multi-target attacks is designed to enhance
the attack capability of adversarial patches. Subsequently, to generate natural adversarial patches, a similarity metric is
introduced to constrain the appearance of the patches. Finally, based on the principle of expectation over transformation, a
patches physical enhancement transformation module is designed. Multiple physical augmentation transformations are
employed to enhanced the robustness of adversarial patches against environmental and scale variations. In the digital at-
tack experiment, this method achieved success rates of 72.6%, 77.6%, and 75.0% against three mainstream object detec-
tors: YOLOV3, YOLOVS, and YOLOV7, respectively. In the physical attack experiment, the adversarial patches generated
in the digital domain were printed and tested in the real world. this method achieved average attack success rates of 63.6%,
58.3%, and 56.8% against the three object detectors within the altitude range of 20 meters to 100 meters. The experimental
results demonstrate that, compared to three mainstream adversarial attack methods, namely G/C, UPC, and NAP, the pro-
posed approach is capable of generating adversarial patches that resemble natural images without augmenting complexity.
Concurrently, the generated adversarial patches exhibit superior adversarial performance and robustness.
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Figure 4 The attack results on YOLOV3
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Figure 6 The attack results on YOLOvV7
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Table 2 Comparison of ASR with different attack

methods
Yrdirik YOLOV3 YOLOVS YOLOv7
BEHLANT 5.1% 4.9% 6.2%
G/C 66.8% 68.8% 67.2%
NAP 71.5% 76.8% 68.2%
UPC 70.8% 69.8% 72.2%
NPAP 72.6% 77.6% 75.0%

(a) G/IC (b) NAP

M 2 FT%D, NPAP J7 VAR I Hish T8 =Fp
H A2 b BGE S #2508 72.6% 77.6%-
75.0%, BRI T G/IC NAP. UPC —Fh 5k,
FE IR T NPAP J7 b vt 1R H A 25 5
A B, G/C. NAP. UPC =My iE# R A T H bkl
5 TR AR G v P e KA A B S H AR R, T
Biihi 2 H AR UG HE LUK BT B b (1) A5 R B 2
BIE LT, AT Bk 1 Bt iy 26 1 B

7 WIANEJTVELE YOLOVS b ek 45 St 4T
TN W 7 A%, NPAP Jiikxt % HArAIZ
OB BRI BUh U R S, DAA NPAP vk i (AR
e Erh, SERILA A AT HAh T RN [ 1N 52 i
AR AT 8 A [R] ROBE (R IR e 2 o H bl Rk
ST REHB A T H A5 B 7E TUNHE 1) A5 R4 £, Bl
HEUR I E RSN 2, NPAP At Bt T4
2 (R RS . G/C NAP. UPC —=Fh 74t
T2 H BRI LI Bt O R AN, REURS T AN e Al
o> ZEAR RS o DA b 45 A B T NPAP J7VELEXT
% Hbs i 2 RO BUREAT Bk i A0, H AR
DRI BETH AR Tk T RS B 4y 400 5] A A ) s A
DURE () B FE 4, i 7 Bt i) %

(¢c) UPC (d) NPAP

7 REFEEERFE B EES

Figure 7 Attack examples of different methods in the digital domain
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Table 3 Attack results in enhanced physical environ-

ment
Yoi Ty YOLOV3 YOLOVS YOLOv7
G/C 55.2% 57.8% 58.9%
NAP 56.7% 66.8% 60.5%
UPC 65.8% 58.2% 57.4%
NPAP 68.9% 75.3% 71.3%
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Table 4 Comparison of complexity of different me-

thods
Biti 7 i TEIFEI /s P34 A7 i HI/Mb
G/C 1.55 2086.56
NAP 2.32 4096.20
UPC 1.62 2088.52
NPAP 1.56 2086.71
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Table 5 Attack results in different loss functions
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Table 6 Analysis of complexity for different loss func-
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Figure 8 ASR with NPAP method at different confi-
dence thresholds

4.3 YIRS BE LG

AR SE b BEAT TSGR DU RN OT A
BT R A IO PR TR AT BN O AR B
PRA SR, 2 B 0 IS S YR A 1 S s RS R 4L
FEINT P4, RHANTATENIR S ImxIm,
9 g XHTHN T 4T EN S FRIBOR K

| T

(a) NPAP (b) GIC (c) NAP (d) UPC

9 XA THTENRRIRE
Figure 9 The image after printing the adversarial
patch
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Table 7 The number of video frames with adversarial
patch for each group

B TR PURN T I

ity H b5
ke Groupl  Group2 Group3  Group4 Total
20-40m 40-60m 60-80m  80-100m

YOLOV3 194 194 194 196 778

G/C  YOLOvS 187 187 187 187 748
YOLOvV7 193 193 193 194 773
YOLOV3 185 185 185 185 740

NAP YOLOvS 192 192 192 192 768
YOLOvV7 190 190 190 191 761
YOLOV3 182 182 182 182 728

UPC YOLOvS 183 183 183 183 732
YOLOV7 192 192 192 193 769
YOLOV3 196 196 196 196 784

NPAP YOLOVS 185 185 185 186 741
YOLOvV7 187 187 187 187 748
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Table 8 The attack results of different physical
adversarial patches in different height ranges
TR KT AR (AASR)

Groupl Group2 Group3  Group4
20-40m  40-60m 60-80m  80-100m

YOLOv3 989%  91.0%  50.3% 0.6% 60.2%
G/C  YOLOvS 958%  90.1%  43.2% 0.0% 57.3%
YOLOvV7 99.8%  702%  51.2% 0.8% 55.5%
YOLOV3  95.1%  56.0%  51.2% 2.5% 51.2%
NAP YOLOv5 93.9%  76.8%  40.0% 0.8% 52.9%
YOLOv7 90.9%  70.1%  50.2% 1.0% 53.0%
YOLOv3  932% 64.7%  38.1% 1.1% 49.2%
UPC YOLOv5 958% 83.6% 38.5% 2.0% 55.0%
YOLOvV7  92.9%  82.1%  40.2% 1.5% 54.2%

ity H b5
Jitk o R

Mean

YOLOvV3 99.4% 90.2% 62.5% 2.5% 6;'6

(U

58.3

NPAP YOLOvVS 100.0% 83.5% 48.2% 1.6% %
(|

56.8

YOLOv7 98.9% 80.6% 46.8% 1.0% %
(1
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Figure 10 Sample frames of physical attack results for G/C
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Figure 11 Sample frames of physical attack results for NAP
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Figure 13 Sample frames of physical attack results for NPAP
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Table 9 The attack results of different physical ad-
versarial patches in different directions

. HRETT I

Wik HARRIE -
EETT | A
YOLOV3 60.2% 59.1% 60.0%
G/C YOLOVS 57.3% 57.2% 57.1%
YOLOv7 55.5% 55.6% 55.0%
YOLOV3 51.2% 50.0% 51.5%
NAP YOLOV5 52.9% 52.1% 52.2%
YOLOV7 53.0% 53.1% 52.0%
YOLOV3 49.2% 49.1% 48.5%
UPC YOLOVS 55.0% 55.5% 54.0%
YOLOv7 54.2% 54.0% 54.1%
YOLOV3 63.6% 63.2% 63.2%
NPAP YOLOv5 58.3% 58.1% 58.0%
YOLOv7 56.8% 57.8% 56.2%
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Figure 14 Sample frames of different directions
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Table 10 Percentage of pixels occupied by the patch
in the image
T HRR S H
20m 40m 60m 80m 100m
YOLOvV3 1.27% 0.36% 0.16% 0.09%  0.07%
YOLOVS 1.32% 0.38% 0.15% 0.08%  0.05%
YOLOV7 0.95% 0.45% 0.23% 0.11%  0.08%
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Figure 16 The imaging relationship of cameras
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Figure 17 Feature maps of adversarial patches captured at different heights in neural network
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