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Abstract After the outbreak of Stuxnet, Industrial Control System (ICS) began to become one of the targets of attack.
With the continuous understanding of the industrial control system, attackers are more sophisticated, using complex means
and more advanced technology, to launch various attack. As an important basic control equipment in industrial control
system, PLC (Programmable Logic Controller) information security issues are worthy of attention. From the perspective of
both the attacker and defender, the paper first analyzes the basic architecture and working principle of the PLC and points
out its vulnerabilities, then classifies the PLC attack, and analyzes the attack principle of all kinds of attack technology
thoroughly; it gives a general summary of PLC information security research progress at home and abroad. Finally, future
research trend and prospects for PLC information security are presented.
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Figure 1 Typical Architecture of Industrial Control System
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Table1 Common PLC operating system

PLC Operating System
Allen-Bradley PLC5 Microware OS-9

Allen-Bradley ControlLogix VxWorks
Emerson DeltaV VxWorks
Schneider Modicon Quantum WVxWorks
Yokogawa FA-M3 Linux
Wago 750 Linux

PLC reference platform
Siemens SIMATIC WinAC RTX

QNX Neutrino
Microsoft Windows

PL VxWorks A, CVE A A 9T VxWorks #H
KRG IR 2 Bis
%2 VxWorks REiRIASIT%R
Table 2 VxWorks System Vulnerability Statistics
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(b) Patched program. The red blocks are added by PLCinject.
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Step 5
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Step 6
To evaluate the accurate of the PLC anomaly detection
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Safety requirement:
Wa, Uay)

1. Negate the linear temporal logic specification formula
2. Get the TEG-UR product model P

3. Search for a satisfying path in P

4. Get concrete input values

Requirement-violating path
condition:

(<12)& (0<i')& (7 <20)

UR P=TEG x UR
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Figure 26 PLC Configuration Symbol Execution Security Detection Mechanism
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