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Cross domain authentication and key agreement protocol
based on blockchain in edge computing environment
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Abstract Identity authentication and key agreement are the first security issues to be considered when accessing the
Internet of Things(IoT). The traditional identity authentication of IoT is based on the “cloud center-terminal device” au-
thentication architecture. With the introduction of edge computing technology, the authentication architecture has been
transformed into “edge device-terminal device” architecture, and the traditional authentication method is no longer appli-
cable. In addition, there are multiple communication domains in the IoT, and cross domain authentication and key agree-
ment are needed between devices in different domains. To solve the above problems, this paper designs a cross domain
authentication and key agreement protocol based on blockchain in the edge computing environment. The hash value of the
certificate of the terminal device is put on the blockchain to avoid the complicated certificate verification process. Based
on the cross domain attribute of consortium chain, the devices in different domains can complete authentication and key
agreement successfully. Compared with the existing cross domain authentication and key agreement protocols, the pro-
posed protocol has higher efficiency and is more suitable for low performance IoT devices.
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Figure 1 Edge computing network-terminal network architecture
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Figure 2 Basic structure of blockchain
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Figure 3 Blockchain-based IoT terminal
authentication architecture
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Figure 6 Flow chart of cross domain authentication and key agreement
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