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Abstract According to the principles of electromagnetics, unintentional electromagnetic radiation is generated during
the operation of electronic information equipment. Electromagnetic radiation can cause information leakage and pose a
serious threat to information security. Faced with the problem of electromagnetic information security of computer moni-
tors, a method of electromagnetic information leakage detection based on machine learning is proposed. According to the
characteristics of electromagnetic leakage signal, MGCNN convolutional neural network is designed. Using its unique
convolution and pooling processing capabilities, MGCNN extracts multi-level features of image information in the elec-
tromagnetic spectrum signal of the display. It overcomes the defects of traditional detection methods that need to make
clear the characteristics of electromagnetic information in advance and lack of adaptive ability, so as to effectively solve
the problem of information leakage detection in electromagnetic signals. The effectiveness of MGCNN in detecting the
electromagnetic information leakage of the display is proved through the actual measurement and comparison.

Key words electromagnetic information leakage; electromagnetic radiation; Machine learning; Convolutional Neural
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Figure 1 Electromagnetic radiation during image
display
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Figure 2 Schematic diagram of electromagnetic
information leakage feature extracted by MGCNN
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Figure 3 Structure of MGCNN
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Max pooling-1 2048 16 2 2 16 1024
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Figure 4 Flow diagram of experiment
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Figure 6 Examples of airplane and cat images
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Figure 7 Time domain diagram of electromagnetic signals
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Figure 8 Frequency domain diagram of electromagnetic signal
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Table 3 Comparison of performance of each algorithm

at 1IMS/s sampling rate
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VGGNet 50.00 40.00 80.00 53.33
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GoogleNet Tra 72.93 73.42 80.90 72.91
VGGNet_Tra 61.00 63.53 66.38 59.70
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Figure 10 Performance comparison of each
algorithm
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