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Abstract Moving Target Defense (MTD) technology protects a target system by creating asymmetric uncertainty of the
target system to confuse the adversaries and increase the complexity of attacks. It has been gaining more and more atten-
tion with the massive growth of vulnerabilities and the widespread deployment of critical network services and traditional
defense technology has a natural time disadvantage. This paper aims to quantitatively analyze both the effectiveness and
performance of an MTD enabled system. We use the probability of successful attack as the security metric. As for per-
formance metrics, Mean Time To Failure (MTTF) and Job Completion Time (JCT) are used to evaluate long-term and
short-term running job in the MTD protected system, respectively. The system in this paper consists of multiple Physical
Machines (PM) and each PM hosts a virtualized environment (containers or virtual machines), each of which can run a
critical job under attack from adversaries. It applies Dynamic Platform Technique (DPT), a kind of MTD implementation
techniques, to reduce the impact of attacks on job performance. The DPT actively divides the running process of a critical
job into multiple stages, and randomly selects the operating platform of each stage to reduce the probability of the job be-
ing discovered and destroyed by the attackers. We propose a stochastic model which captures job execution behaviours in
the system. Our model-based approach allows both job residency/execution time at a PM and job migration time to be
generally distributed which releases the exponential distributed time assumption in other related analysis models. We de-
rive the closed-form solutions of job MTTF (for long-term jobs) and JCT (for short-term jobs) which are the main evalua-
tion metrics in this paper. Simulation experiments are carried out to validate our model and formulas. Moreover, a formula
is proposed to predict the total cost of the system, which helps administrators manage the system effectively.
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