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Abstract In recent years, attacks against government agencies, industrial facilities and large corporate networks have
emerged one after another. Cyberspace Security has become an overall issue related to national stability, social stability
and economic prosperity. Advanced persistent threat (APT) has gradually evolved into a complex of various social engi-
neering attacks and zero-day vulnerability exploitation, and has become one of the most serious cyberspace security threats.
The current research on APT focuses on finding reliable attack features and improving detection accuracy. Due to the
complex and huge data, it is easy to hide APT features, it makes it more difficult to obtain reliable attack features. How to
find APT attacks as soon as possible and attribute to the source of APT family is a hot issue for researchers. Based on this,
this paper proposes an APT attack path restoration and prediction method. Firstly, referring to the idea of software gene,
the APT malware gene model and gene similarity detection algorithm are designed to construct the malicious behavior
gene library. The samples are genetically detected through the malicious behavior gene library to extract reliable malicious
features and solve the problem of reliable data acquisition. Secondly, in order to solve the problem of APT attack path res-
toration and prediction, hidden Markov model (HMM) is used to restore and predict the attack path of APT malicious be-
havior chain. The characteristics generated by malicious behavior gene library are used to construct the malicious behavior
chain and estimate the model parameters, and then restore and predict the APT attack path. The prediction accuracy can
reach more than 90%. Finally, the family identification of malware is carried out by HMM and gene detection. The expe-
rimental results show that the gene characteristics and HMM parameter characteristics can guide the intrusion detection
system to identify and classify malware to a certain extent.
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Algorithm 1 Gene Library Optimization

Input: gene pool
1.FOR gene a IN gene pool:
2. FOR gene b IN gene pool:

3. gene a = [env, object I, object 2, ac-
tion_name)
gene b = [env, object 1, object 2, action_
name]
4. IF a[0]==b[0] AND a[1]==b[1] AND

a[3]==b[3] AND Smithwaterman(a[2],b[2])> O:
list ¢ = [a[0],a[1], list_of Smithwaterman
(a[2],6[2]).a[3]]
Output: ¢

G I ER AR, BEALIE S PR v 4% DR gk AT
env+ action_name F object I ULHL, 7] N IAEHC
I, WA PSSR, 2 object 1 ASULHECHS, W
IR MTAPIA R . B IER T action_
name 5 object 1 5EAULHECL, FXT object 2 ¥ H]
smith-waterman S3EIAT AL BETH

U EAT H AU T3 — B 6 (IR 2 4
SN LUAS tH I B B A 80%), I3 BHIX Y 4% Ik
DRUAH EBRST, AP ARBLRE = T O, Uit B 2 PR 45 AHALL
EEDR, PRI A LR 7 B, AR — 4T R AL
2.3 APT BEITAERE
231 SEEATAEER MRS SR

TERIEE APT FIGIERI RIS, wlit— 2 Ok
DRI S 2 I AT A SRR 2 o HARCRE, MG A
PRI DR 91 9 5 X AN AT Ok 2R DR R AT AR AL
FE vt 5, 326 HC v A ABLRE 1 35 DXL 51 - 4 I 1) N5 4
AR AT ONEE, b HMM S pErT SRR . I
DR AR B A Wl 592 ok v B S DR P 5 JE DR P 2 TR) .
KEFEARZ ] FEA S HE DA P22 Ta] IR AHALLRE



4 Journal of Cyber Security 15 FV& 4244, 2023 £ 1 H, H8 &, HFH 1M

Hgk 2 JRRARALEE R U
Algorithm 2 Gene Similarity Detection

Input: gene a, gene b
1.gene a = [env, object 1,0bject 2,action_name)
2.gene b = [env, object_1,0bject 2, action_name]
3. IF (a[0]==b[0] AND a[3]==b[3]):
score 1 =a[l]&&b[1]
score 2 = Smithwaterman(a[2],b[2]) * 1.8
Output score 1 + score 2
4 ELSE:
Output “no relevancy”
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Figure 2 Construction of public gene library and ma-
licious behavior gene library
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Figure 3 Construction of the states set for APT attack path prediction
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Algorithm 3 calculation probability of the hidden
and observed states at the next moment

Input: O and HMM parameters A. B. 11

1.FOR each possible next state j = 1,2,-** ,N DO:

2. FOR each possible intermediate state i =
1,2, --+,N, AND their Respective observation DO:

3. Calculate the probability a,(i)

4. a, () = YN, a,_y()a(r,i)b;(0,) where r
denotes index of all possible prior states

5. Compute the probability P(q..q = s;) by

multiplying all ¢« Parameters, at time with their re-
spective transition probabilities

6. P(Qt+1 = Sj) = Z?I=1at(i)ai,j

7. P(0t+1 = ij) = Y p(ijl‘hﬂ) P((qt+1|0t))

Output: the probabilities of next state and observa-
tion
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Table 2 The distribution of malicious behavior in the
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Table 3 The results of path restoration for Anunak
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Table 4 The probability of hidden stases for Anunak
No.1 sample

Z KRS WA
The probabilities of state 1 0.0022665
The probabilities of state 2 0.0037617
The probabilities of state 3 0.9875497
The probabilities of state 4 0.0064221
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5 Anunak KiE—SHARE A IKTSHEE

Table 5 The probability of observed stases for Anu-

nak No.1 sample

F AR SN
probabilities of observation 1 0.009664
probabilities of observation 2 0.060137
probabilities of observation 3 0.016748
probabilities of observation 4 0.586756
probabilities of observation 5 0.131888
probabilities of observation 6 0.017333
probabilities of observation 7 0.003361
probabilities of observation 8 0.018231
probabilities of observation 9 0.000026
probabilities of observation 10 0.054847
probabilities of observation 11 0.071623
probabilities of observation 12 0.024218
probabilities of observation 13 0.000002
probabilities of observation 14 0.003979
probabilities of observation 15 0.001072
probabilities of observation 16 0.000097
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Table 6 The prediction accuracy of attack paths of

ESTRIIN:TES

each family under different observation values

2% 3% 4N (%) 5 N(%)
Anunak 62.77 77.66 86.17 92.55
APT 29 62.16 74.32 78.85 86.54
Lazarus Group 69.12 77.94 85.29 89.71
Molearats 66.13 75.81 85.48 96.77
Turla Group 69.23 69.23 76.92 84.61
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APT ik I IUER (%) s HHET R (%)
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APT 29 73.9 89
Lzarus Group 80.2 92
Molearats 82 92.3
Turla Group 78 96
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