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Abstract With the continuous developing of the COVID-2019, more and more countries and regions have strictly super-
vised the personal information and location data of confirmed patients and their close contacts. At the same time, how to
share the necessary information of patients while ensuring that the personal privacy of patients and their close contacts is
not leaked, the access process is transparent, traceable, and data is not tampered with, has become a key issue that needs to
be solved urgently. Based on this, we propose an accountable medical attribute pass (AMAP) access control scheme in this
paper. The scheme first combines the blockchain with an attribute-based access control model. While introducing the
blockchain to trace the source of the access process, the access control strategy and key steps in the access system are de-
ployed on the blockchain in the form of smart contracts, so that the entire system can not only ensure the safe access of
users to data, but also trace the source of the entire access process. In particular, the solution introduces the medical attrib-
ute pass module. Users apply for access in the form of a pass, which avoids multiple matches between subject attributes
and access control strategies in the traditional access control model. While achieving fine-grained access control to medi-
cal data, a certain degree Improved access efficiency. Finally, the security analysis shows that this scheme can resist denial
of service attacks, malicious tampering attacks, single point of failure attacks, main body masquerading attacks, replay
attacks, etc. Experiments and performance analysis show that this solution is compared with other solutions. Under the
same access control strategy, the more access times, the more obvious the advantages of this solution; the more access
control strategies have the same access control strategy, the more effective the solution is. The more obvious the advan-
tages.
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Figure 1 Attribute-based access control model process
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Figure 4 Token application process
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Algorithm 3: Visit phase

Algorithm 1 : Token application stage

begin :

{
if TAMC .send(Attribute _all, process) == true:

{
LDP.get( Attribute _all, process)

u = LDP.arrange( Attribute _all, process)
LDP.upload (u)

}

end;
h

B 2:
TEVT R BE: 4 SRIEHAT 10 PEP 45 in) &
i access AL F|HEHE mi LDP 4 HIA N, H
HHBE S LDP 556433 access, SR XS access #F
T8, f)aHs access AL F| H G HE L.
Algorithm 2: Access authorization stage(LDP)

begin :
{

if PEP.send(access)==true:

{
LDP.get(access)

a = LDP.arrange(access)

begin :

{

if DB.send(access _id)==true:
{

LDP.get(access _id)
LDPupload(access _id)

}

end;

}

Algorithm 4: Object upload stage(DDP)

begin :

{

if DB.send(OH , A) == true:
{

DDP.get(OH , A)
DDP.upload(OH, A)

}

end;

}

3.3.3  SRE&ERE & PLP
TRMEEE T PLP I RE G 2 AE AR FALRY

LDP.upload (a) BERAEAEH, ORISR B S PAP 7] SRR & PLP &
| IV RSN ACS AL, PLP 1556433 ACS,
SRIFIE IR ACS B2 208t E R AT
end; Algorithm 5: Object upload stage(PLP)
S 3 begin :
TEVT TR B B: 2485080 4 IRk 55 4 DB K55 1n) $E 45 1 {
ME— B AR IRTT access_id b AL 3 H & #2153 LDP 1) if PAP.send(ACS)==true:
FAtik iy, H&EHE A LDP H419 2] access_id, .
RJG W access id FALRIHEBE L.
332 ¥EEEE K DDP PLP.get(ACS)
B 8 R LR e S A 7 AR R AR AR B PLP.upload (ACS)
RIFVER, AR RSs45 DB [ #dE# si DDP }
RALFARSHEAH OH A2 AR L A (R S5 FIL i, %L end;
575 55 DDP 5643 5] OH Al A, 2854 OH 1 A |

AR HEEE b, BRI T
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3.3.4 SREEHAT S PEP

WG HAT 55 PEP LU e 010 )5 2RAE U I B2 AL
WY BORAEVER, e E4k S Rk T AREATIE LA &
Vi I HZ A0S AAP 417 [0 SE40E access K I% 45 Helg AT
5 PEP R4 PFi% SN, PEP #2007 1] 454 access -5
W6 Thfe, HARSFEW T

PE1:

PR S ik EALIEATIE token (1) 5645 N,
PEP 159 2ATUE, P BATUESHATIOUE, 5%
UER), WX token_id 3EATiC 3%, R J5 K token K%
4 PDP.

Algorithm 6: Access authorization stage(PEP)

begin :

{

if S.send(token) == true:

{

PEP.get(S _token)

if PEPverify(S _token)==true:
{

PEP.record(token _id)

PEP.send (S _token) to PDP

}
}

end;

I 2:

MU AR AUS, AAP KI5V [ 554 access 41
LI, PEP 156433 access, SRk access K%L
FAE S LK H & #%% 55 LDP.

3.3.5 IREEIRIE N PDP

FEME YLk S PDP LR REA 2 I T XA Vs 1) #2
BT BOR A o 23 0 AE SIS AT 2L PEP KX
S_token [ 4% A1k Bl LK SR 5 B A PAP A i% UL T
U (7 I 55 R S s ACS RS F 0k BN, SR AT
5 PDP Y S token Fll ACS JfSZBLXT MW Ihfig, H
PR R R

SR 1

RIS AT S PEP K% S _token HI4CFIA R, PDP
X token_type AT W, FEIGHIMEE R Ai%L: PAP.

Algorithm 7: Access authorization stage(PDP)

begin :

{

if PEP.send(S _token)==true:
{

type = PDP. judge(token _type)
PDP.send(type) to PAP

}

end;

}

W 2:

SRS B A PAP AL LGS (1) 15 i) 48 1 5K s
ACS [WEAHE RN, PDP H5EUEI(ACS.S_info), T
K (ACS,S_info) KILLE VS FHZALT AAP.

3.3.6 ViHIZBUR AAP

7B AAP LU RE& A1 TE ARV ) 524X
BrBORAEAEH], 24 PDP KI%(ACS.S_info) 1Ak %,
I, APP A=k access ATUE, 2R 544 access ATUE A
LS NG HAT 5 PEP, ELARLEFE QT

Algorithm 8: Access authorization stage(AAP)
begin :

{
if PDP.send (ACS,S_info) ==true:

{

AAP.generate ( access)

AAP.send (access) to PEP

}

end;

}
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AR IEATUE 3 EE AL B MR E AT UF (Attributes
Token) A1V [ i 1T 1F(Access Token), ATiFH A T
A HAE U5 Ia) RO U7 18] (K ME—FE 88, 2R RGHEM
(VLA S 5o R HEAT IR 2 R 2 AR AR
PRI 55 AH Y. R D7 o) 48 1) S AT UL C I 38 75 21 D7 1)
AT, 1 U5 ) 8 AT UE 1) 2 BEE 2 HO U7 e £
(RIAF N 5 A o FLA Il AT IE P AR S5 M i 9 B0 R T
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AT UE A ORBEAS B o 3R RS I3 0l % e M i AT
R AUy i) T8 AT UE ) S A 2R AT TR A A
3.4.1 JRIEEATIESIES

Attributes Token H = %24 Token Header. Token
Body. Token Header HEL{ 1 A W £ (4 5 473 1 OB
w5, fUHE Token ID. Token Type. Asymmetric En-
cryption Algorithm. Token ID & ffi (7 5 17y [FIME—Hf A
WRTF, F3 Attributes Token #5545 H S ME— 1] Token
ID; Token Type W LS HAXKBIENEL, Wi
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W T ZIBAT UE R R I JE YRS . 1 Asymmetric En-
cryption Algorithm H A5 1 N5 %84T Uk i H 211
PR FE, AT RSA &L, R
A AR LR 3

Token Body "' F 4 Generate Time. Token
Data. Expiration Time. Token Data "HH HiE NIHA™
ME B, Generate Time 7= 1%1BATUEAE P IN ], 10
Expiration Time 7= ZIBAT UE ) ZHIS R] o @ PEimAT
UEEE S5 3 1 Jro:

F1 BHBITIERESEN
Table 1 Attribute token data structure
JEMERATIE 7B A EiliBa
Token IDGEATIES) M AFR IRAF
AT E Sk Token Type(IBATIEAY) HATUER &
Encryption Algorithm (JI1%5 5.72%) RSA Hik
Token Data(BAT IFAHR) I EATIEA R
TEATUF F 44 Generation Time(4= I [H]) AT UE AR B [
Expiration Time(F| ¥ 1)) TAT UE 2 S5 i)

3.4.2  ViEEATIEREE S

Access_Token H' %45 Access Header. Access
Body. Access Header 3 224045 Access StrategyAccess
Attributes+ Access ID. Access ID &V ) B AT U M
—HHUFRIREF, Access Strategy FLARSIA T HAKK V5
I 2 il SR, 5 U7 1) 2 T RE T 1) I RS S o A
Access Attributes 1, WIVEANARRERIAR T 3647 U o) 1)
FAARITHA W@

FER FH 7 n) 8 AT E U ) Bk A2 v, Bl 2 i
AR X Access ID HEAT AR HORR 3L BAL 21 H 3R 4E

%2

o 1M Access ID AEAT I R TP A AT DU AT — 1R 4
F AR5 AT 0 B AT U7 i), DR OR
B A TR0 7 ) A e B 7 ) 3@ A TR R T I

Vi M IEATUE R S5/ sk 2 Fi7R, Access Body
AL £ 25 B Data . Generate Time , Expiration
Time F1 Information Address. Data F &4 HIK1ZIE1T
WE I AR TE B, Generate Time F N5 IAATUEAE
RPN [8], Expiration Time 37~V )8 AT Uk 2130 5
(8] o 1] Information Address %7~ AT E BT 215 )
(A5 EAE O P2 IR 45 %5 DB Hr ik ik

@I TIERE

Table 2 Access token data structure

Vi AT IE T BEA R i3
Access IDGEATIE ) Ui 1A AT U ME— 3 Y AR TR AT
AT UE SR Access Strategy(Vj 7] 1) S G A R YE
Access Attribute(Vi 0] J& 1) i 5 E A 8 T
Access Data(GBATIEHHR) FRIE AT UE I (5 R
TEATE 44K Generation Time(“E S T0]) iy A 38 47 UE AR R )

Expiration Time(Z| 3] 1))

Yy 1) ATk 2 YT 1)

3.5 BITIEI@EEHE
3.5.1 FHEANT AR
(1): P AN, B9 RINES p.q .

(2): 5
n=p*qo. (7

(3): i
f(n) = (p=1) * (¢-1)- ®)

4): #—5 f(n) BIRE e 0 AR, A
l<e< f(n) €))
(5): VFEARPIRE A, 16 d W2
d * emodf(n) =1
(6): AIKU = (e,d), BYIKR = (d,n)
AP KU

(10)
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{n (R p gt Fe iR } an
e:H(p-)*(g-D)H K
FAE KR -
{n:?%ﬁp*ﬂqﬂ‘]% i }
(12)
d 15 /2 (d *e)mod((p —1)* (g -1)) =1
352 nfREmAE
() o 7
(13)
(14)
A
@
D
N
E*DmodL=1

8 BITIEMEAZE
Figure 8 Token encryption scheme
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41 AEREMHSH
4.1.1 PUIELARS B

AN KL i) i 55 4 E5 0 16 3 A4 1) 75 B ) AT
UEJE 4 # A0 TAMC HEHE B ATIE token, 1M ANl A2
FRGE N N % AT 8 P IR 32 A4 00 TGV 5 G AT IE
token JHITE . PRIAESHE U IRl B By, Biidi# Oscar
JCVEA K & (P4 =AU In) 2040 PR 55 4, e
PRAUEARE— 70 Fe s b AT U7 in) 19 AR 3052 HooT 18
BRI, DRI A T 22 W] AR BT 4B 4 ik 25 Mo«
412 PUBERERBE

BN PE R 55 ) Bk — 45 B 1) 2 W 00
Ht info_address FVEFRWAE A info_hash 5 NE a4
Data_Chain "', Data Chain H [¥] &£ 15 fi Data_
Chain_pri ¥ info_address F1 info_hash 37T 4& I35
BRI Herh o kBt Oscar M2 HE B 45 w5
FEAR AT BN, HEHER Log Chain 23 M
# Oscar [MAfR R BSOS FR) FEIF il 2 X Pusk |,
1M 5 T Data_Chain "] info_hash JoIERE B,
TEREECATY SR AT LA U LB 28 P il 55 2 e AN A2

A1 Bl Oscar BB L), Wb 25 il i

13 W7 R, BT AEBS ST 2R G0 Al FH 1 DR D K B
BE, M B G0 U ELE], BRI S B e
EANETREEE I 1/3 1S AT Mo o T DLATT 56
CIIPS /Rl =e S5 eL G i

4.1.3 PUE R

PRAL GE RO L T M A U7 iRl 407 A, A&
girh HEH8E 5 LDP, s 035 15 DDP, S 2 1
PLP, SRUEHE P AL PAP SIS AT 5l PEP, SRR A
PDP, Vi M4l AAP BJLAERe G AL A&
D}CHgE b, AT AR, SUEE B E A AT
A RABAT, SRR AT DAY R0 S it 7 58 0 2% 8 S
WK m R By, AU ) SO R AR R

FAh, Ui AL H & AAL RO EE oA A
info_hash 73 547 H & 5E Log_ Chain A fiE
Data_Chain H, K Oscar 5 H Kb — AN i w#
TR, AR R G, I, AT %
A LARGUR BT
4.1.4 HEESREKE

Bt Oscar (1) 80 P8 e 55 45 A IR 15 SR I i 2L
e B A7 M@ ATIE Access U(Access ID|Access
Strategy|Access Attribute),#7 B 35 A3 i 1F K 41
FIAR, WJCikRATU) ) 3B AT E .

R B # Oscar 24t A\ V5 1) AT IE, Ac-
cess_U(Access ID|AccessStrategy|Access Attribute)
i Oscar 3R TCIEAEAT Edm Vs ) o R 138 AT UE
J& T InEARAS, b WAL I Z AR Ciphertext_a
PZAEATUE T SR AT UE A 2 AL DI 3 ATk gk
ITHRS, AR BB Plaintext_a, 4 T LLSIh i ]
Hlla R S5 7 o A5 OV E R, e Al A8 2
(B AT U AR AT U ) o DRI AR 2 v] DA H =
UNVESILG T
415 PUERHE

FAKS (AT UE B P PG TAMC FITIEATIER,
AT UE B M B L TAMC 4 3R B RE 2 19
Token(Token_ID|Token Data|Generation Time) >4 4 i &
Oscar Bk TAK S MG BTN, WATIEEIEE
Pty TAMC HIW 445 BIFAIBHZ S ) Generate
Time F Expiration_Time, *4C|T -G|T<E||T-G || T
IS 158 BH 2 T IR AR G AE TR, R AR 46 R

A7 Wit & Oscar A 3V in) 3 47 Uk, I H) H
Access_U(Access_ID|AccessStrategy|Access Attribute)
XTHCHE e 45 4% DB dEAT Vs I, tHT Access_ID
J2 Vi ) AT UE B ME — 3R AR IRAT, JF A AN
M I ATIE Access Token H LV —Ik, VilnjZ
Ja RGRL 3K Access ID FFHHATIRAY, BRI RS
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4.2.1 ST

ASCHET Python W 5 S T J& PEIEAT UE ) RSA
I, BARSCIG AW R #4E R4 Windows10
IR 64 7, CPU A Inter(R)Core(TM)i7-8750H
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Figure 9 Time required to visit different times
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250 (TEOLE, ATTEM A EMLEE ABAC 74
KIFIFBRIH

Wil 11 phos, AJ7 55 MRS 128 47, 256 47,
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Figure 10 Access time when the number of access
policies is different
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Table 3 Comparison of ABAC scheme and this

scheme
o p—— ABAC J5 %45 100s  AMAP J7 % 1E 100s
i PA RV i) T PRIV 7 VR
50 7082 113636
100 4496 80645
150 3546 46296
200 2042 32467
250 1583 35510
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Figure 11 Time required for encryption key

FER 12, W& 13, AT S0 5 A B BE R ol o
INEE WIS RE O F AR, 0 i 1) D4 PR AZ i, ) BT 7E



52 Journal of Cyber Security 15 FV& 4244, 2023 £ 1 H, H8 &, HFH 1M

ARGAEAF AP PEG 2 128 17, 256 47, 512 47,
1024 fr) FIAN [ B SC 2 (5331 42 128 £ir, 256 47, 512 4,
1024 47, 2048 A7) INE L, 7E43 21 20 20 &edhi
FI 1024 728105 2048 A7 B SCHHL T 0.0011s.,

-3
35,107 —
—e— 128 lA FUF K
30l 256 5EA Tk BE
—— S12fAF FFEK B
55l 10240087 FIE B |
. —6— 20480E FUF K
= 20+
=
=
By 1.5+
E a
1.0} T~ ¢
O'SVK’/A

0 L il ' L L L ' L L
100 200 300 400 500 600 700 800 900 1000 1100
KB (length/bit)

B 12 AREARBITIEKE T INE T E
Figure 12 Encryption time required under different
keys and pass lengths
0.08 : w T
—e— 128 % 3CK
0.08} 256/ 5% SO
—e— S120u B BE
0.06 f 102443 % 3C K
2 —6— 2048 LK
= 0.05¢
=
E 004]
B
=
%2 0.03f
¥
0.02F
0.011

0106 200 300 400 560 660 760 860 960 1000 1100
FAPIIEE (K 71Y)
B 13 FREHRETEKE TREENE
Figure 13 Decryption time required under different
keys and pass lengths

MEE 14, B 15, Jivks FRREL, R 2Im
20 A SCEERE T, I 1024 AL AR 2048
Ar I SCIF AT 0.075s.

A R B T A R DL R AR SR AT B ORIE B 4
AP AR TR ESC i B T B IR B R o 4
P A ) Rt T oK
4.2.2  VEREXTEL AT

X 4 AT EEHADA T AT TR, A
T4 PRTLURIR, T7 F 4GRS R B Bt A
BRGNS VCERPUH PR sk, Oy

K8 LVAIRYUH /7 D Beake, Ty S [S]URF &
BN B S ToVEARP . A ST 07 R e it
BRI, BB, W R, b
FoAh T AN, A7 S0 F AR B YT €
R

R 5 KA R E AR R TT A2 TP,
ViR AT E WA DR ERbAT T HER, i &
[4], [181EARSEHL T AR FE s il #2561, (HV7 )l A
KR AT HARTI . 105 %51, [15TRFREACT
SCHLYG )R A T & Wi, A 5 S (51 Bcf
SCULAIREE R U5 ) 250 o AP &5, ASSCP 37 S hE
g S WL AR FE U7 ) 425 10, U7 i) 23 3% B ) 9,
FEVT IR AT e e DA LA s S
H, AT RAEMRIRENE LA .

x4 KAAERSHEHMFERRBEEEI L
Table 4 Comparison of attack types between this
scheme and other schemes
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