B9 W1 i B %4 %M Vol. 9 No. 1
2024 4£ 1 H Journal of Cyber Security January 2024

BT X R R A $ B BB FR 5 3] R

X owL & W AR, A ]

VERAGE RS 5 ERES TSR B TE 400074

WE  BE o N LS ERN R R, RN E R B2, (H T 8 53 (A5 A FIME AR 52 1) B it 8 XU
AR AT BRI W, KRR R NAETTINME . BARNG X REEAE A AR BIIR S I S R e —
TR B viZin) @, (Bl 7 =ANEBE KB 1) TAEEES (Proof of Work, POW). A 251IE B (Proof of Stake, POS)Z5 3L iRt
RES A NS R TEORUK, FLULRHIR B RS AT 56, 2) 1 sl DA M G 025 S MR 4 sl A2 5l g v, 2 A
SEFRR TN 3) FEATTRIET, BOARLUIZod R iR i LR, BRI T B 2 O Rae A o TSR, AMREE L
YERAUEY] . BRRE B EAE LR T A 10 22 2] S RORK B R T LAAS G R A3 4t 1 SL VR BURI L, e 08 AR fr 1 36 6 06 5
IR R RS & s IS I AR R 8 7R B SR AN A A5 O . B TR L TR I B (0 DX JUE R e AN AT AR R A m] 5T
M LHb. 49%FF T EAAS B, I RIRMATAT 49% 5 B BB AE . £dE JE Ak [R] 43 4 (Not 1dentically and Independently
Distributed, Non-IID)i& . LA B RS =AURS B RE ST o SEUG 5 10AF S5 RAR B, ASCHTER I 007 Z AR & TR (F B LA (B
FHOR AR M B AT B LI 2% ST 1 5%, BAT R mi I S BN

EHEIE WA ) KPR, SR, B RUR Y B

FEESES TP309.2 DOI 5 10.19363/].cnki.cnl10-1380/tn.2024.01.02

A Novel FL System Based on Consensus Motivated Block-
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Abstract With the advancement of technologies such as cloud storage and Al (artificial intelligence) in recent years, the
value of data has experienced significant growth. However, the exorbitant costs associated with communication and the
intolerable risks of data leakage have given rise to a pervasive issue of “data isolation” among institutions, rendering a
substantial portion of data unable to realize its full economic potential. Although using blockchain as a platform for feder-
ated learning can solve this problem to a certain extent, it also brings three primary shortcomings: 1) traditional consensus
processes like PoW (proof of work) and PoS (proof of stake) remain largely disconnected from the federated learning
training process, resulting in substantial wastage of computational power and bandwidth; 2) nodes may decline to partici-
pate actively in the training process or even disrupt it due to self-interest considerations, driven by competitive dynamics;
3) in open environments, data traceability during the model training process is challenging to establish, consequently di-
minishing the cost of attack for potential malevolent actors. Our study manifested that, instead of relying on traditional
consensus mechanisms such as PoW and PoS, combining federated learning and model watermarking technology can
make the consensus algorithm more fair and reliable. It can avoid the waste of computing power and unbalanced rewards
thanks to federated learning, and the innovative consensus mechanism not only retained the properties of immutability,
decentralization, and 49% byzantine fault tolerance but also naturally resisted 49% poisoning attack, adapted Non-IID (not
independent and identically distributed) dataset and protected intellectual property. Both experimental and empirical evi-
dence unequivocally demonstrate that the proposed solution in this study is exceptionally well-suited for scenarios involv-
ing non-trusting institutions collaboratively leveraging large volumes of local data for commercial federated learning,
thereby holding substantial practical value.
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Figure 1 A federated learning framework based on
blockchain
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Figure 2 The structure of the blockchain system in this paper
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